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1.0 INTRODUCTION

Welcome to the ‘E-Verify User Manual for Employers.’ This manual provides guidance
on E-Verify processes and outlines the rules and responsibilities for employers
enrolled in E-Verify. All users must follow the guidelines set forth in the ‘E-Verify
Memorandum of Understanding for Employers (MOU)’ and the rules and
responsibilities outlined in this manual.

For purposes of this manual, the term ‘employer’ means any person, company, or
other entity that is required to complete Form 1-9, Employment Eligibility Verification
(Form 1-9) including any individual with an E-Verify user account.

This section provides a background and overview and an introduction to basic
website navigation, participation, user roles, rules and responsibilities, and the
privacy and security guidelines of E-Verify.

1.1 BACKGROUND AND OVERVIEW

In 1996, Congress passed the lllegal Immigration Reform and Immigrant
Responsibility Act (1IRIRA), which required the Social Security Administration (SSA)
and U.S. Citizenship and Immigration Services (USCIS), formerly the Immigration
and Naturalization Service, to conduct an employment verification pilot program.
Under the U.S. Department of Homeland Security (DHS), USCIS operates the
E-Verify program, previously referred to as the Basic Pilot program. E-Verify is an
internet-based system that implements the requirements of IIRIRA by allowing any
U.S. employer to electronically verify the employment eligibility of its newly hired
employees.

E-Verify is a voluntary program for most employers, but mandatory for some, such
as employers with federal contracts or subcontracts that contain the Federal
Acquisition Regulation (FAR) E-Verify clause.

NOTE: E-Verify cannot provide you with guidance on state or local laws that require
your participation in E-Verify. For help, you should contact the appropriate state
officials, or you may also receive assistance through a local Chamber of Commerce.

Apart from any state or local law that requires participation in E-Verify, employers
are fully responsible for complying with sections 274A (which addresses the
requirements of the Form 1-9 process) and 274B (which addresses unfair
immigration-related employment practices) of the Immigration and Nationality Act.
Employers who fail to comply with either section, may be subject to penalties.

E-Verify works by electronically comparing the information from an employee’s Form
1-9 with records available to SSA and/or DHS to verify the identity and employment
eligibility of each newly hired employee and/or employee assigned to a covered
federal contract.

At this time, employers can verify the employment eligibility of only one person at a
time within E-Verify. All new, temporary, seasonal, and rehired employees must be
entered into E-Verify individually.

E-Verify is free and the best means available to determine the employment eligibility
of new hires. E-Verify is available in all 50 states, the District of Columbia, Puerto
Rico, Guam and the U.S. Virgin Islands.
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NOTE: E-Verify Self Check, referred to as Self Check, is a free, fast, secure and
voluntary online service that allows individuals to perform employment eligibility
checks on themselves. Employers may not ask current or prospective employees to
use Self Check to prove employment eligibility. The service is designed to provide
visibility into government records, and if necessary, guidance on how to correct
those records. Self Check is separate from the E-Verify user interface. For more
information and specific rules visit www.uscis.gov/E-Verifyselfcheck.

Self Check does not satisfy or supersede the requirements of federal contractors
subject to the FAR E-Verify clause, or any other employers, to use E-Verify.

For more information on E-Verify procedures, rules and responsibilities for federal
contractors with the FAR E-Verify clause, refer to the ‘E-Verify Supplemental Guide
for Federal Contractors.’

1.2 BASIC WEBSITE NAVIGATION

All E-Verify users need to be familiar with the website navigation links. The figure
below provides a screen shot of the employer user Web page. The navigation links
within each area vary depending upon the type of user.

— RO s
E-Verify &

Vielcome User 1D Last Login

Employment Eligibility Verification E-Verify Demonstrat.. SAMPLEQT  01:28 PM- 03/02/2011  Log Out

Oy
CX

Click any @ for hel

Home
Welcome to E-Verify l E-Verify News View All 2
Mew Case Iz:ggge{al contractor rule delayed until May 21,

View Cases The effective date of the final rule requiring cerain

-‘
Search Cases | 4 E“e“ ® Federal Co ... read more =

Edit Profile

Change Password Verify Employee e ol
Change Security Questions

RCENRy Need Help?

Edit Coampany Profile " M g A
= = Click any @ icon for more information or contact

Add New User us at 888-464-4218 or E-Verify@dhs.gov.

View Existing Users

Close Company Account

My Reports

View Reports

My Resources

View Essential Resaurces

Case Alerts: You Must Take Action!

. Work
S 4 Authorization 2

New Updates ‘]h Docs Expiring™

Open Cases | 6
to be Closed &g
i

Take Tutorial
View User Wanual

Contact Us

U.S. Department of Homeland Security - wwve.dhe:gov  U.S. Citizenship and Immigration Services - www USCie.gov Acceseibilty Download Viewers

Area 1 displays the E-Verify logo and the telephone number for Customer Support:
888-464-4218. Area 1 also includes a quick shortcut to begin the verification
process. By clicking the green *Verify Employee’ button, you will begin the
verification process.

Area 2 contains ‘E-Verify News’ which includes important updates on E-Verify,
information affecting employment verification, best practices and current events.

Area 3 contains E-Verify navigation options which are identified in the ‘Area 3
Navigation Overview.’ Selecting a navigation menu link is the first step in accessing a
task or function in E-Verify. Choosing an option displays the first active page where a
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user enters information. Each user's menu option is based on his or her assigned
user role. For more information on user roles, see Section 1.4.

AREA 3 NAVIGATION OVERVIEW
LINK INFORMATION

My Cases » New Case
P View Cases
P Search Cases
My Profile » Edit Profile
» Change Password
» Change Security Questions
My Company » Edit Company Profile
onl dministrat » Add New User
(Only program administrators b View Existing Users
have these options)
» Close Company Account
My Reports » View Reports
My Resources P View Essential Resources
P Take Tutorial
P View User Manual
» Contact Us

Area 4 displays ‘Case Alerts’ for cases requiring action. Case alerts inform employers
when an action is required. For more information on case alerts, see Section 4.3.

ESSENTIAL RESOURCES

‘View Essential Resources’ under ‘My Resources’ contains links to important
documents and tools for employers that participate in E-Verify. The ‘Essential
Resources Overview’ provides specific information on the resources available to
users.

ESSENTIAL RESOURCES OVERVIEW

INFORMATION
E-Verify Posters » E-Verify Participation Poster
» Right to Work Poster
Manuals and Guides » E-Verify User Manual
P E-Verify Quick Reference Guides
E-Verify Further Action » Sample DHS TNC Further Action Notice and
Notices SSA TNC Further Action Notice available in
several foreign languages
Document Reference » Guidance on select drivers licenses and state ID
Library cards
Form 1-9 Resources » The latest version of Form I-9 in English and
Spanish

» The ‘Handbook for Employers: Guidance for
Completing Form I-9 (M-274)’
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ESSENTIAL RESOURCES OVERVIEW

INFORMATION
Memorandums of » Sample copy of the most recent version of the
Understanding (MOU) MOU
Other Resources » Websites and links to Web pages of particular
interest to employers participating in E-Verify

1.3 E-VERIFY PARTICIPATION: ENROLLMENT VS.
REGISTRATION

It is important to understand the difference between enrollment and registration,
which is outlined in the ‘Enroliment vs. Registration Overview.’ For additional
information on enrollment, visit www.dhs.gov/E-Verify.

Employers who wish to check their enrollment status or access method should
contact:

E-Verify Customer Support Monday through Friday 8 a.m. —5 p.m. local time
@ Telephone: 888-464-4218 Email: E-Verify@dhs.gov

Employers who have enrolled and need information about registering additional users
or about their functions, should see Section 6.0.

ENROLLMENT VS. REGISTRATION OVERVIEW

ENROLLMENT REGISTRATION

Program administrators register new
users in E-Verify who are then able to
create cases.

Employers enroll in E-Verify to

Who participate in the program.

Program administrators may register
general users and additional program
administrators at any time after
completing the E-Verify tutorial and
passing the knowledge test. For more
information on adding new users, see
Section 7.1.

Visit the E-Verify enrollment website

How at https://e-verify.uscis.gov/enroll

Most enrolled employers register users to
Employers enroll to verify employment create cases in E-Verify. There is no limit
eligibility of employees. on the number of users an enrolled
employer can register.

Why

To participate in E-Verify, employers must enroll online via any Internet-capable
computer using a Web browser of Internet Explorer (6.0 and above), Firefox (3.0
and above), Chrome (7.0 and above) and Safari (4.0 and above).

Employers must read and accept the electronic ‘E-Verify Memorandum of
Understanding for Employers (MOU)’ which details the responsibilities of the SSA, the
DHS and the employer. The MOU is signed electronically by the employer during
enrollment. However, all E-Verify users must agree to and follow the guidelines and
user responsibilities outlined in the MOU and this manual. It is the employer’s
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responsibility to ensure that users are prepared and capable of using E-Verify
properly. Misuse of E-Verify may lead to legal liability for both employers and users.

To enroll in E-Verify, employers visit the enroliment website. This website guides
employers through the enrollment process. Additional information regarding
enrollment is found at www.dhs.gov/E-Verify.

Participating employers use E-Verify through an access method that is determined
during the enrollment process. An access method is a type of E-Verify account that
offers different features for specific types of organizations. The four access methods
include: employer, E-Verify employer agent, corporate administrator and Web

services.

The access methods are explained in the ‘Access Method Overview.’ For more
information, visit the Getting Started section at www.dhs.gov/E-Verify.

ACCESS METHOD

ACCESS METHOD OVERVIEW

EXPLANATION

Employer Access

Employer plans to use E-Verify to verify its employees.

Most E-Verify participants, regardless of their business size or structure,
are enrolled under the employer access method. This access method
allows an employer to create cases in E-Verify for its newly hired
employees and/or employees assigned to a covered federal contract.

E-Verify Employer
Agent Access

Employer agent plans to use E-Verify on behalf of its clients to
verify their clients’ employees.

The E-Verify employer agent access method allows an individual or
company to act on behalf of other employers to create cases in E-Verify
for other employers’ newly hired employees and/or employees assigned
to a covered federal contract.

Corporate
Administrator
Access

Employer has a central office that needs to manage E-Verify use
for all of its locations that access E-Verify.

Corporate administrator access is used only to manage multiple
employer accounts and does not allow corporate administrator users to
create and manage E-Verify cases.

Web Services
Access for
Employers

_Or_

Web Services
Access for
E-Verify Employer
Agents

Employer plans to develop its own software to access E-Verify.

The Web services access method requires an employer to develop
software that interfaces with E-Verify to verify the employment eligibility
of newly hired employees and/or employees assigned to a covered
federal contract. The employer’s software will extract data from its
existing system or an electronic Form [-9 and transmit the information to
E-Verify. If a company chooses this option, it is sent the Web services
Interface Control Document. The Interface Control Document contains
the information used to develop and test the software interface. Both
employers and E-Verify employer agents are eligible to use this access
method.

REMINDER

*  Follow E-Verify procedures for ALL new hires while enrolled in E-Verify.
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1.4 OVERVIEW OF USER ROLES

Enrolled employers can provide their users with access to E-Verify by assigning them
a user role. Permissions and functions in E-Verify granted to the user depend upon
the user role. There are two types of users: general users and program
administrators. Review the permissions of each user role in the ‘User Role Overview’
below.

General users and program administrators must successfully complete the online
E-Verify tutorial before they can create or manage cases. For more information on
the specific functions of each user role, see Section 6.1.

USER ROLE OVERVIEW

USER ROLE PERMISSIONS
Program An employer must have at least one program administrator. The program
Administrator administrator role includes functions of a general user.

Permissions include:

(at least one S
required) e Registering new users

e Creating user accounts for other program administrators and
general users

e Creating and managing cases

e Viewing reports

e Updating profile information for other program administrators and
general users

e Unlocking user accounts

e Closing company and user accounts

General User An employer can have as many general users as it desires but is not
) required to have general users. The general user is responsible for
(optional) following all E-Verify program rules and staying informed of changes to

E-Verify policies and procedures.
Permissions include:

e Creating and managing own cases
e Viewing reports
e Updating his/her own user profile
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1.5 USER RULES AND RESPONSIBILITIES

All E-Verify users are bound by the guidelines in the MOU and the rules and
responsibilities outlined in this manual.

It is the employer’s responsibility to ensure that all users understand program rules.
Review these rules and responsibilities periodically with your users to ensure proper
use of E-Verify and protection of employee workplace rights.

For information on E-Verify rules and responsibilities for federal contractors with the
FAR E-Verify clause, refer to the ‘E-Verify Supplemental Guide for Federal
Contractors.’

All E-Verify users must follow the guidelines specified in the ‘Rules and
Responsibilities Overview.’

‘ RULES AND RESPONSIBLITIES OVERVIEW

Employers who participate in E-Verify MUST:

v" Follow E-Verify procedures for each newly hired employee while enrolled and
participating in E-Verify.

AN

Notify each job applicant of E-Verify participation.

v" Clearly display the ‘Notice of E-Verify Participation’ and the ‘Right to Work’
posters in all languages supplied by DHS.

¥v" Complete Form 1-9 for each newly hired employee before creating a case in
E-Verify.

¥v" Obtain a Social Security number (SSN) from each newly hired employee on
Form I-9.

¥v" Ensure that Form I-9 ‘List B’ identity documents have a photo (Section 2.1).

¥v' Create a case for each newly hired employee no later than the third business
day after he or she starts work for pay.

v" Provide each employee with notice of and the opportunity to contest a
Tentative Nonconfirmation (TNC).

¥v' Ensure that all personally identifiable information is safeguarded.

Employers participating in E-Verify MUST NOT:

X Use E-Verify to pre-screen an applicant for employment.

X  Create an E-Verify case for an employee who was hired before the employer
signed the E-Verify MOU.

X Take adverse action against an employee based on a case result unless
E-Verify issues a Final Nonconfirmation.

X  Terminate an employee during the E-Verify verification process, because he or
she receives a TNC.
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‘ RULES AND RESPONSIBLITIES OVERVIEW

*X  Specify or request which Form -9 documentation a newly hired employee must
use.

X  Use E-Verify to discriminate against ANY job applicant or new hire on the basis
of his or her national origin, citizenship or immigration status.

X Selectively verify the employment eligibility of a newly hired employee.
¥ Share any user ID and/or password.

Upon enrollment, employers are required to clearly display the ‘Notice of E-Verify
Participation’” and ‘Right to Work’ posters in all languages provided by DHS; both are
displayed below. Display the notices in a prominent place that is clearly visible to
prospective employees and all employees that will have his or her employment
eligibility verified with E-Verify. After logging in to E-Verify, both notices are found
under ‘View Essential Resources,’ see Section 1.2. In addition, E-Verify recommends
providing a copy of these posters with job application materials, either online or in
hard copy.

E-VERIFY PARTICIPATION/ENROLLMENT NOTIFICATION

Notice of E-Verify Participation  : Right to Work Poster

.............................................................................................

IF YOU HAVE THE RIGHT TO WORK,
Don't let anyone take it away.

This Employer
Participates in E-Verify

¥ I,l,’,‘.l_.' 0. KeE

: ! Issued by Department of lustice, the Office of Special
Provided by DHS . Counsel for Immigration-Related Unfair Employment
. Practices

1.6 PRIVACY AND SECURITY STATEMENT

The use of E-Verify requires the collection of personally identifiable information.
Employers must protect the privacy of employees who submit information to be
processed through E-Verify. It is your responsibility to ensure that all personal
information collected is safeguarded and used only for the purposes outlined in the
MOU between E-Verify and the employer/user.

Failure to properly protect employee information can result in identity theft or fraud
and can cause considerable inconvenience, harm or embarrassment to the
employees or employer affected.

At a minimum, follow the steps in the ‘Privacy Guidelines Overview’ to protect
personal information and comply with the appropriate regulations.
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‘ PRIVACY GUIDELINES OVERVIEW

P Allow ONLY authorized users to use E-Verify.
Ensure that only appropriate users handle information and create cases.

P SECURE access to E-Verify.
Protect passwords used to access E-Verify and ensure that unauthorized
persons do not gain access to E-Verify.

» PROTECT and STORE individuals’ information properly.
Ensure that employee information is stored in a safe and secure location and
that only authorized users have access to this information.

P Discuss E-Verify results in PRIVATE.
Ensure that all case results including Tentative Nonconfirmation (TNC) and Final
Nonconfirmation results are discussed in private with the employee.

REMINDER

%  Ensure that all personally identifiable information is safeguarded.
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2.0 INITIAL VERIFICATION

The E-Verify verification process begins with a completed Form 1-9. E-Verify makes
employment eligibility determinations by comparing the employee’s Form 1-9
information entered in E-Verify by the employer, with the information in records
available to SSA and/or DHS.

When E-Verify checks the employee’s information with records available to SSA
and/or DHS, a case result is provided. Case results can be initial, interim or final.
Proper use of E-Verify requires users to close all cases when they receive final case
results.

This section outlines the steps required to create a case in E-Verify and the initial
case results provided by E-Verify.

2.1 FORM I1-9 AND E-VERIFY

All employers are required to ensure timely and proper completion of Form 1-9 when
the employee starts work for pay and to keep records of the forms on file. The Form
-9 requirements do not change for employers who are enrolled in E-Verify. With the
goal of ensuring a legal workforce, employers enrolled in E-Verify have chosen to
take the additional step of confirming that their employees’ Form 1-9 information
matches government records.

To view or download Form 1-9, go to the following website:

http://www.uscis.gov/I-9

For more information on Form I-9 procedures, refer to the ‘View Essential Resources’
link on the left navigation menu; you will find the ‘Handbook for Employers: Guidance
for Completing Form 1-9 (M-274).’

@ To view or download the ‘Handbook for Employers: Guidance for Completing Form 1-9
(M-274),” go to the following website:

http://www.uscis.gov/files/form/m-274.pdf

For additional assistance on Form |-9, contact E-Verify Customer Support Monday
through Friday 8 a.m. — 5 p.m. at 888-464-4218.

Newly hired employees must complete Section 1 of Form I-9 in its entirety on the
first day of work for pay. They may complete Section 1 before this date, but only
after the employee accepts an offer of employment. Under general Form 1-9 practice,
an employee can voluntarily provide his or her Social Security number (SSN) on
Form I1-9. However, because SSNs are required for employers to create E-Verify
cases, all newly hired employees, including seasonal, temporary and rehires, of E-
Verify employers MUST provide their SSN.

If a newly hired employee has applied for, but has not yet received an SSN (i.e., the
employee is a newly arrived immigrant), attach an explanation to the employee’s
Form 1-9 and set it aside. Allow the employee to continue to work and create a case
in E-Verify using the employee’s SSN as soon as it is available. If the case was not
created by the third business day after the employee started work for pay, indicate
the reason for this delay in E-Verify. You may choose a reason from the drop-down
list or state a specific reason in the field provided.

Employers must complete Section 2 of Form 1-9 in its entirety within three days of
the employee’s date of hire (the hire date means the first day of work for pay). To

Page 13 of 121 | M-775, E-Verify User Manual for Employers | December 2013 ~ www.dhs.gov/E-Verify


http://www.uscis.gov/I-9
http://www.uscis.gov/files/form/m-274.pdf

complete Section 2, examine documents presented by the employee that establish
his or her identity and employment authorization. Do not specify which documents
from the “List of Acceptable Documents” on Form I-9 an employee may choose to
present. Employers may reject a document if it does not reasonably appear to be
genuine or to relate to the person presenting it.

Some documentation establishes both identity and employment eligibility (List A).
Other documentation establishes identity only (List B) or employment eligibility only
(List C). Employers may accept one document from List A, or a combination of one
document from List B and one document from List C.

Any ‘List B’ document presented to employers participating in E-Verify MUST contain
a photo. However, if an employee objects to photo document requirements for
religious reasons, call E-Verify at 888-464-4218. If the employee presents a U.S.
Passport, Passport Card, a Permanent Resident Card (Form 1-551) or an Employment
Authorization Document (Form I-766) you must obtain a copy of it and retain it with
Form I-9. For more information on Form 1-9 retention guidelines, refer to the
‘Handbook for Employers: Guidance for Completing Form 1-9 (M-274).’

RECEIPTS

If the employee presents an acceptable receipt for Form 1-9 showing that he or she
applied to replace a document that was lost, stolen or damaged, the employer must
wait to create a case in E-Verify. When the employee provides the actual document
for which the receipt was presented, the employer must update the employee’s Form
1-9 and then create a case in E-Verify for the employee.

Employers must create a case in E-Verify by the third business day after the
employee starts work for pay if the employee presents the following receipts:

e The arrival portion of Form 1-94/1-94A with a temporary 1-551 stamp and a
photograph of the individual.

e The departure portion of Form 1-94/1-94A with a refugee admission stamp.

For more information on acceptable receipts, see the ‘Handbook for Employers:
Guidance for Completing Form 1-9 (M-274)’ or visit www.uscis.gov/i-9central.

REHIRES

While you must use E-Verify for all employees you rehire, E-Verify should never be
used to reverify the employment authorization of an existing employee. E-Verify has
special rules if you rehire an employee who previously provided a U.S. Passport, U.S.
Passport Card, Permanent Resident Card, Alien Registration Receipt Card (Form I-
551), Driver’s License or State ID card for Form 1-9 and the document is now
expired. In these situations, there are two options:

. If you never created a case in E-Verify for the employee, you must have the
employee complete a new Form 1-9 and create a case in E-Verify.

. If you previously created a case in E-Verify for the rehired employee and
received an employment authorized result, complete Section 3 of the
employee’s previous Form 1-9 and do not create a new case for the employee
in E-Verify. Alternatively, you may choose to complete a new Form 1-9 and
create a case for the employee in E-Verify. If you previously created an E-
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Verify case, but did not receive an employment authorized result, you must
have the employee complete a new Form I-9 and create a case in E-Verify.

REMINDER

%  All newly hired employees must provide a SSN

* Do NOT specify or request which document a newly hired employee must use for Form 1-9
% A ‘List B’ document MUST contain a photo (see exception above)
*

If the employee presents a U.S. Passport, Passport Card, a Permanent Resident Card
(Form 1-551) or an Employment Authorization Document (Form 1-766) you must obtain a
copy of it and retain it with Form 1-9

2.2 CREATE A CASE

The next step is to create a case in E-Verify using the information that the employee
completed on his or her Form 1-9. E-Verify cases must be created no later than the
third business day after the employee starts work for pay. Employers who learn that
they inadvertently failed to create a case by the third business day after the
employee starts work for pay should bring themselves into compliance immediately
by creating a case for the employee.

Do not create a case for an employee hired before the effective date of your MOU.

E-Verify clause, refer to the ‘E-Verify Supplemental Guide for Federal Contractors.’

@ For more information on E-Verify procedures for federal contractors with the FAR

In some cases E-Verify prompts you to check the information provided or recreate
the case before it can provide a case result. This section reviews each of these
scenarios in detail.

HIRE DATE

The hire date is the first day of employment in exchange for wages or other
remuneration, previously referred to as the date on which the employee began
employment. For the hire date in E-Verify, enter the ‘employee’s first day of
employment’ date from the ‘Certification’ in Section 2 of the employee’s Form 1-9,
circled below.

Certification

| attest, under penalty of perjury, that (1) | have examined the document(s) presented by the above-named employee, (2) the
above-listed document(s) appear to be genuine and to relate 1o the employes named, and (3) to the best of my knowledge the

employee 15 authorized 1o wark in the United States,
The employee's first day of employment {mnﬁdd-‘}-m@.s“ instructions for exempiions.)

Skgnature of Emplover or Authorized Represantatiee lzi:E () ‘ Title of Employesr or Authonded Representalive
Last Mame [Famidy MNavre) First Mame | Ghan Name) Empioyer's Business of Crganization Mame
Emiploysr's. Business or Organization Address [Stresd Number snd Nams) ‘ City or Tolam Siate EI'F Code

If you rehired an employee within three years of the date that his or her previous
Form 1-9 was completed and have completed Section 3 of Form 1-9, enter the 'Date
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of Rehire' from Section 3 of the employee's Form 1-9 as the hire date in E-Verify. If
the Form 1-9 is completed after an offer and acceptance of employment, but before
the actual start of work for pay, it may happen that the employee’s hire date
recorded on Form 1-9 will change after you have created the case in E-Verify. If this
happens, no additional action is required in E-Verify as you cannot change the hire
date once you've created the case. You must, however, make a correction to the
Section 2 ‘Certification’ date on the employee’s Form 1-9 if the employee’s hire date
changes. Consult the ‘Handbook for Employers: Guidance for Completing Form 1-9
(M-274)’ for more information.

Employees hired on or before November 6, 1986 are not subject to Form 1-9.
Therefore, employers may not create E-Verify cases for these employees based on
this employment. Individuals hired for employment in the Commonwealth of the
Northern Mariana Islands (CNMI) on or before November 27, 2009 are also not
subject to Form 1-9 and their employers may not create cases in E-Verify for them
based on this employment.

To create a case, you will take the information from the employee’s completed Form
I-9 and enter it into E-Verify. To enter this information into E-Verify, you must first
log in with your assigned user ID and password and then follow the steps outlined in
‘How to Create a Case — Process Overview.’

HOW TO CREATE A CASE — PROCESS OVERVIEW

From the E-Verify Welcome page
find ‘My Cases’ and click: E_Ve
1 » New Case Employment Eligibi
Home
New Case — Mew Case
View Cases

From Section 1 of the employee’s
Form 1-9, choose the correct option.

e A citizen of the United States plerty Empioyes
¢ Anoncitizen national of the
United States : :
. What citizenship status did the employee choose in Section 1 of Form 1-9? @
o A lawful permanent resident Select one, then click Continue.
2 e An alien authorized to work

Click ‘Continue’

Indicate the documents provided to
you for Section 2 of the employee’s [es—
Form 1-9. Make the appropriate
selection and click ‘Continue.’
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If you select ‘List B and C
documents,’ E-Verify prompts you
to select the documents presented

Verify Employee

Enter Form |-9 Information Verification Results.

Close Case

What List B and C documents did the employee present for Section 2 of Form |-9? (7]

Select one from each column, then click Continue.

by the employee from Section 2 of
Form 1-9 for both List B and List C.

Click ‘Continue’

IMPORTANT: If you select driver’'s
3 license or ID card, E-Verify will
prompt you to select the document
name and state. Make the
appropriate selection and click
‘Continue.’

List C Documents

List B Documents

A red asterisk (*) indicates a
required field. Using information
from Sections 1 and 2 of Form I-9,

enter all required information into YortyEmpioves
each field. m N ——
When the em ployee prOVIdeS an f‘:;:f the employes's Form 12 information, then click Continue. = - mgeires Click anygrm
email address on Form 1-9, you o Lasttime @ R | ket
must enter it into E-Verify. E-Verify
may send the employee email + Dst o Bt g [EES S—

Month =] | Day =| |Year =

notifications with information about
4 his or her E-Verify case.

IMPORTANT: If you select ‘An
alien authorized to work’ you may
also be required to indicate that you
are entering either the Alien number
or 1-94 number from the employee’s
Form 1-9.

Daeument Name
Driver's licanse

Document State
Mississippi

« Document Humber @ « Document Expiration Date

« Hire Date @
Month 3] | Day 2] |Year 2]

Employer Case 10 @

Click ‘Continue’

Employer Case ID is an optional field
for users who wish to assign an
internal tracking code to a case.

If an E-Verify case is not created by
the third business day after the
employee begins work for pay, the
user must indicate the reason for
the delay. Select from one of the
following reasons:

5 —

e Awaiting Social Security number =
e Technical Problems Omer hesson @

e Audit Revealed that New Hire Was
Not Run

e Other

Verify Employee

Enter Form I-9 Information Verification Results

Select or enter the reason why this case has not been submitted within 3 business days of hire, then
click Continue. @

Close Case

If you select “Other,” enter a
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specific reason in the field provided.

Click ‘Continue’

@' Each screen provides additional information simply by clicking any help text symbol. @'

REMINDER

* Complete Form I-9 before creating a case in E-Verify.
*  Enter the employee’s email address if provided on Form 1-9.

*  Create cases for all newly hired employees no later than the third business day after the
employee starts work for pay.
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CHECK INFORMATION

If the information entered does not immediately match SSA and/or DHS records, the
‘Check Information’ screen appears so that you can confirm that the information was
entered correctly. The user may either confirm that the information matches Form |-
9 or change the information in certain fields if the information was entered
incorrectly. Follow the steps in the ‘Check Information — Process Overview.’

‘ CHECK INFORMATION - PROCESS OVERVIEW

» E-Verify prompts you to review and confirm that the information entered into E-Verify is
correct.

Enter Form 1-9 Information Verification Results Close Case

@, Check Information (=]

The information below MUST match the employee's Form I-9. Check that the following information is correct

s Last Name o First Name o Middle Initial
* Other Names Used < Date of Bith « Social Security Number
If this information is

P Correct, click Continue

» NOT correct, update the appropriate field(s) and click Continue @

ered is not correct and cannot dated, click Close Case.

If you created this case in error or no longer need to continue this verification, click Close Case. @
* Last Name @ * First Name Middle Initial

Other Names Used @ # Date of Birth * Social Security Number

= '] ]“ = =

Citizenship Status

A citizen of the United States

Document Hame Document State
Driver's license Minnesota

Document Expiration Date
This document has no
expiration date

Hire Date Employer Case ID
August 14, 2013

Submitted By Submitted On
August 14, 2013

P Confirm that the information matches Form I-9 or make changes, if needed, and click
‘Continue.’

» Some fields cannot be updated. If the information entered is not correct and the
information cannot be updated, you must close the case by clicking ‘Close Case.’” Select
the case closure statement: ‘The case is invalid because data entered is incorrect.’

NOTE: If you do not click ‘Continue’ or ‘Close Case,’ the case will receive a status of ‘Case
Incomplete.’ To search for a case, see Section 4.3 ‘Case Alerts.’

ERROR: UNEXPIRED DOCUMENT REQUIRED

Any document presented by an employee for Form 1-9 must be unexpired on its face
(see exception below). If the document entered into E-Verify was expired when the
employee was hired, E-Verify will reject the document information and not create a
case. The employee will need to present acceptable unexpired document(s) and you
will need to update Form 1-9 before you can create a case in E-Verify.

Just because the employee presented an expired document does not mean that the
employee is not authorized to work. E-Verify will confirm the employment eligibility
of this employee once you obtain an unexpired document and create the case.
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EXCEPTIONS: In limited situations, you may accept for Form 1-9 a document that
appears expired on its face. When a Temporary Protected Status (TPS) designation
for a particular country is extended, DHS sometimes automatically extends the
expiration date of Employment Authorization Documents (EAD, Form I-766) issued
to affected TPS beneficiaries via notice published in the Federal Register. In this
situation, the published notice will state the date to which the EAD has been
extended. When such a document is presented for Form 1-9, the expiration date is
the extended date that appears in the Federal Register Notice. DHS also sometimes
extends two-year Permanent Resident Cards (Form 1-551) via Notice of Action Form
(Form 1-797). The Permanent Resident Card with Form 1-797 noting the extension
can be presented as a List C document for Form 1-9. In all other instances, the
document presented with Form 1-9 must be unexpired at the time the employee is
hired.

‘ ERROR: UNEXPIRED DOCUMENT REQUIRED — PROCESS OVERVIEW

» E-Verify prompts an ‘Error: Unexpired Document Required’ case result.

pe > 5
Enter Form I-8 Information § Verification Resuits Close Case -

e Error: Unexpired Document Required @

The information you entered indicates that the employee’'s U.S. Passport or Passport Card was
expired when the employee was hired

You must obtain an unexpired document for Form 1-9 and re-enter the case in E-Verity
To return to the E-Verify home page, click E-Verify Home

To begin a new case, click New Case

Last Name First Name Middle Initial Other Names Used

Date of Birth Social Security Number Email Address
*x = 0007

Citizenship Status
A citizen of the United States

Document Type Document Number Document Expiration Date
U.S. Passport or Passport Card = 123456789 January 01, 2013

Hire Date Employer Case ID
August 14, 2013

Submitted By Submitted On
August 14, 2013

| E-Verify Home ‘{ New Case [

» Obtain an unexpired document from the employee for Form 1-9.
» Click ‘New Case’ and enter the employee’s unexpired Form 1-9 document information.

IMPORTANT: An expired document presented for Form 1-9 does NOT mean that the
employee is not authorized to work in the United States. Obtain an unexpired document and
then re-enter the case in E-Verify. E-Verify will then return a case result for this employee.

E-VERIFY PHOTO MATCHING

Photo matching occurs while a case is being created in E-Verify. It prompts users to
compare an employee’s List A photo document presented for Form 1-9 with a photo
displayed on the E-Verify screen. This helps ensure that the document provided
matches records available to DHS.

The photo matching step happens automatically when you create a case for an
employee who has presented a U.S. Passport, Passport Card, Permanent Resident
Card (Form 1-551) or an Employment Authorization Document (Form 1-766) for Form
1-9 completion. When the employee presents one of these documents, employers
must copy the document and retain it with Form 1-9. If the employee’s Form 1-9
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information matches records available to DHS, E-Verify displays the employee’s
photo from the document presented.

Matching photos is easy—simply compare the photo displayed by E-Verify to the
photo on the employee’s actual document or a copy of the employee’s document and
determine if the photos are reasonably identical. The photos should be identical with
only minor variations in shading and detail between the two photos based upon the
age and wear of the employee’s document and the quality of your computer monitor.

A watermark has been added to the photo displayed in E-Verify to prevent
unauthorized use. The photo on the document presented by the employee will not
have a watermark. Absence of a watermark on the document photo does not mean
that it is not authentic.

Do not compare the photo displayed by E-Verify to the actual employee. Direct
comparison between the document and the individual should have occurred during
Form 1-9 completion, prior to using E-Verify. The ‘Photo Matching - Process
Overview’ provides a summary.

‘ PHOTO MATCHING — PROCESS OVERVIEW

» E-Verify prompts you to compare a photo displayed in E-Verify with the employee’s Form
I-9 photo document. You must obtain a copy of the employee’s document and retain it with
Form I-9.

» Account for minor variations in shading and detail between the two photos and select Yes
or No.

Enter Form |-9 Information Verification Results Close Case

Photo Matching

Does the photo below match the photo on the Unexpired U.S. Passport or U.S. Passport Card provided by the

or no and click Continue

on this Document appears below. select yes and click Continue

» Yes — the photo on the employee's actual document or a copy matches the photo
displayed by E-Verify. Clothing, hair style, facing direction and appearance on the card
should be identical to the photo displayed by E-Verify.

» No - the photo on the employee’s actual document or a copy does not match the photo
displayed in E-Verify.

NOTE: If ‘No Photo on this Document’ appears, select Yes.
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Enter Form I-9 Information Verification Results Close Case

Photo Matching

Does the photo below match the photo on the Unexpired U S Passport or U S Passport Card provided by the
employee?

Select yes or no and click Continue Q

NOTE: If ‘No Photo on this Document’ appears below, select yes and click Continue. @

he Photaén

this Pecument

% Click to Enlarge

OYes

OMNo %

» Click ‘Continue.’

NOTE: If you do not make a selection and click ‘Continue,’ the case will receive a status of
‘Photo Matching Required.’ To search for a case, see Section 4.3 ‘Case Alerts.’

IMPORTANT: Compare the photo displayed in E-Verify with the employee’s Form I-9 photo
document, not to the actual employee.

After a selection is made, one of the following case results will appear:

EMPLOYMENT AUTHORIZED, Section 2.4
¢ DHS TENTATIVE NONCONFIRMATION (TNC), Section 3.3

Each case result requires different actions or steps to continue or close the case.
These actions are outlined in each case result section throughout this manual.

REMINDER

* Employees always have a choice of which acceptable documents to present for Form
1-9; you may NOT require workers to present documents that activate photo matching

* Keep copies of all U.S. Passports, Passport Cards, Permanent Resident Cards (Form I-
551) and Employment Authorization Documents (Form I-766) presented by employees
and retain them with Form 1-9

*  The photo will display automatically in E-Verify during the verification process

%  Only compare the employee’s Form [-9 photo document to the photo displayed in
E-Verify

2.3 INITIAL CASE RESULTS

E-Verify checks information entered by the employer against records available to
SSA and/or DHS. Once a case is created, a result is displayed. Initial case results are
displayed in the ‘Initial Case Results — Overview.’ If you make a mistake after
creating a case, you must close the case (see Section 4.2).
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‘ INITIAL CASE RESULTS — OVERVIEW

The employee’s information matched records

Employment Authorized available to SSA and/or DHS. It’s that easy!

Information does not initially match records

SSA or DHS Tentative available to SSA and/or DHS. Additional action is

. : required.
Nonconfirmation (TNC
(TNC) For more information, see Section 3.0 ‘Interim Case
Results.’
DHS Verification In Process This case is referred to DHS for further verification.

2.4 EMPLOYMENT AUTHORIZED

An initial case result of ‘Employment Authorized’ is the most common and simple
case result in E-Verify. ‘Employment Authorized’ means that the information entered
into E-Verify matched records available to SSA and/or DHS and that E-Verify
confirmed the employment eligibility of the employee whose information was
entered. It's that easy! However, a case that is ‘Employment Authorized’ is still
considered incomplete until it is closed.

Follow the steps outlined in the ‘Employment Authorized - Process Overview.’

EMPLOYMENT AUTHORIZED — PROCESS OVERVIEW

» Receive case result ‘Employment Authorized.’

&

Enter Form [-9 Information Verification Results Close Case

=
&K
Employment Eligibility:

P Y

& Employment Authorized

is authorized to work in the United States. To complete the verification
process, click Close Case

Last Name First Name Middle Initial Other Names Used
Date of Birth Social Security Number Email Address
Citizenship Status

A citizen of the United States

Document Type Document Name Document State
Driver's license or ID card Driver's license Minnesota
issued by a U.S. state or

outlying possession

Document Expiration Date
December 04, 2016

Hire Date Employer Case ID

August 14, 2013

Submitted By Submitted On
August 14, 2013

» Check the information in E-Verify against the employee’s Form 1-9.
» Close Case.

A case result of ‘Employment Authorized’ requires the important step of closing the
case. You must close each case; this does not happen automatically. Closing the
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case removes it from the active cases or the ‘Open Cases to be Closed’ list. To close
each case, follow the steps outlined in Section 4.2 ‘Close Case.’

EMPLOYMENT AUTHORIZED SUMMARY

EMPLOYER ACTION

Enter Form 1-9 information into E-Verify

Receive ‘Employment Authorized’ case result

Ensure that the information displayed in E-Verify matches the employee’s Form 1-9
Close case

EMPLOYEE ACTION
e NONE

REQUEST NAME REVIEW

In some cases E-Verify issues a case result of ‘Employment Authorized,” but the
name returned in E-Verify does not match exactly the name on Form I-9. This
happens when the information matches, but there are name variations in DHS
records. In this case, request a review of the employee’s name so E-Verify can issue
a final case result. To request a name review follow the steps outlined in the
‘Request Name Review - Process Overview.’

IMPORTANT: Do not use this functionality in a discriminatory manner (e.g., based
on an individual’s race, national origin or ethnicity).

REQUEST NAME REVIEW — PROCESS OVERVIEW

» Compare the name displayed in the yellow box with the name you entered which is shown
in the white box.

» If the names match, click ‘Close Case.’

» If the names do not match, request DHS review of the case by clicking ‘Request Name
Review.’
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> Enter Form I-9 Information E > Verification Results K Close Case

4 V' A &

Employment Eligibility:
@ Employment Authorized

qus authorized to work in the United States. To complete the verification process
clhic ose Case. @

If the name displayed above is different from the name you entered that is displayed below, click
Request Name Review to request DHS review the case

Middie Initial Other Names Used

Date of Birth Social Security Number Email Address
March 17,1956 | ™= 0007 -

Citizenship Status Alien Number

A lawful permanent resident 999999901

Document Type Document Expiration Date

Arrival/Departure Record (Form
1-94) with temporary I-551 stamp
or refugee admission stamp
(receipt)

Hire Date Employer Case ID
August 14, 2013 -

Submitted By Submitted On
August 14, 2013

Request Name Review

» Enter the specific reason for the name review request into the ‘Comments’ field.

Enter Form I-9 Infomaﬂo% Close Case
4

Request Name Review

Comments

» Click ‘Continue.’

A case sent to DHS for name review will be updated with one of the following results:

EMPLOYMENT AUTHORIZED, Section 2.4
¢ DHS TENTATIVE NONCONFIRMATION (TNC), Section 3.3

Each case result requires different actions or steps to continue or close the case.
These actions are outlined in the case result sections throughout this manual.

REQUEST NAME REVIEW SUMMARY

EMPLOYER ACTION

Determine if a name review is required (if not, close case)
Click ‘Continue’

Input reason for name review request in 'Comments’ field
Click ‘Continue’

Follow steps outlined in ‘DHS Verification in Process’
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EMPLOYEE ACTION
e NONE

TENTATIVE NONCONFIRMATION (TNC)

A TNC case result means that the information entered into E-Verify from Form 1-9
differs from records available to SSA and/or DHS. E-Verify identifies the agency
associated with the mismatch when the TNC result is provided.

An SSA TNC means that the information entered into E-Verify does not match SSA
records. The section below outlines the specific steps required when this case result
occurs. Included are descriptions of additional interim case results from SSA and
actions the employee will need to take to resolve the TNC.

A DHS TNC means that the information entered into E-Verify does not match records
available to DHS. The section below outlines the specific steps required when this
case result occurs. Included are descriptions of additional interim case results from
DHS and actions the employee will need to take to resolve the TNC.

Section 3.0 ‘Interim Case Results’ provides details and actions required of the
employer when you receive a TNC.

2.5 DHS VERIFICATION IN PROCESS

A case result of ‘DHS Verification in Process’ means that the information did not
match records available to DHS. The case is automatically referred to DHS for further
verification. No action is required by you at this time. DHS will respond to most of
these cases within 24 hours, although some responses may take up to 3 Federal
Government working days. Check E-Verify daily for a response. Follow the steps
outlined in the ‘DHS Verification in Process — Process Overview.’

IMPORTANT: Federal law prohibits employers from taking any adverse action
against an employee because his or her case receives a ‘DHS Verification in Process’
case result.

‘ DHS VERIFICATION IN PROCESS - PROCESS OVERVIEW

» E-Verify displays ‘DHS Verification in Process’ case result.

Enter Form I-8 |I"I'f0ﬂ'|‘lati01"lj Verification Results Close Case

Employment Eligibility:

‘ E; View/Print Case Details

! DHS Verification in Proc

m

SS

E-Verify needs additional time to verify the employment eligibility of this employee. This case has
been referred to DHS for further verification. No action is necessary at this point

Check back periodically for a case status update. The employee should continue to work until E-
Verify provides a final response

» Check E-Verify for changes to case results.
» DHS may take 3 Federal Government working days to respond.
» Follow the next step based on the case result provided.

After the 3 Federal Government working days a ‘DHS Verification in Process’ case
result will provide one the following case results:
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¢ EMPLOYMENT AUTHORIZED, Section 2.4
¢ DHS TENTATIVE NONCONFIRMATION (TNC), Section 3.3
¢ DHS CASE IN CONTINUANCE, Section 3.4

Each case result requires different actions or steps to continue or close the case.
These actions are outlined in the case result sections throughout this manual.

DHS VERIFICATION IN PROCESS SUMMARY

EMPLOYER ACTION

e Check E-Verify for case result updates
e Follow next steps based on case result provided

EMPLOYEE ACTION
e NONE
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3.0 INTERIM CASE RESULTS

An interim case result requires additional action before E-Verify will provide a final
case result and you can complete the verification process. Interim case results are
displayed in the ‘Interim Case Results — Overview.’

INTERIM CASE RESULTS - OVERVIEW

SSA or DHS Tentative Nonconfirmation (TNC) | Information did not match records
available to SSA and/or DHS. Additional
action is required.

Review and Update Employee Data Review, update and resubmit the
employee’s Form 1-9 information.

DHS Verification In Process This case is referred to DHS for further
verification. See Section 2.5 for more
information.

SSA or DHS Case in Continuance The employee has visited an SSA field

office or contacted DHS, but more time is
needed to determine a final case result.

IMPORTANT: Federal law prohibits employers from terminating employment of an
employee because of an interim case result until the TNC becomes a Final
Nonconfirmation.

3.1 SSA TENTATIVE NONCONFIRMATION (TNC)

An ‘SSA Tentative Nonconfirmation (TNC)’ results when the information submitted in
E-Verify does not initially match SSA records. An SSA TNC does not necessarily mean
that the employee is not authorized to work in the United States; however additional
action is required.

An SSA TNC case result may occur because the employee’s:

Citizenship or immigration status was not updated with SSA

Name change was not reported to SSA

Name, Social Security number or date of birth is incorrect in SSA records
SSA record contains another type of mismatch

Information was not entered correctly by the employer

The employee must be notified of this result as soon as possible by following the
steps in the ‘Notify Employee of SSA TNC — Process Overview.’

NOTIFY EMPLOYEE OF SSA TNC

You must promptly notify the employee of the ‘SSA Tentative Nonconfirmation
(TNC)’ case result. All case results should be discussed with the employee in a
private setting.

When notified of the SSA TNC, the employee chooses to contest or not contest the
case result. In either case, the employee acknowledges his or her decision on the
SSA TNC Further Action Notice. When an employee chooses to contest an SSA TNC,
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the employee is required to visit an SSA field office within 8 Federal Government
working days to resolve the TNC.

IMPORTANT: An employer may not terminate, suspend, delay training, withhold or
lower pay, or take any other adverse action against an employee because the
employee received a TNC until the TNC becomes a Final Nonconfirmation.

If the employee chooses not to contest the SSA TNC, the employer may terminate
employment with no civil or criminal liability as noted in Article A, Section 11,
paragraph 8 — Responsibilities of the Employer in the MOU.

If the employee chooses not to contest the SSA TNC, the case automatically
becomes a Final Nonconfirmation. The employer may close the case in E-Verify and
the employer can terminate employment without penalty. For more information, see
Section 4.2 ‘Close Case.’

To notify an employee of the SSA TNC case result, follow the steps outlined in the
‘Notify Employee of SSA TNC - Process Overview.’
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‘ NOTIFY EMPLOYEE OF SSA TNC — PROCESS OVERVIEW

P Receive SSA TNC case result.

> Enter Form I-8 Information’ ; J Verification Results Close Case
P _ il

Employment Eligibility:
I/ SSA Tentative Nonconfirmation (TNC) @

The citizenship status selacted Tntﬁ’l 5 employes did not match SSA records

This does NOT necessarily mean that the employee Is not authorized to work in the United States; however,
additional action is required

must allow the employee 1o contest a TNC and may not L
T the THC w employee i5 contesting the THNC an

£ action 3
caseisp

L the employee

F To begin the THNC pracess click, Centinue
if you created this case In error or no longer need to continue this verification, click Close Case @

To return to this case at a later lime, click Save Case and Exit. @

| Close Case | | Save Case and Exit ]

» Click ‘Continue.’

Employment Eligibility:

I’ SSA Tentative Nonconfirmation (TNC) @

TNC Process

Review the &

o Print tr

SSA TMC Further Action Notice @ choose which language to print

English -] | = Print Notice

Further Action Notice with the emplayee. Follow the steps listed below

NC Further Action Notice

e Indicate that the employee has been notified by sefecting the check box below

Confirm Empleyee Notification

| have notified this employes of the TNC

o If the employee

¥ ChosetoC

SNTEST the SSA TNC, click Refer Case

» Chose to NOT CONTEST the SSA THC, click Clese Case. @

t you created this case in emor or no longer need to continue this verification, click Close Case @

To refurn to this case at a later time, click Save Case and Exit e

[ Close cmﬂ [ Save Case and Exit |

» Select either English or Spanish and print the SSA TNC Further Action Notice.

» Confirm that all information listed on the top of the SSA TNC Further Action Notice is correct.
If information is incorrect, close the case and create a new case for the employee. When you
close the original case, select the case closure statement, ‘The case is invalid because the
data entered is incorrect.’

» Review the SSA TNC Further Action Notice with the employee in private and follow the
instructions found on Page 1 of the SSA TNC Further Action Notice.

If the employee cannot read, you must read the SSA TNC Further Action Naotice to the
employee. If the employee does not speak English as his or her primary language and has a
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limited ability to read or understand the English language, provide the employee with a
translated version of the Further Action Notice in the appropriate language, which is available
in ‘View Essential Resources.’

IMPORTANT: You may provide the SSA TNC Further Action Notice to the employee in
person, by fax, email, overnight or next-day delivery service, as long as you take proper
precautions to ensure the employee’s information is protected.

» Indicate that the employee has been notified by selecting the box ‘Confirm Employee
Notification.’

You must confirm whether the employee decided to contest or not contest the SSA
TNC by following the steps in the ‘Confirm Employee Decision — Process Overview.’

NOTIFY EMPLOYEE OF SSA TNC SUMMARY

EMPLOYER ACTION

e Privately notify employee of the SSA TNC
e Print, review, sign and date SSA TNC Further Action Notice

EMPLOYEE ACTION
e Confirm that the information on the SSA TNC Further Action Notice is correct

CONFIRM EMPLOYEE DECISION

After being notified of the ‘SSA Tentative Nonconfirmation (TNC),’ the employee
chooses to contest or not contest the case result and acknowledges his or her
decision on the SSA TNC Further Action Notice. An employee who chooses to contest
an SSA TNC is referred to the SSA. Follow the steps outlined in the ‘Confirm
Employee Decision — Process Overview.’

‘ CONFIRM EMPLOYEE DECISION — PROCESS OVERVIEW

» Instruct the employee to indicate on the SSA TNC Further Action Notice whether he or she
will contest the SSA TNC by signing and dating Page 2.

P Sign and date Page 1 of the SSA TNC Further Action Notice as the employer.

» Provide the employee a copy of the signed SSA TNC Further Action Notice in English (and a
translated version, if appropriate).

P Attach the original signed SSA TNC Further Action Notice to the employee’s Form 1-9.

P Take next action in E-Verify based on employee decision to contest or not contest SSA TNC.

CONFIRM EMPLOYEE DECISION SUMMARY

EMPLOYER ACTION

e Instruct employee to indicate his or her decision to contest or not contest, sign and date
SSA TNC Further Action Notice, then sign and date as the employer

e Provide to employee a copy of signed SSA TNC Further Action Notice in English (and a
translated version, if appropriate)

o Keep original signed SSA TNC Further Action Notice on file with Form 1-9

e Take next action based on employee decision to contest or not contest SSA TNC

EMPLOYEE ACTION

e Decide to contest or not contest and indicate choice on SSA TNC Further Action Notice
e Acknowledge SSA TNC case result by signing and dating SSA TNC Further Action
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Notice
e Take next action based on decision to contest or not to contest

REFER EMPLOYEE TO SSA

An employee who chooses to contest the SSA TNC must visit an SSA field office
within 8 Federal Government working days to begin resolving the TNC. Provide the
Referral Date Confirmation from E-Verify to the employee. The Referral Date
Confirmation provides the date by which the employee must visit SSA. The employee
must bring the SSA TNC Further Action Notice when he or she visits an SSA field
office. Federal Government working days are Monday through Friday except for
federal holidays.

You may not terminate, suspend, delay training, withhold pay, lower pay or take any
other adverse action against an employee because of the employee’s decision to
contest an SSA TNC until the TNC becomes a Final Nonconfirmation.

Follow the steps outlined in the ‘Refer Employee to SSA — Process Overview’ to
complete the TNC process.

REFER EMPLOYEE TO SSA — PROCESS OVERVIEW

» If the employee chooses to contest the SSA TNC, click ‘Refer Case.’

NOTE: The employee’s obligation to visit an SSA field office within 8 Federal Government
working days begins when you click ‘Refer Case.’

» If the employee chooses not to contest, click ‘Close Case’ and follow steps in Section 4.2
‘Close Case.’

Employment Eligibility:

I/ SSA Tentative Nonconfirmation (TNC) @

THC Process

ReEVIEW C Furiher Acion NoticE with he emplovas. Foilow I
o Print the SSA TNC Further A

SSA TMC Further Action Notice @ Choose which language ta grint

Confirm Employee Notification

| hiave notified his employee of the TNC

IC, click Refer Case

iC. click Close Gase. @

veed to continue this verification, cick Close Case @

e, click Save Case and Exit. @

| Close Case | Save Case and Exit |

P Select the Referral Date Confirmation in either English or Spanish and click ‘Print
Confirmation.’
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h Enter Form I-8 Informalionf Verification Results Close Case

ol

Referral Date Confirmation Choose which langusge to print

I’ Employee Referred to SSA

English b Eprim Confirmation

This employee has been referred to SSA on July 31, 2013. Select a language and print the Referral Dati
Confirmation. Provide this to the employee who has contested this SSA TNC. Inform the employee that he
she has until August 12, 2013 to contact SSA.

Check for Case Status Updates

To reprint the SSA TNC Further Action Notice, click Reprint Notice

e's case status by August 15, 2013. E-Venify will alert you of an update through the case
e page. Be sure to log in to E-Verify penodically — you'll need to close the case

SSA TNC Further Action Notice Choose which language to print

English - | a Reprint Notice

To retum to the E-Verify age, click E-Verify Home

you created thi: r no longer need to continue this verification, click Close Case. (2]

To begin a new case, click New Case

| E-Verify Home H Close Case || New Case I

» Provide the Referral Date Confirmation to the employee.

If the employee cannot read, you must read the Referral Date Confirmation to the employee.
If the employee does not speak English as his or her primary language and has a limited
ability to read or understand the English language, provide the employee with a translated
version of this confirmation in the appropriate language, which is available in View Essential

Resources.

» Attach a copy of the Referral Date Confirmation to the employee’s Form I-9.
» Check E-Verify for case updates and follow steps based on next case result.

IMPORTANT: You should ONLY close the case when E-Verify provides a final case result or
if you no longer need to continue to verify the employment eligibility of the employee.

SSA has 10 Federal Government working days to update the case result in E-Verify.
You should check E-Verify periodically for an update in case result. A case referred to

SSA is updated with one the following results:

EMPLOYMENT AUTHORIZED, Section 2.4

SSA FINAL NONCONFIRMATION, Section 4.1
SSA CASE IN CONTINUANCE, Section 3.4
DHS VERIFICATION IN PROCESS, Section 2.5

* & & o o

REVIEW AND UPDATE EMPLOYEE DATA, Section 3.2

Each case result requires different actions or steps to continue or close the case.
These actions are outlined in the case result sections throughout this manual.

REFER EMPLOYEE TO SSA SUMMARY

EMPLOYER ACTION

e Print the Referral Date Confirmation, provide it to the employee and attach a copy to

the employee’s Form 1-9

e Check E-Verify for case result updates and follow steps based on case result provided

EMPLOYEE ACTION

e Visit an SSA field office within 8 Federal Government working days and present the
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SSA TNC Further Action Notice and applicable original documents listed on Page 2 of
the SSA TNC Further Action Notice

e SSA instructs employee of next steps

3.2 REVIEW AND UPDATE EMPLOYEE DATA

In some instances, a case result of ‘Review and Update Employee Data’ occurs, and
you will receive a prompt to review and update the employee’s information. This
means that SSA found a discrepancy in the information it received in the E-Verify
referral.

A ‘Review and Update Employee Data’ case result occurs for reasons including

typographical errors and/or incorrect information provided on Form 1-9. This case
result does not mean that the employee is not authorized to work.

This requires you to review Form I1-9 with the employee, correct the information and
update the case by following the steps provided in the ‘Review and Update Employee
Data - Process Overview.’

REVIEW AND UPDATE EMPLOYEE DATA — PROCESS OVERVIEW

» Review the accuracy of the information provided on Form I-9 with the employee. If the
employee made a mistake on Form [-9, correct and update.
» If necessary, modify the employee’s information in the fields provided.

IMPORTANT: You may update a case one time. Ensure that the changes are correct before
updating the case.

P
Enter Form |-9 Information (/ Verification Results Close Case

&, Review and Update Employee Data @

¢ her Form I-9 and comrect some information. Be

inue this verificstion, dick Close Case. @
To return {o this case at a later time, dick Save Case and Exit @
* Last Name @ * First Name Middle Initial
Other Names Used @ * Date of Birth * Social Security Number
Jan [w] |01 [¢] vear[s] = -
Citizenship Status
A citizen of the United States
Hire Date Employer Case ID
August 19, 2013
Submitted By Submitted On

\DEB2658 August 19, 2013

| Close Case | ; Save Case and Exit ‘

» Click ‘Continue.’
» Follow next steps based on the case result provided.

A case that is resubmitted to SSA is updated with one of the following case results:

EMPLOYMENT AUTHORIZED, Section 2.4
¢ DHS VERIFICATION IN PROCESS, Section 2.5
¢ DHS TENTATIVE NONCONFIRMATION (TNC), Section 3.3
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¢ SSA FINAL NONCONFIRMATION, Section 4.1

Each case result requires different actions or steps to continue the case. These
actions are outlined in the case result sections throughout this manual.

REVIEW AND UPDATE EMPLOYEE DATA SUMMARY

EMPLOYER ACTION

Review the information on Form I-9 and E-Verify with the employee for accuracy
Access the employee’s case

If necessary, modify the employee’s information in the fields provided

Click ‘Continue’

Follow steps based on case result provided

EMPLOYEE ACTION
e Ensure that the information found on Form -9 is accurate

3.3 DHS TENTATIVE NONCONFIRMATION (TNC)

A ‘DHS Tentative Nonconfirmation (TNC)’ results when the information submitted in
E-Verify does not initially match records available to DHS. A DHS TNC does not
necessarily mean that the employee is not authorized to work in the United States;
however, additional action is required to resolve the TNC.

A DHS TNC case result occurs because the employee’s:

e Name, Alien number, 1-94 number and/or foreign passport number are
incorrect in DHS records

e U.S. Passport, Passport Card, driver’s license, foreign passport or state ID
card information could not be verified

¢ Information was not updated in the employee’s DHS records
e Citizenship or immigration status changed

¢ Record contains another type of error

e Information was not entered correctly by the employer

The employee must be notified of this result as soon as possible by following the
steps in ‘Notify Employee of DHS TNC — Process Overview.’

NOTIFY EMPLOYEE OF DHS TNC

You must promptly notify the employee of the ‘DHS Tentative Nonconfirmation
(TNC)’ case result. All case results should be discussed with the employee in a
private setting.

When notified of the DHS TNC, the employee chooses to contest or not contest the
case result. In either case, the employee acknowledges his or her decision on the
DHS TNC Further Action Notice. When an employee chooses to contest a DHS TNC,
the employee is responsible for contacting DHS within 8 Federal Government working
days.

IMPORTANT: An employer may not terminate, suspend, delay training, withhold or
lower pay, or take any other adverse action against an employee because the
employee received a TNC until the TNC becomes a Final Nonconfirmation.
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If the employee chooses not to contest the DHS TNC, the employer may terminate
employment with no civil or criminal liability as noted in Article A, Section 11
paragraph 8 — Responsibilities of the Employer in the MOU. If the employee chooses
not to contest the DHS TNC, the case automatically becomes a Final Nonconfirmation
and the employer may close the case in E-Verify and the employer can terminate
employment without penalty. For more information, see Section 4.2 ‘Close Case.’

To notify an employee of the DHS TNC case result, follow the steps outlined in the
‘Notify Employee of DHS TNC - Process Overview.’

NOTIFY EMPLOYEE OF DHS TNC — PROCESS OVERVIEW

» Receive DHS TNC case result.

Enter Form I-8 |nf0ﬂﬂlti0y Verification Results Close Case

Employment Eligibility:

¥ DHS Tentative Nonconfirmation (TNC) (7]

Department of Homeland Security (DHS) records

The employee’s information did not r

ed States: however, additionat

es NOT mean that the em 1 to work in the Unit

required

b TobeginT cess, click Continue

er need to continue this verification, click Close Case. @

If you case in err

To return to this case at a later time, click Save Case and Exit 0

[ Close Case | | Save Case and Exit | %

» Click ‘Continue.’
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Employment Eligibility:
1/ DHS Tentative Nonconfirmation (TNC) @

TNC Process

Review the DHS TNC Further Action Notice with the employee. Follow the steps listed below.

0 Print the DHS TNC Further Action Notice

DHS TNC Further Action Notice @ Choose which language to print

English [=] Ei Print Notice

e Review the DHS TNC Further Action Natice privately with the employee. Ensure that vou and the
employee sign and date the DHS TNC Further Action Notice

e Indicate that the employee has been notified by selecting the check hox below

Confirm Employee Notification

| have notified this employee of the TNC

o If the employee

» Chose to CONTEST the DHS TNC, click Refer Case

P Chose to NOT CONTEST the DHS TNC, click Close Case. @

If you created this case in error or no longer need to continue this verification, click Close Case (2]

To return to this case at a later time, click Save Case and Exit. 0

‘ Close Case | | Save Case and Exit I

P Select either English or Spanish and print the DHS TNC Further Action Notice.

» Confirm that all information listed on the top of the DHS TNC Further Action Notice is correct.
If information is incorrect, close the case and create a new case for the employee. When you
close the original case, select the case closure statement, ‘The case is invalid because the
data entered is incorrect.’

» Review the DHS TNC Further Action Notice with the employee in private and follow the
instructions found on Page 1 of the DHS TNC Further Action Notice.

If the employee cannot read, you must read the DHS TNC Further Action Notice to the
employee. If the employee does not speak English as his or her primary language and has a
limited ability to read or understand the English language, provide the employee with a
translated version of the Further Action Notice in the appropriate language, which is available
in ‘View Essential Resources.’

IMPORTANT: You may provide the DHS TNC Further Action Notice to the employee in
person, by fax, email, overnight or next-day delivery service, as long as you take proper
precautions to ensure the employee’s information is protected.

» Indicate that the employee has been notified by selecting the box ‘Confirm Employee
Notification.’

You must confirm whether the employee decided to contest or not contest the DHS
TNC by following the steps in the ‘Confirm Employee Decision — Process Overview.’

NOTIFY EMPLOYEE OF DHS TNC SUMMARY

EMPLOYER ACTION
e Privately notify employee of the DHS TNC
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e Print, review, sign and date DHS TNC Further Action Notice

EMPLOYEE ACTION
e Confirm that the information on the DHS TNC Further Action Notice is correct

CONFIRM EMPLOYEE DECISION

After being notified of the ‘DHS Tentative Nonconfirmation (TNC),’ the employee
chooses to contest or not contest the case result and acknowledges his or her
decision on the DHS TNC Further Action Notice. An employee who chooses to contest
a DHS TNC is referred to DHS. Follow the steps outlined in the ‘Confirm Employee
Decision — Process Overview.’

‘ CONFIRM EMPLOYEE DECISION — PROCESS OVERVIEW

» Instruct the employee to indicate on the DHS TNC Further Action Notice whether he or she
will contest the DHS TNC by signing and dating Page 2.

» Sign and date Page 1 of the DHS TNC Further Action Notice as the employer.

» Provide the employee a copy of the signed DHS TNC Further Action Notice in English (and a
translated version, if appropriate).

» Attach the original signed DHS TNC Further Action Notice to the employee’s Form I-9.

P Take next action in E-Verify based on employee decision to contest or not contest DHS TNC.

CONFIRM EMPLOYEE DECISION SUMMARY

EMPLOYER ACTION

e Instruct employee to indicate his or her decision to contest or not contest, sign and date
DHS TNC Further Action Notice, then sign and date as the employer

e Provide to employee a copy of signed DHS TNC Further Action Notice in English (and a
translated version, if appropriate)

o Keep original signed DHS TNC Further Action Notice on file with Form [-9

e Take next action based on employee decision to contest or not contest DHS TNC

EMPLOYEE ACTION

e Decide to contest or not contest and indicate choice on signed DHS TNC Further Action
Notice

e Acknowledge DHS TNC case result by signing and dating DHS TNC Further Action
Notice

e Take next action based on decision to contest or not to contest

REFER EMPLOYEE TO DHS

An employee who chooses to contest the DHS TNC must contact DHS within 8
Federal Government working days to begin resolving the TNC. You must provide the
Referral Date Confirmation from E-Verify to the employee. The Referral Date
Confirmation provides the date by which the employee must call DHS. The employee
must have the DHS TNC Further Action Notice when he or she calls DHS. Federal
Government working days are Monday through Friday except for federal holidays.

If the employer fails to match photos during E-Verify photo matching, a photo
mismatch TNC may occur. A photo mismatch TNC requires an additional step but
follows the same guidelines of any TNC. If the employee chooses to contest the
photo mismatch TNC the employee must be referred to DHS, and you must send a
copy of the Form 1-9 photo document to E-Verify.
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You may not terminate, suspend, delay training, withhold pay, lower pay or take any
other adverse action against an employee because of the employee’s decision to
contest a TNC until the TNC becomes a Final Nonconfirmation.

Follow the steps outlined in the ‘Refer Employee to DHS — Process Overview’ to
complete the TNC process.

REFER EMPLOYEE TO DHS — PROCESS OVERVIEW

» If the employee chooses to contest the DHS TNC, click ‘Refer Case.’

NOTE: The employee’s obligation to call DHS within 8 Federal Government
working days begins when you click ‘Refer Case.’

» If the employee chooses not to contest, click ‘Close Case’ and follow steps in Section 4.2
‘Close Case.’

Employment Eligibility:
1/ DHS Tentative Nonconfirmation (TNC) @

TNC Process

Review the DHS TNC Further Action Notice with the employee. Follow the steps listed below.

o Print the DHS TNC Further Action Notice

DHS TNC Further Action Motice @ Choose which language ta print

English [=] | =yl Print Notice

Review the DHS TNC Further Action Notice privately with the employee. Ensure that you and the
employee sign and date the DHS TNC Further Action Notice

o Indicate that the employee has been notified by selecting the check box below

Confirm Employee Notification

| have notified this employee of the TNC

o If the employee:

» Chose to CONTEST the DHS TNC, click Refer Case

P Chose to NOT CONTEST the DHS TNC, click Close Case. @

If you created this case in error or no longer need to continue this verification, click Close Case, @

To return to this case at a later time, click Save Case and Exit. @

‘ Close Case ‘ l Save Case and Exit I

In some cases, E-Verify prompts you to submit a copy of the employee’s photo document to
DHS. Follow the steps below to complete this step when prompted.

P First, obtain a copy of the employee’s Form 1-9 photo document.
» Then determine how you will submit a copy of this document to DHS. You may submit an
electronic copy or send a paper copy by selecting one of the following:

e Attach and Submit Copy of Employee’s Photo Document
OR
¢ Mail Copy of Employee’s Photo Document
If you chose to mail a paper copy, send it through express mail to the address below:

U.S. Department of Homeland Security (USCIS)
10 Fountain Plaza, 3" Floor
Buffalo, NY 14202

Page 39 of 121 | M-775, E-Verify User Manual for Employers | December 2013  www.dhs.gov/E-Verify



Attn: Status Verification Unit — Photo Matching

DHS will not pay for any shipping costs. Participants are free to choose an express shipping
carrier at their own expense. Inform all hiring sites of the DHS shipping information.

> Enter Form I-9 ll'n'::rﬂ'\atlonE __‘. Close Case
i e £

Employment Eligibility:
!

DHS Tentative Nonconfirmation (TNC) @

Refer Employee

You indicated that the empiloyee chose to conlest the DHS TNC. The next step is to submit a copy of the
employee's photo document and refer the employee (o DHS

You may attach an electronic copy of the photo document on this page or send a paper copy 1o DHS via
express mail

To submit a copy of the employee's photo document, select one of the oplions below, follow the instructions
then click Refer Case

When you click Refer Case it starts the & federal government workdays that the employee has to contact DHS
(> Attach and Submit Copy of Employee’s Photo Document

» Make a digital copy of the employee's photo document and save it to your computer. For example, you
may choose o scan or take a digital pholo of the document

» Use the Browse button to select the file. Files must be in the GIF format and no larger than 1.5 MB
Browse.
After the file is selected, click Refer Case

) Mail Copy of Employee’s Photo D

¥ Mail 2 copy of the employee’s photo document, along with a copy of the DHS Referral Letter, via express
maill to the address below and click Refer Case
U.S. Department of Homeland Security — USCIS
10 Fountain Plaza, 3rd Fioor
Buffalo, NY 14202
Aftn: Status Verification Unit — Photo Matching

IMPORTANT. Send only a copy, not the original document to DHS. You must use an express shipping
carrier of your choice at your own expense. DHS will not pay for any shipping cosls.

It you created this case in error or no longer need to continue this verification, click Close Case

To return to this case at a later time, click Save Case and Exit

I Close Case | | Save Case and Exit |

P Select the Referral Date Confirmation in either English or Spanish and Click ‘Print
Confirmation.’

» Provide the Referral Date Confirmation to the employee.

If the employee cannot read, you must read the Referral Date Confirmation to the
employee. If the employee does not speak English as his or her primary language and has
a limited ability to read or understand the English language, provide the employee with a
translated version of this confirmation in the appropriate language, which is available in
View Essential Resources.

P Attach a copy of the Referral Date Confirmation to the employee’s Form I-9.
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Enter Form I-9 Inlol‘lﬂam:nEf Verification Resuits Close Case

Referral Date Confirmation Choose which language to print

1 mplovee Referred to DHS =
¥ Employee Referred to DHS English ~| | = Print Confirmation

This employee has been referred to DHS on August 07, 2013. Select a language and print the Referral
Confirmation. Provide this to the employee who has contested this DHS TNC. Inform the employee that he!
she has until August 19, 2013 to contact DHS

Check for Case Status Updates

by August 22, 2013. E-
age. Be sure to log in to E-Ve

ert you to an update through the
riodically you'll need to close the

To reprint the DH C Further Action Notice, click Reprint Notice

DHS TNC Further Action Notice Choose which language to print

English | E;Repnnx Notice

To retum to the E-Verify home page, click E-Verify Home

or or no longer need to continue this verification, click Close Case. @

To begin a new case, click New Case

| E-Verify Home || Close Case H New Case ‘

» Check E-Verify for case updates and follow steps based on next case result.

IMPORTANT: You should ONLY close the case when E-Verify provides a final case result or
if you no longer need to continue to verify the employment eligibility of the employee.

After 10 Federal Government working days, E-Verify will provide one of the following
case results:

EMPLOYMENT AUTHORIZED, Section 2.4
DHS FINAL NONCONFIRMATION, Section 4.1
DHS CASE IN CONTINUANCE, Section 3.4
DHS NO SHOW, Section 4.1

Each case result requires different actions or steps to continue or close the case.
These actions are outlined in the case result sections throughout this manual.

* & o o

REFER EMPLOYEE TO DHS SUMMARY

EMPLOYER ACTION

Refer the employee to DHS if he or she decides to contest or close the case
If the employee decides to contest:

e Attach and submit or express mail a copy of employee’s photo document to DHS
if the TNC is due to photo mismatch

e Print Referral Date Confirmation, provide it to the employee and attach a copy to
the employee’s Form -9

e Check E-Verify for case result updates and follow steps based on case result
provided

EMPLOYEE ACTION

e Contact DHS within 8 Federal Government working days
e DHS instructs employee on the next steps
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3.4 SSA CASE IN CONTINUANCE AND DHS CASE IN
CONTINUANCE

An ‘SSA or DHS Case in Continuance’ indicates that the employee has visited a SSA
field office and/or contacted DHS, but more time is needed to determine a final case
result. The reason SSA or DHS needs more time varies with each situation. You
should check E-Verify periodically for an update in case result. The employer may not
terminate or take adverse action against an employee while SSA or DHS is reviewing
the employee’s case.

> Enter Form I-9 Infarmatlorg b Verification Results Close Case
”

Empl t Eligibility: =
mployment Eligibility ‘ E View/Print Case Details

!

QA Case In Cantinuance
SA Case In Continuance @

w

E-Venfy needs additional time to verify the employment eligibility of this employee. The employee
should continue to work until E-Verify provides a final response
E-Verify will alert you to an update through the case status alert feature on the E-Verify home page

Be sure to log in to E-Verify periodically — you'll need to close the case once it is updated with a final
status

Once SSA or DHS has updated E-Verify, one of the following case results shows:
For DHS CASE IN CONTINUANCE:
EMPLOYMENT AUTHORIZED, Section 2.4
DHS FINAL NONCONFIRMATION, Section 4.1
For SSA CASE IN CONTINUANCE:
EMPLOYMENT AUTHORIZED, Section 2.4
SSA FINAL NONCONFIRMATION, Section 4.1

REVIEW AND UPDATE EMPLOYEE DATA, Section 3.2
DHS VERIFICATION IN PROCESS, Section 2.5

* & o o

Each case result requires different actions or steps to continue or close the case.
These actions are outlined in each case result section throughout this manual.

NOTE: If a case has had a ‘SSA or DHS Case in Continuance’ result for more than 60
Federal Government working days, contact E-Verify Customer Support at 888-464-
4218 or E-Verify@dhs.gov.

CASE IN CONTINUANCE SUMMARY

EMPLOYER ACTION
e Check E-Verify for case result updates and follow steps based on case result

provided
EMPLOYEE ACTION
e NONE
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4.0 FINAL CASE RESOLUTION

To complete the E-Verify process, every case must receive a final case result and
then be closed. Closing a case is easy; E-Verify guides you through the process after
you receive a final case result.

4.1 FINAL CASE RESULTS
Final case results are displayed in the ‘Final Case Results — Overview.’

FINAL CASE RESULTS — OVERVIEW

The employee’s information matched records
Employment Authorized available to SSA and/or DHS. It's that easy! See
section 2.4,

E-Verify cannot verify an employee’s employment
SSA or DHS Final Nonconfirmation | eligibility after the employee has visited SSA or
contacted DHS.

The employee did not contact DHS within 8 Federal

DHS No Show Government working days.

This case cannot continue because the expiration
date entered for the employee’s U.S. Passport,
Passport Card or driver’s license is incorrect. This
case must be resubmitted in E-Verify.

Error: Close Case and Resubmit

SSA FINAL NONCONFIRMATION AND DHS FINAL
NONCONFIRMATION

An ‘SSA or DHS Final Nonconfirmation’ case result is received when E-Verify cannot
verify an employee’s employment eligibility after an employee has visited a SSA field

office or contacted DHS during the TNC referral process. Once an ‘SSA or DHS Final
Nonconfirmation’ has been provided, you must close the case.

The employer may terminate employment based on a case result of ‘SSA or DHS
Final Nonconfirmation’ with no civil or criminal liability as noted in Article A, Section
I, paragraph 8 — Responsibilities of the Employer in MOU.

Employment Eligibility:

=1
B View/Print Case Details

@ DHS Final Nonconfirmation @

DHS could not confirm that Ali Jones is authorized to work in the United States. To complete the verification
process, click Close Case. @
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5 S -
, Enter Fom 19 nformatio¥ > Vertcaton Resuits @/":
“ 4 £ 4

Employment Eligibility:

‘ E View/Print Case Details |

@ SSA Final Nonconfirmation @

SSA could not confirm that George Washington is authorized to work in the United States. To complete the
verification process, click Close Case. @

SSA/DHS FINAL NONCONFIRMATION SUMMARY

EMPLOYER ACTION

e Receive ‘SSA or DHS Final Nonconfirmation’ case result
e Close case

EMPLOYEE ACTION
e NONE

DHS NO SHOW

A ‘DHS No Show’ indicates that the employee did not contact DHS within 8 Federal
Government working days. A ‘DHS No Show’ case result is considered a Final
Nonconfirmation. A Final Nonconfirmation means that the case must be closed in
E-Verify.

Employer may terminate employment based on a case result of ‘DHS No Show’ with
no civil or criminal liability as noted in Article A, Section Il, paragraph 8 —
Responsibilities of the Employer in the MOU.

T O Y — @9?

Employment Eligibility:
DHS No Show @

DHS could not confirm that Su Lin is authorized to work in the United States and the employee did not contact
DHS within the 8 federal government workdays. This response is considered a final nonconfirmation. To
complete the verification process, click Close Case (7]

o
‘ E; View/Print Case Details ‘

DHS NO SHOW SUMMARY

EMPLOYER ACTION

e Receive ‘DHS No Show' case result
e Close case

EMPLOYEE ACTION
e NONE
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ERROR: CLOSE CASE AND RESUBMIT

If the expiration date you entered for the employee’s U.S. Passport, Passport Card or
driver’s license is incorrect, E-Verify prompts an ‘Error: Close Case and Resubmit’
case result and you will not be able to continue the case.

Because document information for a case that has already been submitted cannot be
changed, you must close this case and create a new one with correct information.
Select the closure statement option: ‘The case is invalid because the data entered is
incorrect’ and close this case. Now you can create a new case for this employee
using the correct document expiration date.

IMPORTANT: This does not mean that the employee is not authorized to work.
E-Verify will confirm the employment eligibility of this employee once you create a
new case and enter the correct document expiration date.

» Enter Form I-9 1nfom1ation§_'- > Verification Results ‘n
' 4 g

9 Error: Close Case and Resubmit @

The document expiration date you entered for the employee’'s U.S. Passport or Passport Card is incorrect
You must close this case and create a new case in E-Verify with the correct document expiration date

To close this case, click Close Case 0

ERROR: CLOSE CASE AND RESUBMIT SUMMARY

EMPLOYER ACTION

e Receive ‘Error: Close Case and Resubmit’ case result

e Close case using closure statement option: ‘The case is invalid because the
data entered is incorrect’

e Resubmit case using the correct document expiration date for the U.S.
Passport, Passport Card or driver’s license

EMPLOYEE ACTION

e If necessary, provide employer with unexpired U.S. Passport, Passport Card or
driver’s license
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4.2 CLOSE CASE

To properly complete the E-Verify process, employers must close EVERY case created
in E-Verify. There are 11 possible case closure statements. To assist you in making
the correct choice and to reduce the number of options, E-Verify requires you to
state whether the employee is still employed. To close a case, employers follow the
steps outlined in the ‘Close Case — Process Overview.’

‘ CLOSE CASE — PROCESS OVERVIEW

P Click ‘Close Case.’

Enter Form I-8 Information v Verification Results 5 Close Case
Employment Eligibility:
@ Employment Authorized
is authorized to work in the United States. To complete the verification
process, click Close Case
Last Name First Name Middle Initial Other Names Used
Date of Birth Social Security Number Email Address
== == 0007
Citizenship Status
A citizen of the United States
Document Type Document Name Document State
Driver's license or ID card Driver's license Minnesota
issued by a U.S. state or
outlying possession
Document Expiration Date
December 04, 2016
Hire Date Employer Case ID
August 14, 2013 -
Submitted By Submitted On
August 14, 2013

» Next, indicate whether the employee is still employed with the company; select yes or no
and click ‘Continue.” Your response to the question: “Is (employee’'s name) currently
employed with this company?” will determine which case closure statement options will
appear on the next screen.

- Employes lame Cave Verification Humber
Verlfy Employee View/Print Case Details

Enter Form I-9 Informatien ¥ Verification Results .
Is currently employed with this pany?

Select yes or no and click Continue,

€ Yes

£ No

B2 oo |

» Next, select the most appropriate statement and click ‘Continue.’
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> Enter Form I-Blnfcmathoﬁa  Verification Results ,'
4 v A

Select the appropriate statement and click Continue. (7]

) The employee continues to work for the employer after receiving an Employment Authorized result
(O The case is invalid because another case with the same data already exists

{3 The case is invalid because the data entered is iIncorrect

» Record the case verification number on the employee’'s Form I-9, or print the case details
and file it with the employee’s Form 1-9.

Enter Form |-9 Information o Verification Results v Close Case 5/

i

Case Closed EUiew’PrintCm Details

@ Employment Authorized

You have closed case Record this case verification number on the employee's
Form I-0 or print the case details and keep on file

Last Name First Name Middle Initial Other Names Used
Date of Birth Social Security Number Email Address
..... 0007 B

Citizenship Status
A citizen of the United States

Document Type Document Name Document State
Driver's license or ID card Driver's license Minnesota
issued by a U.S. state or

outlying possession

Document Expiration Date

December 04, 2016

Hire Date Employer Case ID
August 14, 2013 -

Submitted By Submitted On
August 14, 2013

| E-Verify Home || New Case |

» This completes the E-Verify verification process.

Every case created in E-Verify MUST be closed. To close a case, select one of the
case closure statements. E-Verify will present only those statements that are
relevant to each case. In some scenarios, not all of the case closure statements are
available.

NOTE — CLOSE CASE

When answering the question, “Is the employee currently employed with this company?” it is
important to consider the following:

» If you have an employee who didn’t contest a Tentative Nonconfirmation (TNC), or who
received a Final Nonconfirmation or ‘DHS No Show,  the employer will decide if the
employee will continue working. If :

e Employee’s employment is continued, select ‘Yes.’
e Employee’s employment is to be terminated, do so, select ‘No.’
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» If you have an employee who has accepted a job offer, but hasn't yet started work but
received a TNC and decided not to contest, or who received a Final Nonconfirmation,
decide whether you will allow the employee to start work. If you decide to:

e Allow the employee to start work as planned, select ‘Yes.’
e Terminate the employee’s employment offer, do so, select ‘No.’

CASE CLOSURE STATEMENTS

» The employee continues to work for the employer after receiving an
Employment Authorized result.

E-Verify has verified that the employee is eligible to work in the United States
and the employee continues to work for the employer.

» The employee continues to work for the employer after receiving a Final
Nonconfirmation result.

E-Verify cannot verify that this employee is authorized to work in the United
States. The employee had contested the tentative nonconfirmation (TNC), but
was unable to resolve it. The employer chooses to exercise its legal right to allow
the employee to continue to work.

» The employee continues to work for the employer after receiving a No
Show result.

E-Verify cannot verify that this employee is authorized to work in the United
States. The employee had contested the tentative nonconfirmation (TNC), but did
not take action to resolve it. The employer chooses to exercise its legal right to
allow the employee to continue to work.

» The employee continues to work for the employer after choosing not to
contest a Tentative Nonconfirmation.

E-Verify cannot verify that this employee is authorized to work in the United
States. The employee chose not to contest the tentative nonconfirmation. The
employer chooses to exercise its legal right to allow the employee to continue to
work.

» The employee was terminated by the employer for receiving a Final
Nonconfirmation result.

E-Verify cannot verify that this employee is authorized to work in the United
States. The employee had contested the tentative nonconfirmation, but was
unable to resolve it. The employer terminated the employee because of the final
nonconfirmation result.

» The employee was terminated by the employer for receiving a No Show
result.

E-Verify cannot verify that this employee is authorized to work in the United
States. The employee had contested the tentative nonconfirmation (TNC), but did
not take action to resolve it. The employer terminated the employee because of
the ‘no show’ result.

» The employee was terminated by the employer for choosing not to
contest a Tentative Nonconfirmation.

E-Verify cannot verify that this employee is authorized to work in the United
States. The employee chose not to contest the tentative nonconfirmation (TNC).
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The employer terminated the employee because the employee chose not to
contest the TNC.

» The employee voluntarily quit working for the employer.
The employee chose to stop working for the employer.

» The employee was terminated by the employer for reasons other than
E-Verify.

The employer terminated the employee for reasons unrelated to E-Verify.

» The case is invalid because another case with the same data already
exists.

An E-Verify case with the same data was already created for this employee. This
is a duplicate case.

NOTE: If a case is closed as invalid, it does not void the case or change the case
result. A case closed as invalid will still display the last case result even though it has
been closed.

» The case is invalid because the data entered is incorrect.
The data entered for this employee was not correct.

NOTE: If a case is closed as invalid, it does not void the case or change the case
result. A case closed as invalid will still display the last case result even though it has
been closed.

CLOSE CASE SUMMARY

EMPLOYER ACTION

Click ‘Close Case’

Indicate whether the employee is still employed

Select the appropriate case closure statement

Record case verification number on Form 1-9 or print screen and file it with Form 1-9
The E-Verify process is now completed

EMPLOYEE ACTION
e NONE

4.3 CASE ALERTS

E-Verify case alerts are found at the bottom of the user home page. The purpose of
this feature is to bring your attention to cases that need your action. When you log in
to E-Verify, case alerts inform you of one of the following:

Open Cases to be Closed
¢ Cases with New Updates
¢  Work Authorization Documents Expiring
The E-Verify home page indicates the number of cases that require your attention by
a number in a red circle on the alert. Each case alert can be accessed by clicking on

the alert. Cases can also be accessed through ‘View Cases’ and ‘Search Cases’ from
the left navigation menu in E-Verify. Review the ‘Case Alerts — Overview.’
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‘ CASE ALERTS — PROCESS OVERVIEW

» E-Verify user home page display with no case alerts.

Welcome to E-Verify E-Verify News View Al =

Federal contractor rule delayed until May 21,
2009

= The effective date of the final rule requiring certain
“e“ Federal Co .. read more »
.
Verify Employee @& *

For help with E-Verify, call

888-464-4218

or e-mail us at E-Verify@dhs.gov

You Have No Case Alerts at this Time

Open Cases Cases with Wortc q

Authorization

to be Closed New Updates Docs Expiring

» E-Verify user home page display with case alerts.
» Click on the alert requiring your attention to access your case alert(s).

Welcome to E-Verify E-Verify News View All »

Updated Form 19 Handbook (M-274) Now
Available

- We've published a new version of the Handbook far
v e“e“ i Employars . read more >

E-Verify Maintenance Scheduled for Two
Upcoming Saturdays

= Thi al Security Administration will perfarm routine
Venfy Employee c ol system ma . read more =

For help with E-Verify, call

888-464-4218

or e-mail us at E-Verify@dhs.gov

Case Alerts: You Must Take Action!

Open Cases 17 Cases with 7 Work 1

Authorization
Docs Expiring™

to be Closed Tm New Updates‘h

Case alerts can also be accessed:

» From ‘My Cases,’ select ‘Search Cases.’

EVe

Employment Eligib

Click any @ for help
Home H W ': dase
New Case YView Cases

Yiew Cases

Search Cases > SEErCh CESES

» Determine your search criteria and click ‘Search.’
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Search Cases @  view Al Open Cases >
Case Status
(® Open Cases ) Cases With New Updates
© Closed Cases © Work Authorization Docs Expiring
O Cases In Process O Open Cases to be Closed
Case Verification Number Social Security Humber
Alien Humber 1-84 Number
Employer Case ID Initiated By
~
Date Submitted
From Month *| Day || Year » To|Month || Day || Year

OPEN CASES TO BE CLOSED

Any case created in E-Verify and assigned a case verification number must be closed.
The ‘Open Cases to be Closed’ case alert provides quick access to all cases that need
to be closed. Features of this tab include:

Sort cases by: status, last name, first name, case number or hire date
¢ A guick link to each case by clicking on the case number

CASES WITH NEW UPDATES

The ‘Cases with New Updates’ case alert is a quick link to all cases that have had a
change in case result. All interim case results must receive a final case result and be
closed. This case alert is an easy way to manage these cases.

View Cases view Al Open Cases >  Search Cases »

Open Cases (698) Cases with New Updates (17) Open Cases to be Closed (13) = Work Authorization Docs Expiring (0)

The 17 cases below have changed status in the [ast 30 days and require your attention. Click a case number to
return to a case

Page 1 of 1 Results Per Page | 40 %
First
Status 4| LastNames Name <+ Case Number 4| SSN 4| Hire Date 2
¥ SSA Case In Continuance Test Kevin 2010074154806AH w0004 | 031212010
¥ S84 Case In Continuance Test Jen 2010074154745AG 20004 | 03122010
=3 Review and Update Employee Data Washingt George 2010074150806ZP *eax 1338 | 031372010

[& Review and Update Employee Data Washingt.. George 20100741507 10ZM T 2743 | D3M32010

WORK AUTHORIZATION DOCUMENTS EXPIRING

The 'Work Authorization Docs Expiring' case alert is a notification that an employee's
Employment Authorization Document (Form I-766) or an Arrival-Departure Record
(Form 1-94) document is expiring. This alert is intended to remind you to reverify the
employee by completing Section 3 of Form 1-9. Do not use E-Verify to create a new
case.
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This is simply a reminder; no action is required or permitted in E-Verify. You may
dismiss each alert by clicking ‘Dismiss Alert.’

This alert will only appear if the document the employee presented for the original
E-Verify case was either an Employment Authorization Document (Form 1-766) or an
Arrival-Departure Record (Form 1-94). Also, the alert only appears the first time the
document expires—subsequent expirations will not activate this case alert.
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5.0 CASE REPORTS

There are four types of case reports available in E-Verify for persons or entities who
are enrolled as employers. These include: ‘Corporate Overview Pilot of Usage,’ ‘Quick
Audit Report,’” ‘User Audit Report,” and ‘User Report.’” This section provides direction
on how to create each of these reports in E-Verify.

All reports are accessed from ‘My Reports’ by selecting ‘View Reports.’

My Reports

View Reporis

NOTE: All reports display only the last four digits of an employee’s Social Security
number for added security and to protect employees’ privacy.

5.1 CORPORATE OVERVIEW OF PILOT USAGE

This report displays the number of cases created by the employer within a federal
government fiscal year, which begins October 1 and ends September 30 of the
following calendar year. If the employer has not created any cases during the fiscal
year, a report will still appear with a total of zero. The report is available to corporate
administrators and program administrators, but not general users.

To create a ‘Corporate Overview of Pilot Usage Report,’ see the ‘Corporate Overview
of Pilot Usage — Report Overview.’

CORPORATE OVERVIEW OF PILOT USAGE — REPORT OVERVIEW

» Select ‘Corporate Overview of Pilot Usage.’

Select a report

(Corporate Ovenaew of F
Quick Audst Report
User Audit Repont
User Report

= (o

» Click ‘Next.’
» Determine and select which report format, Portable Document Format (PDF) or Microsoft
Excel, you would like to view.
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Enter Report Parameters
Report:

Description:

Report Format:

Fiscal Year:FEDIU ‘I'

Run Report Cancel

P Use the drop-down list to select the fiscal year for which you want a report.
» Click ‘Run Report.’
» Use report as needed.

5.2 QUICK AUDIT REPORT

This report provides case data about each case that matches the user-entered search
criteria in Excel format. The case data includes basic company and case identifiers
and case resolution information. The case data does not include sensitive employee
information such as SSNs, or document numbers. This report was designed to satisfy
the requirement of employers to report their E-Verify activity to Federal, State, or
local government entities. Users should note that this report may contain up to 5000
rows and is populated with the city and state that is associated with their account.

To create a ‘Quick Audit Report,’ see the ‘Quick Audit Report — Report Overview.’

QUICK AUDIT REPORT — REPORT OVERVIEW

P Select ‘Quick Audit Report.’

Select a report

Corporate Ovendew of Pilot Usage
CRCE A R
User Audit Report

User Report

| cancel

» Click ‘Next.’
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Enter Report Parameters

Report:  Quick Audit Report

K Audit Report provides case data about each case that matche

T entered query
ers and case

Description: loyee information such as social
) 1ed to satisfy the requirement of
companies r local Government entities
Reporting Date From:
(mmyddhyyyy)

Reporting Date To:

(mmvddiyyyy)

E3

» Enter the date range for which you want the report.
» Click ‘Run Report.’
P Use report as needed.

NOTE: This report is available as a Microsoft Excel document only. It is not available as a
PDF file.

5.3 USER AUDIT REPORT

This report provides summary case information about each case that matches the
user criteria entered. The case information includes the case verification number, the
date the case was submitted, the last four digits of the employee’s SSN, alien
number, 1-94 number, last name, first name, case result, referral information and
case closure statement. The report is available to program administrators and
general users.

To create a ‘User Audit Report,’ see the ‘User Audit Report - Report Overview.’

USER AUDIT REPORT — REPORT OVERVIEW

P Select ‘User Audit Report.’

Select a report

Corporate Ovendew of Pilot Usage

Quick Audit Report

User Repon

e B

» Click ‘Next.’
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Enter Report Parameters

Report:

Initiated By: AL ~

Enter the date range for which you want a report.
Click ‘Run Report.’
P Use report as needed.

v vV

NOTE: This report is available as a Microsoft Excel document only. It is not available as a

PDF file.

Use the drop-down list to select the E-Verify user for whom you want a report.

5.4 USER REPORT

This report displays a detailed list of the employer's users. It includes each user’s
name, user role, contact telephone number and the last date he or she logged in to
E-Verify. The report is available to corporate administrators, program administrators
and general users, but a general user cannot view user information for other users.

To create a ‘User Report,’” see the ‘User Report - Report Overview.’

USER REPORT — REPORT OVERVIEW

» Click ‘User Report.’

Select a report

Corporate Oversew of Pilot Usage
Quick Audit Report
Liser Audit Report

» Click ‘Next.’

» Determine and select which report format, PDF or Microsoft Excel, you would like to view.
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Enter Report Parameters
Report: User Report

Description:  This report dispiays a detafled list of your company®s users that access Web-DABP
Report Format: @ POF  C Excel

User Rale:I 'I
Run Report

» Use the drop-down list to the select user role for which you want a report.
» Click ‘Run Report.’
P Use report as needed.
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6.0 ACCOUNT ADMINISTRATION

User account administration provides individual users specific functions and
permissions to update their accounts, change their passwords and perform other
functions explained in this section.

It is important to distinguish that the user account functions are different for each
user role.

6.1 USER ROLES

Permissions and functions in E-Verify granted to the user differ for each user role.
There are two user roles: program administrator and general user.

Every employer account must have at least one program administrator who provides
support for the general user and manages the company profile. Employers can
choose to have general users who will only be able to create and manage their own
cases. General users and program administrators must successfully complete the
online E-Verify tutorial before they can create or manage cases.

The ‘User Role Functions Overview’ provides an explanation of the functions of each
user role.

‘ USER ROLE FUNCTIONS - OVERVIEW

ROLE ADD VIEW UPDATE UNLOCK VERIFY
USERS CASES CASES USERS EMPLOYEES
Program
Administrator
X X X X X
(at least one
required)
General User
X X X

(optional)

6.2 USER ID AND PASSWORD CREATION

Program administrator can add users in E-Verify. All users are assigned a user ID
and initial password. Upon being initially registered by the program administrator,
users receive an email with a user ID and password. E-Verify will prompt users to
change the initial password for security purposes. Do not share a password with
other users. Each user must have his or her own user ID and password.

Passwords are case-sensitive and must be between 8-14 characters, different from
the assigned user ID, changed every 90 days and have the following characteristics:

e At least one uppercase or lowercase letter

e At least one number and at least one special character - special characters
include:'@%$% *()<=>?:;{}+-~

¢ Contain no more than two identical and consecutive characters in any position
from the previous password

¢ Contain a non-numeric in the first and last positions
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Not identical to the user ID

Additionally, password policy recommends that passwords should not:

Contain any dictionary word

Contain any proper noun or the name of any person, pet, child or fictional
character, nor any employee ID number, Social Security number, birth date,
phone number or any information that could be readily guessed about the
creator of the password

Contain any simple pattern of letters or numbers, such as ‘gwerty’ or ‘xyz123’

Contain any word, noun or name spelled backwards

An example of an acceptable password is found in the ‘Password Example.’

PASSWORD EXAMPLE

This is an acceptable password:
IL'keH20

At least 8 characters in length
An uppercase letter

A lowercase letter

A special character

A number

E-Verify automatically prompts you to create a new password every 90 days.
However, if you think your password has been compromised, change it immediately.

If a user attempts to log in with an incorrect password 3 consecutive times the user
is locked out of E-Verify. Password help contact information is listed in the
information box.

®

If you are locked out of your user account, first try to reset your password using the
‘Forgot your password?’ link.

If you forget your user ID, you may retrieve it by using the ‘Forgot your User ID?’
link and providing your email address when prompted. However, if you have more
than one user ID associated with your email address, you must contact E-Verify
Customer Support at 888-464-4218 for assistance.
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LogIn
* Useri:

I 5 s ser 7

* PasEwond

Log In

If you are unsuccessful at resetting your password with the automatic system,
contact your program administrator. If your program administrator is not available
contact E-Verify Customer Support at 888-464-4218.

CHANGE YOUR PASSWORD

If your password has been compromised, change it immediately. To change a
password, follow the steps in ‘Change Password — Process Overview.’
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‘ CHANGE PASSWORD — PROCESS OVERVIEW

» From ‘My Profile,” select ‘Change Password.’

Edit Profile

)y Change Password
Change Security Questions

'Enter Old and New Passwords’ page will display.

Type current password in the ‘Old Password’ field.

Type new password in the ‘New Password’ field.

Retype new password in the ‘Re-Type New Password’ field. The new password cannot be
the same as any of the last six passwords.

» Enter password challenge questions and answers.

v v Ve'w

Enter Old and New Passwords

0
e

Old Password:

New Password:

Re-type New Password:

Submit Password Change | Cancel ‘

P Click ‘Submit Password Change.’

CHANGE SECURITY QUESTIONS

Users can set security questions to allow them to reset their passwords. When you
log into your E-Verify account for the first time, E-Verify will automatically prompt
you to complete these questions. If you need to change your security questions,
follow the steps in ‘Change Security Questions — Process Overview.’
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CHANGE SECURITY QUESTIONS — PROCESS OVERVIEW

» From ‘My Profile,” select ‘Change Security Questions.’

Edit Profile

Change Passwaord

Change Security Questions

P Select a question from the drop down list and enter the answer in the field below. Fields
with a red asterisk (*) are required fields.

Enter Password Challenge Questions and Answers

Password Challenge Question #1
-- select a preferred question -- ~

Answer :||

Password Challenge Question #2
-- select a preferred question -- -

Answer :

Password Challenge Question #3
-- select a preferred question --

<

Answer:

» Click ‘Submit.” A confirmation message will be displayed.

6.3 UPDATE USER PROFILE INFORMATION

Every E-Verify user has a profile that includes his or her name, telephone number,
fax number and email address. Users should update this information whenever
necessary using the ‘Edit Profile’ link. To update this information follow the steps
outlined in ‘Edit Profile — Process Overview.’
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‘ EDIT PROFILE — PROCESS OVERVIEW

» From ‘My Profile,” select ‘Edit Profile.’

m—y Edit Profile

Change Password

Change Security Questions

» Add information or edit fields as necessary. Fields with a red asterisk (*) are required fields.
» Click ‘Submit User Profile Changes.” A confirmation message and your profile information
will be displayed.

Enter User Profile Information

User ID:

Last Name: |Test

First Name: [Test

M. [

Phone Number: {222 )[222 -[p222 et |
Fax Number: [ )| |

E-mail Address: |Test@Tegr

» Review the confirmation message to see whether the request for profile updates was
successful. If E-Verify is unable to process the user profile updates, try again later.
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7.0 MY COMPANY — PROGRAM
ADMINISTRATORS

Program administrators also manage the site administration of their E-Verify
employer agent account. Program administrators use the ‘My Company’ menu to:

e Add general users
e Add other program administrators
e Change or update company profile information

¢ Terminate the E-Verify employer agent’'s access to E-Verify

7.1 ADD NEW USER

Only program administrators can add E-Verify users. To add an additional user, the
program administrator must provide the user’s name, phone number, fax number
(optional) and email address.

If a user leaves the employer or no longer needs access to E-Verify, a program
administrator must delete the user’s account. To delete a user’s account, see ‘Delete
User Account — Process Overview’ in Section 7.2.

If you are a program administrator and you need to add a new E-Verify user, follow
the ‘Add New User - Process Overview.’

‘ ADD NEW USER — PROCESS OVERVIEW

» From ‘My Company,’ select ‘Add New User.’

My Company

Edit Company Profile
- Add Mew User

View Existing Users

Close Company Account

» Choose general user or program administrator and provide the person’s name, phone
number, fax number (optional) and email address and click ‘Next.’

Add User - Personal Information

User Role: "
Last Name:

First Name:

M.L

Phone Number:

Fax Number:

E-mail Address:

m |- Cancel |

» Accept the system-generated user ID or create a new user ID.
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0 You may accept the system generated user ID displayed below or create your own
P To accept the system generated user ID, click Submit New User

P To create your own user ID, delete the system generated user ID and type your desired user ID. Your user
ID must be exactly eight alphanumeric characters (letters and numbers) and is not case sensitive. When
you are finished, click Submit New User

Add User - Create User ID

User ID: €3

» Review the information submitted and then click ‘Submit New User.’
» The new user will receive his or her user ID and password by email.

NOTE: Most people receive our confirmation email within a few minutes. Instruct your new
user to check his or her email inbox as well as spam or junk mail folders. If the email is not
received within 48 hours, call E-Verify Customer Support at 888-464-4218 for assistance.

7.2 VIEW EXISTING USERS

Only program administrators can view user information and reset passwords. ‘View
Existing Users’ allows you to view, search and maintain the general users and
program administrators assigned to your company, as demonstrated in the ‘View
Existing Users — Process Overview.’

VIEW EXISTING USERS — PROCESS OVERVIEW

» From, ‘My Company,’ select ‘View Existing Users.’

My Company

Edit Company Profile
Add Mew User
—t i Existing Users

Close Company Account

» Search for a user using the criteria displayed in each field. You can enter a partial name and
a percent sign (%) as a wildcard character.

Page 65 of 121 | M-775, E-Verify User Manual for Employers | December 2013 ~ www.dhs.gov/E-Verify



Enter User Search Criteria

User Role: (® All Roles
(> Program Administrators
) General Users

User Status:

(O Password Change Required

User: w
Last Name:

First Name:

Phone Number: \ }

E-mail Address:

Display User Summary List

» Click ‘Display User Summary List.’
» A list of user accounts displays. You can view or modify a user account by selecting the user
ID.

User Summary List

Previous  Next

Last First Last Login Logged
User 1D Company User Role. Name  Name Date Status Locked On
Sample o HEPBIR e e —
DASAMPGU Designated Seneral  gample Everdy Joie2ol’  Cumeni N N [ Delete |

Agent

General 0316/2010 ’ j I ]
*  Shot Screen iy Current M N Delete

User 10:11 AM

SSHO0666

Previous  Ned

RESET USER’S PASSWORD

To reset a user’s password, follow the steps outlined in ‘Reset User’s Password —
Process Overview.’

RESET USER’S PASSWORD - PROCESS OVERVIEW

» Follow the steps in ‘View Existing Users — Process Overview' to find the user who needs his
or her password changed.
P Select the appropriate user by selecting his or her user ID.
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View / Modify User Information

User ID: DASAMPGU

User Role: General User e

Last Name: Sample "

First Name: E-Verify

M.L

Phone Number: (888 '464 - |4218

Fax Number:

E-mail Address: E-Verify@dhs gov I

Force Change Password: []

Reset User Password

New Password:

Re-type New Password:

Submit User Modifications [ Delete User | | Cancel ‘

» Assign a temporary password by completing both fields under ‘Reset User Password.’
P Click ‘Submit User Modifications.’

DELETE USER ACCOUNT

Program administrators may delete user accounts by following the steps in ‘Delete
Users — Process Overview.’

‘ DELETE USERS — PROCESS OVERVIEW

P First, follow the steps in ‘View Existing Users — Process Overview' above to find the user
who needs to be deleted.

» Click ‘Delete’ in the row of the user's account you wish to delete on the ‘User Summary List’
page.

OR

» Click ‘Delete User’ on the ‘View/Modify User Information’ page.

User Deletion Information

User ID:

User Role:
Last Hame:
First Name:
M.I:

Phone Number:
Fax Number:
E-mail Address:
User Status:

Delete User l Cancel ‘ [ Close ‘

In both instances, the ‘User Deletion Information’ page will open, displaying the information for
the user whom you want to delete. Click ‘Delete User’ to delete the user’s account.

After you click ‘Delete User,’ changes will be permanent.
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7.3 EDIT COMPANY PROFILE

To update employer information in E-Verify, complete the steps in the ‘Edit Company
Profile — Process Overview.’ Users may also view the MOU between E-Verify and the
employer.

Once a program administrator has updated the employer’s profile, he or she will be
subject to the rules and requirements associated with the profile and have access to
all online resources specific to the profile.

‘ EDIT COMPANY PROFILE — PROCESS OVERVIEW

» From ‘My Company,’ select ‘Edit Company Profile.’

My Company

—r Edit Company Profile

Add Mew User

View Existing Users

Close Company Account

» To modify any section of the ‘Company Information’ page, click ‘View/Edit’ in the section you
want to modify (e.g., company name and physical location, points of contact, North
American Industry Classification System (NAICS) code, total hiring sites and total points of
contact).

Company Information

Company Name: sample Designated Agent | View /Edit

Company ID Number:
Doing Business As (DBA) Name:
DUNS Number:

Physical Location: Mailing Address:
Address 1 Green Street Address 1:
Address 2: Address 2:

city: New York city:
State: NY State:
zZip Code:

zip Code:
County:

Additional Information:

Employer Identification Number: 0

Total Number of Employees: 100 to 499
Perform verifications foryour
company's employees: -
Parent Organization:

Administrator:

Qrganization Designation:

Employer Category: None of these categories apply

021
NAICS Code: Bon

EGISLATIVE, AND OTHER GENERAL View | Edit

Total Hiring Sites 1 View | Edit
Total Points of Contact:2 ‘ View | Edit |

» Make the required changes and click ‘Submit.’

P Click ‘View MOU'’ to view the MOU between E-Verify and the employer. If you have trouble
viewing your MOU, make sure you have disabled any pop-up blockers and are using the
latest version of your PDF viewer software.

IMPORTANT: After clicking ‘Submit,’ the program administrator cannot undo any changes that
have been entered without manually re-entering the original information.
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@ The E-Verify company ID number is located at top of the ‘Company Information’
page.

COMPANY INFORMATION FIELDS

Many fields can be updated in the ‘Company Information’ page. For additional
information on each field, see ‘Company Information — Overview.’

NOTE: Any information you update will not change the employer’s original
electronically signed MOU.

COMPANY INFORMATION — OVERVIEW

FIELD NAME DESCRIPTION

Company Name Name of employer enrolled in E-Verify.

Physical Location Location where the employer creates E-Verify cases.

Mailing Address Employer's mailing address. If this address is different from the

physical location, use this field to make the necessary changes.

Additional Information | Additional information about the size of the employer and any
associated corporate parent company information, if applicable.

Employer Also known as federal tax identification number. Generally, most
Identification Number employers are required to have an employer identification number
and any employer that has employees is required to have one for
wage and tax reporting purposes.

Parent Organization An organization that owns or controls other organizations
(sometimes called subsidiaries). For corporations, a parent
corporation is often defined as a corporation that owns more than
50 percent of another corporation.

Administrator Employers may link their employer accounts to a corporate
administrator account (also called an E-Verify corporate account).
This gives your corporate administrator access to your employer or
E-Verify employer agent account profile, user administration and
reports that contain case information. You should link your account
only if you have been instructed to do so by your corporate
administrator.

Organization The category that identifies the employer as a Federal, State or
Designation local government organization or a federal contractor with the FAR
E-Verify clause in their federal contract, if applicable.

UPDATE POINTS OF CONTACT

Every employer must have at least one person assigned as a point of contact for
E-Verify issues. The program administrator is automatically assigned as the point of
contact unless it is changed. To update the point of contact, see ‘Update Points of
Contact — Process Overview.’
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‘ UPDATE POINTS OF CONTACT — PROCESS OVERVIEW

» From ‘My Company,’ select ‘Edit Company Profile.’

My Company

—r Edit Company Profile

Add Mew User
View Existing Users

Close Company Account

o
P Click ‘View/Edit' in the ‘Total Points of Contact’ section of the ‘Company Information’ page to
modify this information. The ‘Points of Contact Summary’ page opens.

Company Information

Company Name: ABC Company View | Edit

Company 1D Number: 13882
Doing Business As (DBA) Name:
DUNS Number:

Physlcal Location: Malling Addrass:
Address 1: Main Street  Address 1
Address : Address 2:
City: b City:

State: State:

Zip Code: Zip Coda:
County:
Additional Information:

Employer identification Mumber:

Total Number of Employees: 500 to 999

Farent Organization:

Administrator:
Organization Designation:

Employer Category: Hone of these calegories apply

MNAICS Code: 022 - JUSTICE. PUBLIC ORDER. AND SAFETY ACTMTIES View | Edit

Total Hiring Sites: 4 View / Cdit |
‘ Teotal Points of Contact: 1 View | Edit |

P Click ‘Add’ to add a new point of contact.

» Click ‘Edit’ after adding the new point of contact's information or modifying an existing point
of contact's information. The updated ‘Points of Contact Summary List’ page will appear.

P Click ‘Delete’ to delete a point of contact. The updated ‘Points of Contact Summary List’
page will appear.
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Points of Contact Summary List

Previous Mext

S First Name LastName Middle Name Phone Number Fax Number E-mail Address Las

&
[=}

E-Verify@dns.gov
Edit E-Verify@dhs.gov

Previous Mext

Save & Continue

P Click ‘Save and Continue’ when finished updating the point(s) of contact. This brings the
program administrator back to the ‘Company Information’ page.

UPDATE NORTH AMERICAN INDUSTRY CLASSIFICATION
SYSTEM (NAICS) INFORMATION

The NAICS code classifies employers by industry. During enrollment the employer
selects the NAICS code. If the employer’s industry classification has changed, this
should be updated in the E-Verify company profile.

To update the NAICS code, follow the ‘Update NAICS Code - Process Overview.’

‘ UPDATE NAICS CODE — PROCESS OVERVIEW

» From ‘My Company,’ select ‘Edit Company Profile.’

My Company

—r Edit Company Profile
Add Mew User

View Existing Users

Close Company Account

» Click ‘View/Edit' in the NAICS section of the ‘Company Information’ page.
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Company Information

Company Name: View | Edit
E—————

Campany 10 Humber:
Doing Business As [DBA) Name:

DUNS Number:

Physical Location: Mailing Address:
Address 1: Main Streel  Address 1:
Address 2: Andress 2
ciny- Ciy:

state: State:

Zip Codw Zip Code:
County:
Additional Information:

Employer Identitication Number:

Total Number of Employees: 500 10 999

Parent Organization:

Administratar;
Organization Designation:

Employer Category: None of These categanes apply

‘ NAIGS Code: 922 . JUSTICE. PUBLI Vinw | Edit
Total Hiring Sites: + View / Edix
Total Polnts of Contact: 1 View | Edit

» The ‘NAICS Code’ page displays the NAICS code entered when your employer enrolled in
E-Verify.

To modify the ‘NAICS Code’ field:

» Enter the new three digit NAICS code. If the new number is not known, a program
administrator can search available codes.
To determine the employer's NAICS code:

» Click ‘Generate NAICS Code.’

» Select the appropriate sector and subsector from the drop-down list. As the program
administrator proceeds from page to page, the corresponding NAICS code appears in the
‘NAICS Code'’ field.

» Select the appropriate category for the employer from each list that appears.

P cClick ‘Accept NAICS Code and Continue.’ Once you have accepted the final subsector, the
‘Company Information’ page appears.

If you know your Client Company’s 3-digit North American Industry Classification System (NAICS)
code, please enter it and click "Accept NAICS Code and Continue
if you do not know the Client Company's NAICS code, you must generate a NAICS code that is 3-digits. To
generate a 3-digit code, click on 'Generate NAICS Code'. You must select your Sector and Subsector from
the drop-down lists provided, If there is not a code specific to the Client Company’s type of business, select

the industry that best fits the company's type of work. Once the 3-digit MAICS code is generated, click
"Accept NAICS Code and Continue’ to continue with the Registration process

NAICS Code:

l Back | [ Generate NAICS Code | Accept NAICS Code and Continue

ADD NEW HIRING SITE(S)

Program administrators can modify the number of hiring sites that participate in
E-Verify in each state. A participating hiring site means that your employer will
create an E-Verify case for every newly hired employee who works at that site.
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The ‘Company Hiring Sites’ page shows the states where the employer has hiring
sites and the number of hiring sites for each state. Program administrators have the
option to add hiring sites for a new state, edit the number of hiring sites in a state
where the employer currently has participating hiring sites, or delete a state from the
hiring site list.

To add a new state where the employer will have participating hiring sites, follow the
‘Add New State Hiring Site - Process Overview.’

‘ ADD NEW STATE HIRING SITE — PROCESS OVERVIEW

» From ‘My Company,’ select ‘Edit Company Profile.’

My Company

- Edit Company Profile
Add Mew User

View Existing Users

Close Company Account

P Click ‘View/Edit' in the ‘Total Hiring Sites’ section of the ‘Company Information’ page.

Company Information

View | Edin

Doing
DUNS N
Physical Location: Mailing Address:
Address 1: Man Street  Address 1:
Address 2; Andress 2

city:
state:
Zip Coda:
County: NEW YORK

ciy:
State:
Zip Code:

Additienal Information:

Emgpicyer identification Number:
Total Number of Employees:
Parent Organization:
Aoministrator:

Organization Designation:

Empicyer Category:

HAICS Code: 822 - JUSTICE. PUBLIC ORDER. AND SAFETY ACTMITIES | View I Edit

Total Peints of Contact: 1 View [ Edit

» Click ‘Add’ to add participting hiring sites for a new state. Select the state from the drop-
down list. Enter the number of hiring sites, then click ‘Update.’

» To edit the number of participating hiring sites in a state where the employer currently has
hiring sites, click ‘Edit’ next to the state whose number of hiring sites you wish to edit.
Change the number of hiring sites, and then click ‘Update.’

» To delete a state from the company’s hiring site list, click ‘Delete’ next to the state you want
to remove. Confirm that you want to remove the state and all of its hiring sites by selecting
‘Delete Site.’

» Click ‘Next’ to submit modifications and return to the ‘Company Information’ page.
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VIEW MEMORANDUM OF UNDERSTANDING (MOU)

Program administrators may view the MOU between E-Verify and the employer. To
view the MOU, follow the steps outlined in the ‘View MOU - Process Overview.’

VIEW MOU - PROCESS OVERVIEW

» From ‘My Company,’ select ‘Edit Company Profile.’

My Company

- Edit Company Profile

Add Mew User

View Existing Users

Close Company Account

» From the ‘Company Information’ page, click ‘View MOU’ at the bottom of the screen.

Company Information

Viow | Exfin

Mailing Address.

HAICS Code:

Wi | Bt
Tatal Kiring Sites.

Vi | Edt

View | Edit

m

» The MOU that was electronically signed for that employer will appear in a new window. If the
MOU does not load, ensure that your pop-up blocker is disabled.

IMPORTANT: Once the MOU is submitted during enrollment, the information that
appears on the MOU cannot be changed. However, you can update the employer’s
information in E-Verify to reflect any changes. If you need to provide proof of your
employer’s enrollment in E-Verify, you may print a copy of your company’s
information page as proof of the employer’s updated information.

REMINDER

* Be sure to update your E-Verify account information to reflect any changes.

7.4 CLOSE COMPANY ACCOUNT

Any E-Verify account may be closed voluntarily. To close an account, a program
administrator, corporate administrator, the signatory of the MOU, or an authorized
employer representative must submit a request no later than 30 days in advance of
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the date the employer would like to close its account. Employers must request
termination electronically through E-Verify (see ‘Close Company Account — Process
Overview’) or by submitting a written termination notice to E-Verify@dhs.gov or fax
to 202-443-0215.

Employers must continue to use E-Verify in accordance with the MOU during this 30
day period or until they receive an email confirming that the account is closed,
whichever is sooner. All open E-Verify cases will need to be closed, even if the
request to close the E-Verify account was made.

IMPORTANT: Once an account is closed, all access to the account and its associated
records is lost. To preserve the records from an E-Verify account, see Section 5.3 to
create and retain a user audit report. E-Verify case information and documentation
must be retained for your employees for the same length of time as their Forms 1-9.

To request termination of employer participation in E-Verify, perform the steps
outlined in ‘Close Company Account — Process Overview.’

CLOSE COMPANY ACCOUNT — PROCESS OVERVIEW

» From ‘My Company,’ select ‘Close Company Account.’

My Company

Edit Company Frofile

Add MNew User
Yiew Existing Users

Close Company Account

» Type the reason for closing the account in the ‘Termination Request Reason’ field.

Termination Request Information

eﬂl't you sure you want to request termination of your company's access to E-Verify?

Company Name: E-Verity

Termination Request Date:

Termination Request Reason:

—_—
Request Termination | Cancel

P Click ‘Request Termination.’
» A message will appear informing you that E-Verify will be notified of your request to
terminate participation in the program.

REMINDER

* If the employer has more than one E-Verify employer account and the entire employer is
requesting termination, each employer account must be closed.

If you submitted a termination request by mistake, contact E-Verify Customer Support at
888-464-4218 for assistance.
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8.0 RESOURCE AND CONTACT INFORMATION

The E-Verify public website is the primary resource for all E-Verify information, but
do not hesitate to contact us via phone or email. For easy access to online resources,
we suggest that you bookmark or save the websites as ‘favorites’ so you'll have easy
access to them in the future.

E-VERIFY RESOURCES

E-Verify Public Website

www.dhs.qgov/E-Verify

General information about E-Verify

Program information and statistics

Frequently asked questions

E-Verify user manuals

E-Verify quick reference guides

Information about employee rights and employer
obligations

E-Verify Enroliment Application https://e-verify.uscis.gov/enroll

e Website for initial employer enrollment

E-Verify Access for Employers and Corporate

Administrators https://e-verify.uscis.gov/emp

e User access to E-Verify

E-Verify Access for E-Verify Employer Agents https://e-verify.uscis.qov/esp

e User access to E-Verify

E-VERIFY CONTACT INFORMATION

E-Verify Customer Support

E-Verify Customer Support is available to assist you with using E-Verify, password resets, cases and
technical support. We can also answer your questions about E-Verify policies and procedures, Form 1-9
and employment eligibility. We are available Monday through Friday, from 8 a.m. Eastern Time to 5
p.m. Pacific Time, except on federal holidays

For E-Verify Employer Agents: 888-464-4218

877-875-6028 (TTY)
E-VerifyEmployerAgent@dhs.qgov

For Clients: 888-464-4218
877-875-6028 (TTY)
E-Verify@dhs.gov

For Employees: 888-897-7781
877-875-6028 (TTY)
E-Verify@dhs.gov
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‘ E-VERIFY CONTACT INFORMATION

Department of Justice, Civil Rights Division, Office of Special Counsel for Immigration-
Related Unfair Employment Practices (OSC)

OSC is available to answer your questions about immigration-related employment
discrimination, including discrimination based on citizenship status, immigration status or
national origin in the Form |-9 and E-Verify processes.

Employer Hotline: 800-255-8155

800-362-2735 (TTY)

Employee Hotline: 800-255-7688
800-237-2515 (TTY)

Website: www.justice.gov/crt/about/osc
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APPENDIX A: ACRONYMS

‘ Acronym ‘ Definition

DHS U.S. Department of Homeland Security

DOS U.S. Department of State

FAR Federal Acquisition Regulation

FNC Final Nonconfirmation

IIRIRA Illegal Immigration Reform and Immigrant Responsibility Act

INA Immigration and Nationality Act of 1952

IRCA Immigration Reform and Control Act of 1986

MOU Memorandum of Understanding

NAICS North American Industry Classification System

OSC Office of Special Counsel for Immigration Related Unfair
Employment Practices

PDF Portable Document Format

SSA Social Security Administration

SSN Social Security number

TNC Tentative Nonconfirmation

USCIS U.S. Citizenship and Immigration Services
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APPENDIX B: GLOSSARY

A

Acceptable Documents for Verifying ldentity and Employment Eligibility
Documents designated for determining employment eligibility and identity under the
Immigration and Nationality Act (INA) are listed on Form I-9 and in the ‘Handbook
for Employers: Guidance for Completing Form 1-9 (M-274)’ found

at http://www.uscis.gov/files/form/m-274.pdf. Employees have the right to choose
which document or combination of documents to present. Any ‘List B’ document
presented to an employer participating in E-Verify must contain a photograph.

Admission Number or 1-94 Number
An 11-digit number that is found on the Arrival-Departure Record (Form 1-94 or
Form 1-94A).

Alien (Noncitizen)
An individual who is not a citizen or national of the United States.

Alien Authorized to Work

A noncitizen who is allowed to work because of his or her immigration status or a
noncitizen who is granted work authorization byU.S. Citizenship and Immigration
Services.

Alien Registration Number or Alien Number (A-number)

A unique seven-, eight- or nine-digit number assigned to a noncitizen at the time his
or her A-file is created. The nine-digit U.S. Citizenship and Immigration Services
number listed on the front of Permanent Resident Cards (Form 1-551) issued after
May 10, 2010, is the same as the Alien Registration Number. The A-number can also
be found on the back of the Permanent Resident Card.

Anti-Discrimination Notice

The anti-discrimination notice is published by the Office of Special Counsel for
Immigration-Related Unfair Employment Practices, Department of Justice (OSC), and
provides information to employees concerning discrimination in the workplace. The
E-Verify memorandum of understanding (MOU) requires participating employers to
display the notice in a prominent place that is clearly visible to prospective
employees in all languages supplied by the U.S. Department of Homeland Security
(DHS). This notice is available in the ‘Essential Resources’ section of E-Verify. For
questions about discrimination during the employment eligibility verification process,
employers may contact OSC at 800-255-8155 or 800-237-2515 (TTY) or visit OSC'’s
website at http://www.justice.gov/crt/about/osc.

Arrival/Departure Record (Form 1-94 or 1-94A)

A document issued to some noncitizens admitted to the United States. Some of these
forms are stamped to indicate work-authorized status. Form 1-94 or 1-94A contains
an 11-digit admission number that may be used as part of the initial E-Verify case if
the noncitizen employee does not have an Alien Registration Number.

B
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C

Case in Continuance

This response is given if the Social Security Administration (SSA) or the U.S.
Department of Homeland Security (DHS) needs more than 10 Federal Government
working days to provide a final case result. The employee continues to work until a
final case result is provided in E-Verify from SSA or DHS.

Case Incomplete

This response is given if the user abandons a case after the ‘Check Information’
screen or the photo matching screen appears. The user will need to continue the
case or close the case.

Case Verification Number

A uniqgue number assigned to each E-Verify case that is created when an employer
submits an initial verification. Employers participating in E-Verify are required to
record the case verification number on the employee’s Form 1-9 or to print the
screen containing the case verification number and attach it to the employee’s Form
1-9.

Client
An individual or employer that hires an E-Verify employer agent to create E-Verify
cases on its behalf.

Close Case

The step in the verification process when either a final result has been provided or
the user no longer needs to continue the verification and the case is ready to be
closed.

Company ID Number

The E-Verify company ID number consists of 4 to 6 numerical characters and is
located on the first page of the memorandum of understanding (MOU), directly below
the E-Verify logo. Program administrators may also obtain the company ID number
from the Company Information page in E-Verify under ‘Edit Company Profile.’

Corporate Administrator

Corporate administrator access is used only for managing multiple employer
accounts and does not allow corporate administrator users to create and manage
E-Verify cases.

D

DHS No Show

A response received when the employee did not contact the U.S. Department of
Homeland Security (DHS) to resolve his or her case and 10 Federal Government
working days have passed since the date of referral. The ‘DHS No Show’ result is
considered a Final Nonconfirmation.

DHS Verification in Process

A case result of ‘DHS Verification in Process’ means that the employee’s information
did not match U.S. Department of Homeland Security (DHS) records. The case is
automatically referred to DHS for further verification. DHS responds to most of these
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cases within 24 hours, but has up to 3 Federal Government working days to respond.
Employers should check E-Verify periodically for a response.

Document Type
Type of document(s) presented by a newly hired employee to verify identity and
employment eligibility.

E

Employment Authorized

This is a case result received in E-Verify when the information entered for an
employee matches records available to the Social Security Administration (SSA)
and/or the U.S. Department of Homeland Security (DHS). This case result indicates
that employment eligibility has been verified.

Employment Authorization Document (Form 1-766)

A document issued to noncitizens who are authorized to work in the United States.
The most recent version of the Employment Authorization Document (Form 1-766)
has been issued since January 1997.

Form I-9, Employment Eligibility Verification

The form employers and employees are required to complete when a new employee
is hired to perform labor or services in return for wages or other remuneration. This
requirement applies to all employees hired after November 6, 1986. For employers in
the Commonwealth of the Northern Mariana Islands (CNMI), this requirement applies
to all employees hired after Nov. 27, 2009. In the CNMI, employers had to complete
Form 1-9 CNMI for every employee hired for employment in the CNMI from
November 28, 2009 to November 27, 2011 and use the standard Form I-9 for those
hired on or after November 28, 2011.

E-Verify Employer Agent
An individual or entity that creates E-Verify cases on behalf of employers, formerly
referred to as a designated agent.

E-Verify

E-Verify is an Internet-based program which electronically confirms the employment
eligibility of newly hired employees and existing employees assigned to a covered
federal contract after Form 1-9 has been completed. This involves separate
verification checks of records available to the Social Security Administration (SSA)
and/or the U.S. Department of Homeland Security (DHS).

E-Verify Participation Notice

The E-Verify Participation Notice informs prospective employees that an employer is
participating in E-Verify. The memorandum of understanding (MOU) requires
participating employers to display the notice in a prominent place that is clearly
visible to prospective employees and all employees who are to be verified with E-
Verify.
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F

Final Nonconfirmation

If an employee’s employment eligibility cannot be verified, the employer will receive
a Final Nonconfirmation case result in E-Verify. An employer receiving an ‘SSA or
DHS Final Nonconfirmation’ response may terminate the employee and will not be
civilly or criminally liable under any law for the termination, as long as the action was
taken in good faith reliance on the information provided through E-Verify as noted in
Article A, Section Il, paragraph 8 — Responsibilities of the Employer in the
memorandum of understanding (MOU).

Further Action Notice

A notice generated from E-Verify that is to be given to an employee after his or her
E-Verify case receives an SSA or DHS Tentative Nonconfirmation (TNC). If an
employee decides to contest the TNC, he or she must contact or visit the appropriate
agency within 8 Federal Government working days with this notice to initiate
resolution of his or her E-Verify case.

G

General Users
This user type creates cases, views reports and can update his or her user profile.

H

Handbook for Employers: Guidance for Completing Form 1-9 (M-274)
Provides detailed instructions on how to complete and retain Form 1-9.

Hire Date

The hire date is the first day of employment in exchange for wages or other
remuneration, previously referred to as the date on which the employee began
employment. For the hire date in E-Verify, enter the ‘employee’s first day of
employment’ date from the ‘Certification’ in Section 2 of the employee’s Form 1-9. If
you rehired an employee within three years of the date that his or her previous Form
1-9 was completed and have completed Section 3 of Form 1-9, enter the 'Date of
Rehire' from Section 3 of the employee's Form 1-9 as the hire date in E-Verify.

Hiring Site
A hiring site is the location where your employees are hired and they complete Form

1-9. If cases are created in E-Verify at the same location, it is a verification location
AND a hiring site.

Illegal Immigration Reform and Immigrant Responsibility Act of 1996
(1IRIRA)

Public Law 104-208 enacted on September 30, 1996 required the Immigration and
Naturalization Service to conduct three types of employment authorization
verification pilot programs. The ‘basic pilot program’ was one of the three programs
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and is the only program still in existence. The ‘basic pilot program’ exists today as
E-Verify.

Immigration and Nationality Act of 1952 (INA)

Public Law 82-414 enacted on June 27, 1952 which, along with other immigration
laws, treaties and conventions of the United States, relates to the immigration,
temporary admission, naturalization and removal of noncitizens.

Immigration Reform and Control Act of 1986 (IRCA)

Public Law 99-603 enacted on November 6, 1986 sought to eliminate employment
opportunity as a key incentive for illegal migration to the United States. IRCA
mandates that all U.S. employers verify the employment eligibility and identify of all
new hires through completion of the Form 1-9. It provides remedies to employees
and sanctions against employers who knowingly hire unauthorized workers or
discriminate against employees based on citizenship or immigration status or based
on national origin.

Initial Case Result

The results displayed in E-Verify once an employee’s information has been submitted
as part of a verification case. Initial case results include ‘Employment Authorized,’
‘Tentative Nonconfirmation (TNC)’ and ‘DHS Verification in Process.’

Interim Case Status

Certain initial E-Verify results that require additional action before E-Verify can
provide a final case result. Interim case results include ‘SSA or DHS Tentative
Nonconfirmation,’ ‘Review and Update Employee Data,’ ‘DHS Verification in Process,’
‘SSA or DHS Case in Continuance.’

J
K
L

Lawful Permanent Resident
A noncitizen or alien who has been lawfully granted the privilege of residing and
working permanently in the United States.

M

Memorandum of Understanding (MOU)

A legal document describing a bilateral or multilateral agreement between/among
parties. It constitutes a legally binding contract when properly executed (i.e., signed)
by all the parties. Employers who participate in E-Verify must sign the E-Verify MOU
between the employer, the U.S. Department of Homeland Security (DHS) and the
Social Security Administration (SSA).

N

Noncitizen National of the United States
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Persons born in American Samoa, certain former citizens of the former Trust
Territory of the Pacific Islands who relinquished their U.S. citizenship acquired under
section 301 of Public Law 94-241 (establishing the Commonwealth of the Northern
Mariana Islands) by executing a declaration before an appropriate court that they
intended to be noncitizen nationals rather than U.S. citizens, and certain children of
noncitizen nationals born abroad. Generally, noncitizen nationals are American
Samoans.

@)

Office of Special Counsel (OSC)

Created by the Immigration Reform and Control Act of 1986 (IRCA), the Office of
Special Counsel for Immigration Related Unfair Employment Practices (OSC) is part
of the Civil Rights Division of the U.S. Department of Justice and enforces the anti-
discrimination provision of the Immigration and Nationality Act, 8 USC 1324b, which
prohibits discrimination in hiring and discharging based upon citizenship or
immigration status and national origin and discrimination during the employment
eligibility verification process, which includes Form 1-9 and E-Verify.

P

Passport (Foreign)

Any travel document issued by a competent authority showing the bearer’s origin,
identity and nationality, if any, which is valid for the entry of the bearer into a
foreign country.

Passport (United States)
Document issued by the U.S. Department of State to U.S. citizens and noncitizen
nationals.

Password
A unique identifier that allows registered E-Verify users access to E-Verify.

Permanent Resident or Lawful Permanent Resident
A noncitizen who has been lawfully granted the privilege of residing and working
permanently in the United States.

Permanent Resident Card (Form 1-551)

First issued by the former Immigration and Naturalization Service beginning in
December 1997 and now issued by U.S. Citizenship and Immigration Services
(USCIS), this card is the current version of the document given to permanent
residents. The document is issued either 2 years or 10 years. In the current version
of the Permanent Resident Card (Form I-551), the name of the document was
changed from Resident Alien Card to Permanent Resident Card.

Photo Matching

During the verification process, employers match the photos on certain documents
provided by employees when completing Form 1-9 with the photo that appears in
E-Verify. Photo matching is activated only when an employee provided a U.S.
Passport, Passport Card, Permanent Resident Card (Form 1-551) or an Employment
Authorization Document (Form 1-766) as his or her Form 1-9 document.
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Photo Match

The photo on the employee’s document matches the photo supplied by E-Verify. The
photo transmitted by E-Verify should be the same (identical) photo that appears on
an employee’s U.S. Department of Homeland Security (DHS) issued document.
Employers should be able to determine whether the photos match.

Photo Mismatch

The photo on the employee’s document does not match the photo supplied by
E-Verify. The photo transmitted by E-Verify should be the same (identical) photo that
appears on an employee’s U.S. Department of Homeland Security (DHS) issued
document. If the employer determines that it does not match, a ‘DHS Tentative
Nonconfirmation (TNC)’ case result is issued and the employee must be given the
opportunity to contest.

Point of Contact
An individual assigned by the employer who can be contacted about E-Verify issues.
This person does not have to be one of the two user types.

Pre-screening
The prohibited practice of creating a case in E-Verify before a job offer has been
accepted and Form 1-9 is complete.

Program Administrator
This user type creates user accounts at his or her site. This user can view reports,
create cases, update account information and unlock user accounts.

Q
R

Referral Date Confirmation

A one-page document provided to an employee who has chosen to contest an SSA or
DHS Tentative Nonconfirmation (TNC) when the case is referred in E-Verify. This
document provides the employee with the date by which he or she must visit SSA or
contact DHS.

Request Name Review

In some cases E-Verify returns a case result of ‘Employment Authorized,’ but the
name shown as authorized does not match exactly the name entered into E-Verify
from the employee’s Form 1-9. This can happen because of name variations in
records available to the U.S. Department of Homeland Security (DHS).

If the names do not match, the case must be sent to DHS for review. Taking this
step ensures that the record associated with the ‘Employment Authorized’ case result
belongs to the employee whose information was entered into E-Verify.

Review and Update Employee Data

In some instances, a case status of ‘Review and Update Employee Data’ may occur.
This means that the Social Security Administration (SSA) found a discrepancy in the
information it received in the E-Verify referral. This may occur because of
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typographical errors and/or incorrect information on Form 1-9. The Form 1-9 will
need to be reviewed with the employee, the information corrected as applicable and
then the case may be resubmitted.

S

Social Security Administration (SSA)

The federal government agency that administers a national program of contributory
social insurance. SSA and the U.S. Department of Homeland Security (DHS) jointly
manage the E-Verify program.

Social Security Administration (SSA) Referral

After an employee is advised of an ‘SSA Tentative Nonconfirmation (TNC)’ and has
signed the SSA TNC Further Action Notice, the employee is referred to SSA to
resolve the TNC.

T

Tentative Nonconfirmation (TNC)

The employee information was compared to government records and could not be
verified. This does not necessarily mean that the employee is not authorized to work,
or that the information provided was incorrect. The employee must either visit the
Social Security Administration (SSA) or contact the U.S. Department of Homeland
Security (DHS) to resolve the discrepancy and continue employment.

U

U.S. Department of State (DOS)

The federal government department that is responsible for international relations.
DOS issues U.S. Passports and Passport Cards. U.S. Passport and Passport Card
records are available to the U.S. Department of Homeland Security (DHS) for
confirmation of employment eligibility with E-Verify.

USCIS Number

A nine-digit number listed on the front of Permanent Resident Cards (Form 1-551)
issued after May 10, 2010 that is the same as the Alien number (A-number). The
A-number can also be found on the back of these Permanent Resident Cards.

User ID

The user ID is an assigned ID with letters and numbers that identifies the user of a
computer system or network. All users who create cases in E-Verify must have their
own user IDs. The user ID must be 8 characters and may be letters, numbers or a
combination of both. A user ID is not case sensitive.

V

Verification location
A verification location is where the employer’s users take the information from an
employee’s Form 1-9 and create a case in E-Verify.

W, X,Y, Z
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APPENDIX C: E-VERIFY MEMORANDUM OF
UNDERSTANDING FOR EMPLOYERS

ARTICLE 1
PURPOSE AND AUTHORITY

The parties to this agreement are the Department of Homeland Security (DHS) and the
<employer_name> (Employer). The purpose of this agreement is to set forth terms and
conditions which the Employer will follow while participating in E-Verify.

E-Verify is a program that electronically confirms an employee’s eligibility to work in the
United States after completion of Form 1-9, Employment Eligibility Verification (Form 1-9).
This Memorandum of Understanding (MOU) explains certain features of the E-Verify
program and describes specific responsibilities of the Employer, the Social Security
Administration (SSA), and DHS.

Authority for the E-Verify program is found in Title IV, Subtitle A, of the lllegal
Immigration Reform and Immigrant Responsibility Act of 1996 (IIRIRA), Pub. L. 104-208,
110 Stat. 3009, as amended (8 U.S.C. § 1324a note). The Federal Acquisition
Regulation (FAR) Subpart 22.18, “Employment Eligibility Verification” and Executive
Order 12989, as amended, provide authority for Federal contractors and subcontractors
(Federal contractor) to use E-Verify to verify the employment eligibility of certain
employees working on Federal contracts.

ARTICLE 11
RESPONSIBILITIES

A. RESPONSIBILITIES OF THE EMPLOYER

1. The Employer agrees to display the following notices supplied by DHS in a prominent
place that is clearly visible to prospective employees and all employees who are to be
verified through the system:

a. Notice of E-Verify Participation
b. Notice of Right to Work

2. The Employer agrees to provide to the SSA and DHS the names, titles, addresses,
and telephone numbers of the Employer representatives to be contacted about E-Verify.
The Employer also agrees to keep such information current by providing updated
information to SSA and DHS whenever the representatives’ contact information
changes.

3. The Employer agrees to grant E-Verify access only to current employees who need
E-Verify access. Employers must promptly terminate an employee’s E-Verify access if
the employer is separated from the company or no longer needs access to E-Verify.
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4. The Employer agrees to become familiar with and comply with the most recent
version of the E-Verify User Manual.

5. The Employer agrees that any Employer Representative who will create E-Verify
cases will complete the E-Verify Tutorial before that individual creates any cases.

a. The Employer agrees that all Employer representatives will take the refresher
tutorials when prompted by E-Verify in order to continue using E-Verify. Failure to
complete a refresher tutorial will prevent the Employer Representative from
continued use of E-Verify.

6. The Employer agrees to comply with current Form 1-9 procedures, with two
exceptions:

a. If an employee presents a "List B" identity document, the Employer agrees to
only accept "List B" documents that contain a photo. (List B documents identified in 8
C.F.R. 8 274a.2(b)(1)(B)) can be presented during the Form I-9 process to establish
identity.) If an employee objects to the photo requirement for religious reasons, the
Employer should contact E-Verify at 888-464-4218.

b. If an employee presents a DHS Form I-551 (Permanent Resident Card), Form I-
766 (Employment Authorization Document), or U.S. Passport or Passport Card to
complete Form 1-9, the Employer agrees to make a photocopy of the document and
to retain the photocopy with the employee’s Form 1-9. The Employer will use the
photocopy to verify the photo and to assist DHS with its review of photo mismatches
that employees contest. DHS may in the future designate other documents that
activate the photo screening tool.

Note: Subject only to the exceptions noted previously in this paragraph, employees still
retain the right to present any List A, or List B and List C, document(s) to complete the
Form I-9.

7. The Employer agrees to record the case verification number on the employee's Form

I-9 or to print the screen containing the case verification number and attach it to the
employee's Form 1-9.

8. The Employer agrees that, although it participates in E-Verify, the Employer has a
responsibility to complete, retain, and make available for inspection Forms 1-9 that relate
to its employees, or from other requirements of applicable regulations or laws, including
the obligation to comply with the antidiscrimination requirements of section 274B of the
INA with respect to Form [-9 procedures.

a. The following modified requirements are the only exceptions to an Employer’s
obligation to not employ unauthorized workers and comply with the anti-
discrimination provision of the INA: (1) List B identity documents must have photos,
as described in paragraph 6 above; (2) When an Employer confirms the identity and
employment eligibility of newly hired employee using E-Verify procedures, the
Employer establishes a rebuttable presumption that it has not violated section
274A(a)(1)(A) of the Immigration and Nationality Act (INA) with respect to the hiring
of that employee; (3) If the Employer receives a final nonconfirmation for an
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employee, but continues to employ that person, the Employer must notify DHS and
the Employer is subject to a civil money penalty between $550 and $1,100 for each
failure to notify DHS of continued employment following a final nonconfirmation; (4) If
the Employer continues to employ an employee after receiving a final
nonconfirmation, then the Employer is subject to a rebuttable presumption that it has
knowingly employed an unauthorized alien in violation of section 274A(a)(1)(A); and
(5) no E-Verify participant is civilly or criminally liable under any law for any action
taken in good faith based on information provided through the E-Verify.

b. DHS reserves the right to conduct Form I-9 compliance inspections, as well as
any other enforcement or compliance activity authorized by law, including site
visits, to ensure proper use of E-Verify.

9. The Employer is strictly prohibited from creating an E-Verify case before the
employee has been hired, meaning that a firm offer of employment was extended and
accepted and Form 1-9 was completed. The Employer agrees to create an E-Verify case
for new employees within three Employer business days after each employee has been
hired (after both Sections 1 and 2 of Form [-9 have been completed), and to complete as
many steps of the E-Verify process as are necessary according to the E-Verify User
Manual. If E-Verify is temporarily unavailable, the three-day time period will be extended
until it is again operational in order to accommodate the Employer's attempting, in good
faith, to make inquiries during the period of unavailability.

10. The Employer agrees not to use E-Verify for pre-employment screening of job
applicants, in support of any unlawful employment practice, or for any other use that this
MOU or the E-Verify User Manual does not authorize.

11. The Employer must use E-Verify for all new employees. The Employer will not verify
selectively and will not verify employees hired before the effective date of this MOU.
Employers who are Federal contractors may qualify for exceptions to this requirement as
described in Article I1.B of this MOU.

12. The Employer agrees to follow appropriate procedures (see Article 11l below)
regarding tentative nonconfirmations. The Employer must promptly notify employees in
private of the finding and provide them with the notice and letter containing information
specific to the employee’s E-Verify case. The Employer agrees to provide both the
English and the translated notice and letter for employees with limited English
proficiency to employees. The Employer agrees to provide written referral instructions to
employees and instruct affected employees to bring the English copy of the letter to the
SSA. The Employer must allow employees to contest the finding, and not take adverse
action against employees if they choose to contest the finding, while their case is still
pending. Further, when employees contest a tentative nonconfirmation based upon a
photo mismatch, the Employer must take additional steps (see Article IlI.B. below) to
contact DHS with information necessary to resolve the challenge.

13. The Employer agrees not to take any adverse action against an employee based
upon the employee's perceived employment eligibility status while SSA or DHS is
processing the verification request unless the Employer obtains knowledge (as defined
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in 8 C.F.R. § 274a.1(l)) that the employee is not work authorized. The Employer
understands that an initial inability of the SSA or DHS automated verification system to
verify work authorization, a tentative nonconfirmation, a case in continuance (indicating
the need for additional time for the government to resolve a case), or the finding of a
photo mismatch, does not establish, and should not be interpreted as, evidence that the
employee is not work authorized. In any of such cases, the employee must be provided
a full and fair opportunity to contest the finding, and if he or she does so, the employee
may not be terminated or suffer any adverse employment consequences based upon the
employee’s perceived employment eligibility status (including denying, reducing, or
extending work hours, delaying or preventing training, requiring an employee to work in
poorer conditions, withholding pay, refusing to assign the employee to a Federal contract
or other assignment, or otherwise assuming that he or she is unauthorized to work) until
and unless secondary verification by SSA or DHS has been completed and a final
nonconfirmation has been issued. If the employee does not choose to contest a tentative
nonconfirmation or a photo mismatch or if a secondary verification is completed and a
final nonconfirmation is issued, then the Employer can find the employee is not work
authorized and terminate the employee’s employment. Employers or employees with
guestions about a final nonconfirmation may call E-Verify at 1-888-464-4218 (customer
service) or 1-888-897-7781 (worker hotline).

14. The Employer agrees to comply with Title VII of the Civil Rights Act of 1964 and
section 274B of the INA as applicable by not discriminating unlawfully against any
individual in hiring, firing, employment eligibility verification, or recruitment or referral
practices because of his or her national origin or citizenship status, or by committing
discriminatory documentary practices. The Employer understands that such illegal
practices can include selective verification or use of E-Verify except as provided in part
D below, or discharging or refusing to hire employees because they appear or sound
“foreign” or have received tentative nonconfirmations. The Employer further understands
that any violation of the immigration-related unfair employment practices provisions in
section 274B of the INA could subject the Employer to civil penalties, back pay awards,
and other sanctions, and violations of Title VII could subject the Employer to back pay
awards, compensatory and punitive damages. Violations of either section 274B of the
INA or Title VIl may also lead to the termination of its participation in E-Verify. If the
Employer has any questions relating to the anti-discrimination provision, it should
contact OSC at 1-800-255-8155 or 1-800-237-2515 (TDD).

15. The Employer agrees that it will use the information it receives from E-Verify only to
confirm the employment eligibility of employees as authorized by this MOU. The
Employer agrees that it will safeguard this information, and means of access to it (such
as PINS and passwords), to ensure that it is not used for any other purpose and as
necessary to protect its confidentiality, including ensuring that it is not disseminated to
any person other than employees of the Employer who are authorized to perform the
Employer's responsibilities under this MOU, except for such dissemination as may be
authorized in advance by SSA or DHS for legitimate purposes.

16. The Employer agrees to notify DHS immediately in the event of a breach of personal
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information. Breaches are defined as loss of control or unauthorized access to E-Verify
personal data. All suspected or confirmed breaches should be reported by calling 1-
888-464-4218 or via email at E-Verify@dhs.gov. Please use “Privacy Incident —
Password” in the subject line of your email when sending a breach report to E-Verify.

17. The Employer acknowledges that the information it receives from SSA is governed
by the Privacy Act (5 U.S.C. 8§ 552a(i)(1) and (3)) and the Social Security Act (42 U.S.C.
1306(a)). Any person who obtains this information under false pretenses or uses it for
any purpose other than as provided for in this MOU may be subject to criminal penalties.

18. The Employer agrees to cooperate with DHS and SSA in their compliance
monitoring and evaluation of E-Verify, which includes permitting DHS, SSA, their
contractors and other agents, upon reasonable notice, to review Forms I-9 and other
employment records and to interview it and its employees regarding the Employer’s use
of E-Verify, and to respond in a prompt and accurate manner to DHS requests for
information relating to their participation in E-Verify.

19. The Employer shall not make any false or unauthorized claims or references about
its participation in E-Verify on its website, in advertising materials, or other media. The
Employer shall not describe its services as federally-approved, federally-certified, or
federally-recognized, or use language with a similar intent on its website or other
materials provided to the public. Entering into this MOU does not mean that E-Verify
endorses or authorizes your E-Verify services and any claim to that effect is false.

20. The Employer shall not state in its website or other public documents that any
language used therein has been provided or approved by DHS, USCIS or the
Verification Division, without first obtaining the prior written consent of DHS.

21. The Employer agrees that E-Verify trademarks and logos may be used only under
license by DHS/USCIS (see M-795 (Web)) and, other than pursuant to the specific terms
of such license, may not be used in any manner that might imply that the Employer’'s
services, products, websites, or publications are sponsored by, endorsed by, licensed
by, or affiliated with DHS, USCIS, or E-Verify.

22. The Employer understands that if it uses E-Verify procedures for any purpose other
than as authorized by this MOU, the Employer may be subject to appropriate legal action
and termination of its participation in E-Verify according to this MOU.

B. RESPONSIBILITIES OF FEDERAL CONTRACTORS

1. If the Employer is a Federal contractor with the FAR E-Verify clause subject to the
employment verification terms in Subpart 22.18 of the FAR, it will become familiar with
and comply with the most current version of the E-Verify User Manual for Federal
Contractors as well as the E-Verify Supplemental Guide for Federal Contractors.

2. In addition to the responsibilities of every employer outlined in this MOU, the
Employer understands that if it is a Federal contractor subject to the employment
verification terms in Subpart 22.18 of the FAR it must verify the employment eligibility of
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any “employee assigned to the contract” (as defined in FAR 22.1801). Once an
employee has been verified through E-Verify by the Employer, the Employer may not
create a second case for the employee through E-Verify.

a. An Employer that is not enrolled in E-Verify as a Federal contractor at the time of
a contract award must enroll as a Federal contractor in the E-Verify program within
30 calendar days of contract award and, within 90 days of enrollment, begin to verify
employment eligibility of new hires using E-Verify. The Employer must verify those
employees who are working in the United States, whether or not they are assigned to
the contract. Once the Employer begins verifying new hires, such verification of new
hires must be initiated within three business days after the hire date. Once enrolled
in E-Verify as a Federal contractor, the Employer must begin verification of
employees assigned to the contract within 90 calendar days after the date of
enrollment or within 30 days of an employee’s assignment to the contract, whichever
date is later.

b. Employers enrolled in E-Verify as a Federal contractor for 90 days or more at the
time of a contract award must use E-Verify to begin verification of employment
eligibility for new hires of the Employer who are working in the United States,
whether or not assigned to the contract, within three business days after the date of
hire. If the Employer is enrolled in E-Verify as a Federal contractor for 90 calendar
days or less at the time of contract award, the Employer must, within 90 days of
enrollment, begin to use E-Verify to initiate verification of new hires of the contractor
who are working in the United States, whether or not assigned to the contract. Such
verification of new hires must be initiated within three business days after the date of
hire. An Employer enrolled as a Federal contractor in E-Verify must begin verification
of each employee assigned to the contract within 90 calendar days after date of
contract award or within 30 days after assignment to the contract, whichever is later.

c. Federal contractors that are institutions of higher education (as defined at 20
U.S.C. 1001(a)), state or local governments, governments of Federally recognized
Indian tribes, or sureties performing under a takeover agreement entered into with a
Federal agency under a performance bond may choose to only verify new and
existing employees assigned to the Federal contract. Such Federal contractors may,
however, elect to verify all new hires, and/or all existing employees hired after
November 6, 1986. Employers in this category must begin verification of employees
assigned to the contract within 90 calendar days after the date of enrollment or within
30 days of an employee’s assignment to the contract, whichever date is later.

d. Upon enrollment, Employers who are Federal contractors may elect to verify
employment eligibility of all existing employees working in the United States who
were hired after November 6, 1986, instead of verifying only those employees
assigned to a covered Federal contract. After enrollment, Employers must elect to
verify existing staff following DHS procedures and begin E-Verify verification of all
existing employees within 180 days after the election.

e. The Employer may use a previously completed Form 1-9 as the basis for creating
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an E-Verify case for an employee assigned to a contract as long as:

i. That Form I-9 is complete (including the SSN) and complies with Article
IILA.6,

ii. The employee’s work authorization has not expired, and

iii. The Employer has reviewed the Form I-9 information either in person or
in communications with the employee to ensure that the employee’s
Section 1, Form I-9 attestation has not changed (including, but not limited
to, a lawful permanent resident alien having become a naturalized U.S.
citizen).

f.  The Employer shall complete a new Form I-9 consistent with Article II.A.6 or
update the previous Form 1-9 to provide the necessary information if:

i. The Employer cannot determine that Form 1-9 complies with Article II.A.6,

ii. The employee’s basis for work authorization as attested in Section 1 has
expired or changed, or

iii. The Form I-9 contains no SSN or is otherwise incomplete.

Note: If Section 1 of Form 1-9 is otherwise valid and up-to-date and the form otherwise
complies with Article 11.C.5, but reflects documentation (such as a U.S. passport or Form
[-551) that expired after completing Form 1-9, the Employer shall not require the
production of additional documentation, or use the photo screening tool described in
Article 11.A.5, subject to any additional or superseding instructions that may be provided
on this subject in the E-Verify User Manual.

g. The Employer agrees not to require a second verification using E-Verify of any
assigned employee who has previously been verified as a newly hired employee
under this MOU or to authorize verification of any existing employee by any
Employer that is not a Federal contractor based on this Article.

3. The Employer understands that if it is a Federal contractor, its compliance with this
MOU is a performance requirement under the terms of the Federal contract or
subcontract, and the Employer consents to the release of information relating to
compliance with its verification responsibilities under this MOU to contracting officers or
other officials authorized to review the Employer's compliance with Federal contracting
reguirements.

C. RESPONSIBILITIES OF SSA

1. SSA agrees to allow DHS to compare data provided by the Employer against SSA's
database. SSA sends DHS confirmation that the data sent either matches or does not
match the information in SSA’s database.

2. SSA agrees to safeguard the information the Employer provides through E-Verify
procedures. SSA also agrees to limit access to such information, as is appropriate by
law, to individuals responsible for the verification of Social Security numbers or
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responsible for evaluation of E-Verify or such other persons or entities who may be
authorized by SSA as governed by the Privacy Act (5 U.S.C. § 552a), the Social Security
Act (42 U.S.C. 1306(a)), and SSA regulations (20 CFR Part 401).

3. SSA agrees to provide case results from its database within three Federal
Government work days of the initial inquiry. E-Verify provides the information to the
Employer.

4. SSA agrees to update SSA records as necessary if the employee who contests the
SSA tentative nonconfirmation visits an SSA field office and provides the required
evidence. If the employee visits an SSA field office within the eight Federal Government
work days from the date of referral to SSA, SSA agrees to update SSA records, if
appropriate, within the eight-day period unless SSA determines that more than eight
days may be necessary. In such cases, SSA will provide additional instructions to the
employee. If the employee does not visit SSA in the time allowed, E-Verify may provide
a final nonconfirmation to the employer.

Note: If an Employer experiences technical problems, or has a policy question, the
employer should contact E-Verify at 1-888-464-4218.

D. RESPONSIBILITIES OF DHS

1. DHS agrees to provide the Employer with selected data from DHS databases to
enable the Employer to conduct, to the extent authorized by this MOU:

a. Automated verification checks on alien employees by electronic means, and
b. Photo verification checks (when available) on employees.

2. DHS agrees to assist the Employer with operational problems associated with the
Employer's participation in E-Verify. DHS agrees to provide the Employer names, titles,
addresses, and telephone numbers of DHS representatives to be contacted during the
E-Verify process.

3. DHS agrees to provide to the Employer with access to E-Verify training materials as
well as an E-Verify User Manual that contain instructions on E-Verify policies,
procedures, and requirements for both SSA and DHS, including restrictions on the use
of E-Verify.

4. DHS agrees to train Employers on all important changes made to E-Verify through
the use of mandatory refresher tutorials and updates to the E-Verify User Manual. Even
without changes to E-Verify, DHS reserves the right to require employers to take
mandatory refresher tutorials.

5. DHS agrees to provide to the Employer a notice, which indicates the Employer's
participation in E-Verify. DHS also agrees to provide to the Employer anti-discrimination
notices issued by the Office of Special Counsel for Immigration-Related Unfair
Employment Practices (OSC), Civil Rights Division, U.S. Department of Justice.

6. DHS agrees to issue each of the Employer’'s E-Verify users a unique user
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identification number and password that permits them to log in to E-Verify.

7. DHS agrees to safeguard the information the Employer provides, and to limit access
to such information to individuals responsible for the verification process, for evaluation
of E-Verify, or to such other persons or entities as may be authorized by applicable law.
Information will be used only to verify the accuracy of Social Security numbers and
employment eligibility, to enforce the INA and Federal criminal laws, and to administer
Federal contracting requirements.

8. DHS agrees to provide a means of automated verification that provides (in
conjunction with SSA verification procedures) confirmation or tentative nonconfirmation
of employees' employment eligibility within three Federal Government work days of the
initial inquiry.

9. DHS agrees to provide a means of secondary verification (including updating DHS
records) for employees who contest DHS tentative nonconfirmations and photo
mismatch tentative nonconfirmations. This provides final confirmation or nonconfirmation
of the employees' employment eligibility within 10 Federal Government work days of the
date of referral to DHS, unless DHS determines that more than 10 days may be
necessary. In such cases, DHS will provide additional verification instructions.

ARTICLE 111
REFERRAL OF INDIVIDUALS TO SSA AND DHS

A. REFERRAL TO SSA

1. If the Employer receives a tentative nonconfirmation issued by SSA, the Employer
must print the notice as directed by E-Verify. The Employer must promptly notify
employees in private of the finding and provide them with the notice and letter containing
information specific to the employee’s E-Verify case. The Employer also agrees to
provide both the English and the translated notice and letter for employees with limited
English proficiency to employees. The Employer agrees to provide written referral
instructions to employees and instruct affected employees to bring the English copy of
the letter to the SSA. The Employer must allow employees to contest the finding, and
not take adverse action against employees if they choose to contest the finding, while
their case is still pending.

2. The Employer agrees to obtain the employee’s response about whether he or she will
contest the tentative nonconfirmation as soon as possible after the Employer receives
the tentative nonconfirmation. Only the employee may determine whether he or she will
contest the tentative nonconfirmation.

3. After a tentative nonconfirmation, the Employer will refer employees to SSA field
offices only as directed by E-Verify. The Employer must record the case verification
number, review the employee information submitted to E-Verify to identify any errors,
and find out whether the employee contests the tentative nonconfirmation. The Employer
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will transmit the Social Security number, or any other corrected employee information
that SSA requests, to SSA for verification again if this review indicates a need to do so.

4. The Employer will instruct the employee to visit an SSA office within eight Federal
Government work days. SSA will electronically transmit the result of the referral to the
Employer within 10 Federal Government work days of the referral unless it determines
that more than 10 days is necessary.

5. While waiting for case results, the Employer agrees to check the E-Verify system
regularly for case updates.

6. The Employer agrees not to ask the employee to obtain a printout from the Social
Security Administration number database (the Numident) or other written verification of
the SSN from the SSA.

B. REFERRAL TO DHS

1. If the Employer receives a tentative nonconfirmation issued by DHS, the Employer
must promptly notify employees in private of the finding and provide them with the notice
and letter containing information specific to the employee’s E-Verify case. The Employer
also agrees to provide both the English and the translated notice and letter for
employees with limited English proficiency to employees. The Employer must allow
employees to contest the finding, and not take adverse action against employees if they
choose to contest the finding, while their case is still pending.

2. The Employer agrees to obtain the employee’s response about whether he or she will
contest the tentative nonconfirmation as soon as possible after the Employer receives
the tentative nonconfirmation. Only the employee may determine whether he or she will
contest the tentative nonconfirmation.

3. The Employer agrees to refer individuals to DHS only when the employee chooses to
contest a tentative nonconfirmation.

4. If the employee contests a tentative nonconfirmation issued by DHS, the Employer
will instruct the employee to contact DHS through its toll-free hotline (as found on the
referral letter) within eight Federal Government work days.

5. If the Employer finds a photo mismatch, the Employer must provide the photo
mismatch tentative nonconfirmation notice and follow the instructions outlined in
paragraph 1 of this section for tentative nonconfirmations, generally.

6. The Employer agrees that if an employee contests a tentative honconfirmation based
upon a photo mismatch, the Employer will send a copy of the employee’s Form 1-551,
Form 1-766, U.S. Passport, or passport card to DHS for review by:

a. Scanning and uploading the document, or

b. Sending a photocopy of the document by express mail (furnished and paid for by
the employer).

7. The Employer understands that if it cannot determine whether there is a photo
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match/mismatch, the Employer must forward the employee’s documentation to DHS as
described in the preceding paragraph. The Employer agrees to resolve the case as
specified by the DHS representative who will determine the photo match or mismatch.

8. DHS will electronically transmit the result of the referral to the Employer within 10
Federal Government work days of the referral unless it determines that more than 10
days is necessary.

9. While waiting for case results, the Employer agrees to check the E-Verify system
regularly for case updates.

ARTICLE 1V
SERVICE PROVISIONS

A. NO SERVICE FEES

1. SSA and DHS will not charge the Employer for verification services performed under
this MOU. The Employer is responsible for providing equipment needed to make
inquiries. To access E-Verify, an Employer will need a personal computer with Internet
access.

ARTICLE V
MODIFICATION AND TERMINATION

A. MODIFICATION

1. This MOU is effective upon the signature of all parties and shall continue in effect for
as long as the SSA and DHS operates the E-Verify program unless modified in writing
by the mutual consent of all parties.

2. Any and all E-Verify system enhancements by DHS or SSA, including but not limited
to E-Verify checking against additional data sources and instituting new verification
policies or procedures, will be covered under this MOU and will not cause the need for a
supplemental MOU that outlines these changes.

B. TERMINATION

1. The Employer may terminate this MOU and its participation in E-Verify at any time
upon 30 days prior written notice to the other parties.

2. Notwithstanding Article V, part A of this MOU, DHS may terminate this MOU, and
thereby the Employer’s participation in E-Verify, with or without notice at any time if
deemed necessary because of the requirements of law or policy, or upon a
determination by SSA or DHS that there has been a breach of system integrity or
security by the Employer, or a failure on the part of the Employer to comply with
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established E-Verify procedures and/or legal requirements. The Employer understands
that if it is a Federal contractor, termination of this MOU by any party for any reason may
negatively affect the performance of its contractual responsibilities. Similarly, the
Employer understands that if it is in a state where E-Verify is mandatory, termination of
this by any party MOU may negatively affect the Employer’s business.

3. An Employer that is a Federal contractor may terminate this MOU when the Federal
contract that requires its participation in E-Verify is terminated or completed. In such
cases, the Federal contractor must provide written notice to DHS. If an Employer that is
a Federal contractor fails to provide such notice, then that Employer will remain an E-
Verify participant, will remain bound by the terms of this MOU that apply to non-Federal
contractor participants, and will be required to use the E-Verify procedures to verify the
employment eligibility of all newly hired employees.

4. The Employer agrees that E-Verify is not liable for any losses, financial or otherwise, if
the Employer is terminated from E-Verify.

ARTICLE VI
PARTIES

A. Some or all SSA and DHS responsibilities under this MOU may be performed by
contractor(s), and SSA and DHS may adjust verification responsibilities between each
other as necessary. By separate agreement with DHS, SSA has agreed to perform its
responsibilities as described in this MOU.

B. Nothing in this MOU is intended, or should be construed, to create any right or
benefit, substantive or procedural, enforceable at law by any third party against the
United States, its agencies, officers, or employees, or against the Employer, its agents,
officers, or employees.

C. The Employer may not assign, directly or indirectly, whether by operation of law,
change of control or merger, all or any part of its rights or obligations under this MOU
without the prior written consent of DHS, which consent shall not be unreasonably
withheld or delayed. Any attempt to sublicense, assign, or transfer any of the rights,
duties, or obligations herein is void.

D. Each party shall be solely responsible for defending any claim or action against it
arising out of or related to E-Verify or this MOU, whether civil or criminal, and for any
liability wherefrom, including (but not limited to) any dispute between the Employer and
any other person or entity regarding the applicability of Section 403(d) of IIRIRA to any
action taken or allegedly taken by the Employer.

E. The Employer understands that its participation in E-Verify is not confidential
information and may be disclosed as authorized or required by law and DHS or SSA
policy, including but not limited to, Congressional oversight, E-Verify publicity and media
inquiries, determinations of compliance with Federal contractual requirements, and
responses to inquiries under the Freedom of Information Act (FOIA).
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F. The individuals whose signatures appear below represent that they are authorized to
enter into this MOU on behalf of the Employer and DHS respectively. The Employer
understands that any inaccurate statement, representation, data or other information
provided to DHS may subject the Employer, its subcontractors, its employees, or its
representatives to: (1) prosecution for false statements pursuant to 18 U.S.C. 1001
and/or; (2) immediate termination of its MOU and/or; (3) possible debarment or
suspension.

G. The foregoing constitutes the full agreement on this subject between DHS and the
Employer.

To be accepted as an E-Verify participant, you should only sign the Employer’s
Section of the signature page. If you have any questions, contact E-Verify at 1-
888-464-4218.

Approved by:

E-Verify Employer Agent Employer

Name (Please Type or Print) Title

Signature Date

Department of Homeland Security — Verification Division

Name (Please Type or Print) Title

Signature Date

Information Required for the E-Verify Program

Information relating to your Company:

Company Name
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Information Required for the E-Verify Program

Information relating to your Company:

Company Facility Address

Company Alternate Address

County or Parish

Employer Identification Number

North American Industry
Classification Systems Code

Parent Company

Number of Employees

Number of Sites Verified for

Are you verifying for more than 1 site? If yes, please provide the number of sites
verified for in each State:
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Information relating to the Program Administrator(s) for your Company on policy
questions or operational problems:
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APPENDIX D: E-VERIFY MEMORANDUM OF
UNDERSTANDING FOR WEB SERVICES
EMPLOYERS

ARTICLE 1
PURPOSE AND AUTHORITY

The parties to this Agreement are the Department of Homeland Security (DHS) and
<employer_name> (Web Services Employer). The purpose of this agreement is to set
forth terms and conditions which the Web Services Employer will follow while
participating in E-Verify.

A Web Services Employer is an Employer who verifies employment authorization for its
newly hired employees using a Web Services interface.

E-Verify is a program that electronically confirms a newly hired employee’s authorization
to work in the United States after completion of the Form 1-9, Employment Eligibility
Verification (Form 1-9). This MOU explains certain features of the E-Verify program and
describes specific responsibilities of the Web Services Employer, DHS, and the Social
Security Administration (SSA).

For purposes of this MOU, the “E-Verify browser” refers to the website that provides
direct access to the E-Verify system: https://e-verify.uscis.gov/emp/. You may access
E-Verify directly free of charge via the E-Verify browser.

Authority for the E-Verify program is found in Title IV, Subtitle A, of the Illegal
Immigration Reform and Immigrant Responsibility Act of 1996 (IIRIRA), Pub. L. 104-208,
110 Stat. 3009, as amended (8 U.S.C. § 1324a note). The Federal Acquisition
Regulation (FAR) Subpart 22.18, “Employment Eligibility Verification” and Executive
Order 12989, as amended, provide authority for Federal contractors and subcontractors
(Federal contractor) to use E-Verify to verify the employment eligibility of certain
employees working on Federal contracts.

Before accessing E-Verify using Web Services access, the Web Services Employer
must meet certain technical requirements. This will require the investment of significant
amounts of resources and time. If the Web Services Employer is required to use E-
Verify prior to completion and acceptance of its Web Services interface, then it must use
the E-Verify browser until it is able to use its Web Services interface. The Web Services
Employer must also maintain ongoing technical compatibility with

E-Verify.

DHS accepts no liability relating to the Web Services Employer’'s development or
maintenance of any Web Services access system.
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ARTICLE 11
RESPONSIBILITIES

A. RESPONSIBILITIES OF THE WEB SERVICES EMPLOYER

1. By enrolling in E-Verify and signing the applicable MOU, the Web Services Employer
asserts that it is a legitimate company which intends to use E-Verify for legitimate
purposes only and in accordance with the laws, regulations, and DHS policies and
procedures relating to the use of E-Verify.

2. The Web Services Employer agrees to display the following notices supplied by DHS
in a prominent place that is clearly visible to prospective employees and all employees
who are to be verified through the system:

a. Notice of E-Verify Participation
b. Notice of Right to Work

3. The Web Services Employer agrees to provide to the SSA and DHS the names,
titles, addresses, and telephone numbers of the Web Services Employer representatives
to be contacted about E-Verify. The Web Services Employer also agrees to keep such
information current by providing updated information to SSA and DHS whenever the
representatives’ contact information changes.

4. The Web Services Employer agrees to grant E-Verify access only to current
employees who need E-Verify access. Web Services Employers must promptly
terminate an employee’s E-Verify access if the employer is separated from the company
or no longer needs access to E-Verify.

5. The Web Services Employer agrees to become familiar with and comply with the
most recent version of the E-Verify User Manual. The Web Services Employer will
ensure that outdated manuals are promptly replaced with the new version of the E-Verify
User Manual when it becomes available.

6. The Web Services Employer agrees that any person accessing E-Verify on its behalf
is trained on the most recent E-Verify policy and procedures.

7. The Web Services Employer agrees that any of its representatives who will create E-
Verify cases will complete the E-Verify Tutorial before creating any cases.

a. The Web Services Employer agrees that all of its representatives will take the
refresher tutorials when prompted by E-Verify in order to continue using E-Verify.
Failure to complete a refresher tutorial will prevent the Employer Representative from
continued use of E-Verify.

8. The Web Services E-Verify Employer Agent agrees to obtain the necessary
equipment to use

E- Verify as required by the E-Verify rules and regulations as modified from time to time.

9. The Web Services E-Verify Employer Agent agrees to, consistent with applicable
laws, regulations, and policies, commit sufficient personnel and resources to meet the
requirements of this MOU.
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10. The Web Services Employer agrees to comply with current Form 1-9 procedures,
with two exceptions:

a. If an employee presents a "List B" identity document, the Web Services
Employer agrees to only accept "List B" documents that contain a photo. (List B
documents identified in 8 C.F.R. § 274a.2(b)(1)(B)) can be presented during the
Form 1-9 process to establish identity.) If an employee objects to the photo
requirement for religious reasons, the Web Services Employer should contact E-
Verify at 888-464-4218.

b. If an employee presents a DHS Form I-551 (Permanent Resident Card), Form I-
766 (Employment Authorization Document), or U.S. Passport or Passport Card to
complete Form 1-9, the Web Services Employer agrees to make a photocopy of the
document and to retain the photocopy with the employee’s Form 1-9. The Web
Services Employer will use the photocopy to verify the photo and to assist DHS with
its review of photo mismatches that employees contest. DHS may in the future
designate other documents that activate the photo screening tool.

Note: Subject only to the exceptions noted previously in this paragraph, employees still
retain the right to present any List A, or List B and List C, document(s) to complete the
Form 1-9.

11. The Web Services Employer agrees to record the case verification number on the
employee's Form 1-9 or to print the screen containing the case verification number and
attach it to the employee's Form [-9.

12. The Web Services Employer agrees that, although it participates in E-Verify, the
Web Services Employer has a responsibility to complete, retain, and make available for
inspection Forms -9 that relate to its employees, or from other requirements of
applicable regulations or laws, including the obligation to comply with the
antidiscrimination requirements of section 274B of the INA with respect to Form 1-9
procedures.

a. The following modified requirements are the only exceptions to a Web Services
Employer’s obligation to not employ unauthorized workers and comply with the anti-
discrimination provision of the INA: (1) List B identity documents must have photos,
as described in paragraph 6 above; (2) When a Web Services Employer confirms the
identity and employment eligibility of newly hired employee using E-Verify
procedures, it establishes a rebuttable presumption that it has not violated section
274A(a)(1)(A) of the Immigration and Nationality Act (INA) with respect to the hiring
of that employee; (3) If the Web Services Employer receives a final nonconfirmation
for an employee, but continues to employ that person, the Web Services Employer
must notify DHS and the Web Services Employer is subject to a civil money penalty
between $550 and $1,100 for each failure to notify DHS of continued employment
following a final nonconfirmation; (4) If the Web Services Employer continues to
employ an employee after receiving a final nonconfirmation, then the Web Services
Employer is subject to a rebuttable presumption that it has knowingly employed an
unauthorized alien in violation of section 274A(a)(1)(A); and (5) no E-Verify
participant is civilly or criminally liable under any law for any action taken in good
faith based on information provided through the E-Verify.

b. DHS reserves the right to conduct Form 1-9 compliance inspections, as well as any
other enforcement or compliance activity authorized by law, including site visits, to
ensure proper use of E-Verify.
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13. The Web Services Employer is strictly prohibited from creating an E-Verify case
before the employee has been hired, meaning that a firm offer of employment was
extended and accepted and Form |-9 was completed. The Employer agrees to create
an E-Verify case for new employees within three Employer business days after each
employee has been hired (after both Sections 1 and 2 of Form 1-9 have been
completed), and to complete as many steps of the E-Verify process as are necessary
according to the E-Verify User Manual. If E-Verify is temporarily unavailable, the three-
day time period will be extended until it is again operational in order to accommodate the
Employer's attempting, in good faith, to make inquiries during the period of unavailability.
If, however, the Web Services interface is unavailable due to no fault of E-Verify, then
the three day time period is not extended. In such a case, the Web Services Employer
must use the E-Verify browser during the outage.

14. The Web Services Employer agrees not to use E-Verify for pre-employment
screening of job applicants, in support of any unlawful employment practice, or for any
other use that this MOU or the E-Verify User Manual does not authorize.

15. The Web Services Employer must use E-Verify for all new employees. The Web
Services Employer will not verify selectively and will not verify employees hired before
the effective date of this MOU. Employers who are Federal contractors may qualify for
exceptions to this requirement as described in Article I1.B of this MOU.

16. The Web Services Employer agrees to follow appropriate procedures (see Article Il
below) regarding tentative nonconfirmations. The Web Services Employer must
promptly notify employees in private of the finding and provide them with the notice and
letter containing information specific to the employee’s E-Verify case. The Web
Services Employer agrees to provide both the English and the translated notice and
letter for employees with limited English proficiency to employees. The Web Services
Employer agrees to provide written referral instructions to employees and instruct
affected employees to bring the English copy of the letter to the SSA. The Web Services
Employer must allow employees to contest the finding, and not take adverse action
against employees if they choose to contest the finding, while their case is still pending.
Further, when employees contest a tentative nonconfirmation based upon a photo
mismatch, the Employer must take additional steps (see Article Il1l.B below) to contact
DHS with information necessary to resolve the challenge.

17. The Web Services Employer agrees not to take any adverse action against an
employee based upon the employee's perceived employment eligibility status while SSA
or DHS is processing the verification request unless the Employer obtains knowledge
(as defined in 8 C.F.R. § 274a.1(l)) that the employee is not work authorized. The Web
Services Employer understands that an initial inability of the SSA or DHS automated
verification system to verify work authorization, a tentative nonconfirmation, a case in
continuance (indicating the need for additional time for the government to resolve a
case), or the finding of a photo mismatch, does not establish, and should not be
interpreted as, evidence that the employee is not work authorized. In any of such cases,
the employee must be provided a full and fair opportunity to contest the finding, and if he
or she does so, the employee may not be terminated or suffer any adverse employment
consequences based upon the employee’s perceived employment eligibility status
(including denying, reducing, or extending work hours, delaying or preventing training,
requiring an employee to work in poorer conditions, withholding pay, refusing to assign
the employee to a Federal contract or other assignment, or otherwise assuming that he
or she is unauthorized to work) until and unless secondary verification by SSA or DHS
has been completed and a final nonconfirmation has been issued. If the employee does
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not choose to contest a tentative nonconfirmation or a photo mismatch or if a secondary
verification is completed and a final nonconfirmation is issued, then the Web Services
Employer can find the employee is not work authorized and terminate the employee’s
employment. Employers or employees with questions about a final honconfirmation may
call E-Verify at 1-888-464-4218 (customer service) or 1-888-897-7781 (worker hotline).

18. The Web Services Employer agrees to comply with Title VII of the Civil Rights Act of
1964 and section 274B of the INA as applicable by not discriminating unlawfully against
any individual in hiring, firing, employment eligibility verification, or recruitment or referral
practices because of his or her national origin or citizenship status, or by committing
discriminatory documentary practices. The Web Services Employer understands that
such illegal practices can include selective verification or use of E-Verify except as
provided in part D below, or discharging or refusing to hire employees because they
appear or sound “foreign” or have received tentative nonconfirmations. The Web
Services Employer further understands that any violation of the immigration-related
unfair employment practices provisions in section 274B of the INA could subject the Web
Services Employer to civil penalties, back pay awards, and other sanctions, and
violations of Title VII could subject the Web Services Employer to back pay awards,
compensatory and punitive damages. Violations of either section 274B of the INA or Title
VII may also lead to the termination of its participation in E-Verify. If the Web Services
Employer has any questions relating to the anti-discrimination provision, it should
contact OSC at 1-800-255-8155 or 1-800-237-2515 (TDD).

19. The Web Services Employer agrees that it will use the information it receives from
E-Verify only to confirm the employment eligibility of employees as authorized by this
MOU. The Web Services Employer agrees that it will safeguard this information, and
means of access to it (such as PINS and passwords), to ensure that it is not used for
any other purpose and as necessary to protect its confidentiality, including ensuring that
it is not disseminated to any person other than employees of the Web Services
Employer who are authorized to perform the Web Services Employer's responsibilities
under this MOU, except for such dissemination as may be authorized in advance by
SSA or DHS for legitimate purposes.

20. The Web Services Employer agrees to notify DHS immediately in the event of a
breach of personal information. Breaches are defined as loss of control or unauthorized
access to E-Verify personal data. All suspected or confirmed breaches should be
reported by calling 1-888-464-4218 or via email at E-Verify@dhs.gov. Please use
“Privacy Incident — Password” in the subject line of your email when sending a breach
report to E-Verify.

21. The Web Services Employer acknowledges that the information it receives from
SSA is governed by the Privacy Act (5 U.S.C. 8§ 552a(i)(1) and (3)) and the Social
Security Act (42 U.S.C. 1306(a)). Any person who obtains this information under false
pretenses or uses it for any purpose other than as provided for in this MOU may be
subject to criminal penalties.

22. The Web Services Employer agrees to cooperate with DHS and SSA in their
compliance monitoring and evaluation of E-Verify, which includes permitting DHS, SSA,
their contractors and other agents, upon reasonable notice, to review Forms 1-9 and
other employment records and to interview it and its employees regarding the
Employer’s use of E-Verify, and to respond in a prompt and accurate manner to DHS
requests for information relating to their participation in E-Verify.
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a. The Web Services Employer agrees to cooperate with DHS if DHS requests
information about the Web Services Employer’s interface, including requests by DHS
to view the actual interface operated by the Web Services Employer as well as
related business documents. The Web Services Employer agrees to demonstrate
for DHS the functionality of its interface to E-Verify upon request.

23. The Web Services Employer shall not make any false or unauthorized claims or
references about its participation in E-Verify on its website, in advertising materials, or
other media. The Employer shall not describe its services as federally-approved,
federally-certified, or federally-recognized, or use language with a similar intent on its
website or other materials provided to the public. Entering into this MOU does not mean
that E-Verify endorses or authorizes your E-Verify services and any claim to that effect is
false.

24. The Web Services Employer shall not state in its website or other public documents
that any language used therein has been provided or approved by DHS, USCIS or the
Verification Division, without first obtaining the prior written consent of DHS.

25. The Web Services Employer agrees that E-Verify trademarks and logos may be
used only under license by DHS/USCIS (see M-795 (Web)) and, other than pursuant to
the specific terms of such license, may not be used in any manner that might imply that
the Employer’s services, products, websites, or publications are sponsored by, endorsed
by, licensed by, or affiliated with DHS, USCIS, or E-Verify.

26. The Web Services Employer agrees to complete its Web Services interface no later
than six months after the date the Web Services Employer signs this MOU. E-Verify
considers the interface to be complete once it has been built pursuant to the Interface
Control Agreement (ICA), submitted to E-Verify for testing, and approved for system
access.

27. The Web Services Employer agrees to perform sufficient maintenance on the Web
Services interface in accordance with the requirements listed in the ICA. These
requirements include, but are not limited to, updating the Web Services interface to
ensure that any updates or enhancements are incorporated no later than six months
after the issuance of an ICA. Web Services Employers should be aware that this will
require the investment of time and resources. Compliance with the requirements of the
ICA must be carried out to the satisfaction of DHS and or its assignees.

28. The Web Services Employer agrees that any system or interface it develops will
follow the steps for creating E-Verify cases and processing tentative nonconfirmations,
as laid out in the ICA, this MOU and the User Manual, including but not limited to
allowing an employer to close an invalid case where appropriate, allowing an employer
to refer a tentative nonconfirmation only when an employee chooses to contest a
tentative nonconfirmation (no automatic referrals), and referring a tentative
nonconfirmation to the appropriate agency at the time the employer prints the referral
letter and provides the letter to the employee. The Web Services Employer understands
that any failure to make its system or interface consistent with proper E-Verify
procedures can result in DHS terminating the Web Services Employer’s agreement and
access.

29. The Web Services Employer understands that if it uses E-Verify procedures for any
purpose other than as authorized by this MOU, the Web Services Employer may be
subject to appropriate legal action and termination of its participation in E-Verify
according to this MOU.
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B. EMPLOYERS THAT ARE FEDERAL CONTRACTORS WITH THE
FAR E-VERIFY CLAUSE

NOTE: If you do not have any Federal contracts at this time, this section does not apply
to your company. In the future, if you are awarded a Federal contract that contains the
FAR E-Verify clause, then you must comply with each provision in this Section. See 48
C.F.R. 52.222.54 for the text of the FAR E-Verify clause and the E-Verify Supplemental
Guide for Federal Contractors for complete information.

1. If the Web Services Employer is a Federal contractor with the FAR E-Verify clause
subject to the employment verification terms in Subpart 22.18 of the FAR, it will become
familiar with and comply with the most current version of the E-Verify User Manual for
Federal Contractors as well as the E-Verify Supplemental Guide for Federal Contractors.

2. In addition to the responsibilities of every employer outlined in this MOU, the Web
Services Employer understands that if it is a Federal contractor subject to the
employment verification terms in Subpart 22.18 of the FAR it must verify the employment
eligibility of any “employee assigned to the contract” (as defined in FAR 22.1801). Once
an employee has been verified through E-Verify by the Web Services Employer, the
Employer may not create a second case for the employee through E-Verify.

a. AWeb Services Employer that is not enrolled in E-Verify as a Federal contractor
at the time of a contract award must enroll as a Federal contractor in the E-Verify
program within 30 calendar days of contract award and, within 90 days of enroliment,
begin to verify employment eligibility of new hires using E-Verify. The Web Services
Employer must verify those employees who are working in the United States,
whether or not they are assigned to the contract. Once the Web Services Employer
begins verifying new hires, such verification of new hires must be initiated within
three business days after the hire date. Once enrolled in E-Verify as a Federal
contractor, the Web Services Employer must begin verification of employees
assigned to the contract within 90 calendar days after the date of enroliment or within
30 days of an employee’s assignment to the contract, whichever date is later.

b. Web Services Employers enrolled in E-Verify as a Federal contractor for 90 days
or more at the time of a contract award must use E-Verify to begin verification of
employment eligibility for new hires of the Employer who are working in the United
States, whether or not assigned to the contract, within three business days after the
date of hire. If the Web Services Employer is enrolled in E-Verify as a Federal
contractor for 90 calendar days or less at the time of contract award, the Web
Services Employer must, within 90 days of enrollment, begin to use E-Verify to
initiate verification of new hires of the contractor who are working in the United
States, whether or not assigned to the contract. Such verification of new hires must
be initiated within three business days after the date of hire. A Web Services
Employer enrolled as a Federal contractor in E-Verify must begin verification of each
employee assigned to the contract within 90 calendar days after date of contract
award or within 30 days after assignment to the contract, whichever is later.

c. Federal contractors that are institutions of higher education (as defined at 20
U.S.C. 1001(a)), state or local governments, governments of Federally recognized
Indian tribes, or sureties performing under a takeover agreement entered into with a
Federal agency under a performance bond may choose to only verify new and
existing employees assigned to the Federal contract. Such Federal contractors may,
however, elect to verify all new hires, and/or all existing employees hired after
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November 6, 1986. Web Services Employers in this category must begin verification
of employees assigned to the contract within 90 calendar days after the date of
enrollment or within 30 days of an employee’s assignment to the contract, whichever
date is later.

d. Upon enrollment, Web Services Employers who are Federal contractors may
elect to verify employment eligibility of all existing employees working in the United
States who were hired after November 6, 1986, instead of verifying only those
employees assigned to a covered Federal contract. After enrollment, Web Services
Employers must elect to verify existing staff following DHS procedures and begin E-
Verify verification of all existing employees within 180 days after the election.

e. The Web Services Employer may use a previously completed Form I-9 as the
basis for creating an E-Verify case for an employee assigned to a contract as long
as:

i. That Form -9 is complete (including the SSN) and complies with Article
IILA.6,

ii. The employee’s work authorization has not expired, and

iii. The Web Services Employer has reviewed the Form 1-9 information either
in person or in communications with the employee to ensure that the employee’s
Section 1, Form I-9 attestation has not changed (including, but not limited to, a
lawful permanent resident alien having become a naturalized U.S. citizen).

f. The Web Services Employer shall complete a new Form 1-9 consistent with
Article 11.A.10 or update the previous Form -9 to provide the necessary information
if:

i. The Web Services Employer cannot determine that Form -9 complies
with Article I1.A.10,

il. The employee’s basis for work authorization as attested in Section 1 has
expired or changed, or

iii. The Form 1-9 contains no SSN or is otherwise incomplete.

Note: If Section 1 of Form I-9 is otherwise valid and up-to-date and the form otherwise
complies with Article 11.A.10, but reflects documentation (such as a U.S. passport or
Form 1-551) that expired after completing Form -9, the Web Services Employer shall not
require the production of additional documentation, or use the photo screening tool
described in Article II.A.5, subject to any additional or superseding instructions that may
be provided on this subject in the E-Verify User Manual.

g. The Web Services Employer agrees not to require a second verification using E-
Verify of any assigned employee who has previously been verified as a newly hired
employee under this MOU or to authorize verification of any existing employee by
any Web Services Employer that is not a Federal contractor based on this Article.

3. The Web Services Employer understands that if it is a Federal contractor, its
compliance with this MOU is a performance requirement under the terms of the Federal
contract or subcontract, and the Web Services Employer consents to the release of
information relating to compliance with its verification responsibilities under this MOU to
contracting officers or other officials authorized to review the Employer’'s compliance with
Federal contracting requirements.
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C. RESPONSIBILITIES OF SSA

1. SSA agrees to allow DHS to compare data provided by the Web Services Employer
against SSA’s database. SSA sends DHS confirmation that the data sent either
matches or does not match the information in SSA’s database.

2. SSA agrees to safeguard the information the Web Services Employer provides
through E-Verify procedures. SSA also agrees to limit access to such information, as is
appropriate by law, to individuals responsible for the verification of Social Security
numbers or responsible for evaluation of

E-Verify or such other persons or entities who may be authorized by SSA as governed
by the Privacy Act (5 U.S.C. 8§ 552a), the Social Security Act (42 U.S.C. 1306(a)), and
SSA regulations (20 CFR Part 401).

3. SSA agrees to provide case results from its database within three Federal
Government work days of the initial inquiry. E-Verify provides the information to the
Web Services Employer.

4. SSA agrees to update SSA records as necessary if the employee who contests the
SSA tentative nonconfirmation visits an SSA field office and provides the required
evidence. If the employee visits an SSA field office within the eight Federal Government
work days from the date of referral to SSA, SSA agrees to update SSA records, if
appropriate, within the eight-day period unless SSA determines that more than eight
days may be necessary. In such cases, SSA will provide additional instructions to the
employee. If the employee does not visit SSA in the time allowed, E-Verify may provide
a final nonconfirmation to the employer.

Note: If aWeb Services Employer experiences technical problems, or has a policy
question, the Web Services Employer should contact E-Verify at 1-888-464-4218.

D. RESPONSIBILITIES OF DHS

1. After SSA verifies the accuracy of SSA records for employees through E-Verify, DHS
agrees to provide the Web Services Employer access to selected data from DHS
databases to enable the Web Services Employer to conduct, to the extent authorized by
this MOU:

a. Automated verification checks on employees by electronic means, and
b. Photo verification checks (when available) on employees.

2. DHS agrees to provide to the Web Services Employer appropriate assistance with
operational problems that may arise during the Web Services Employer's participation in
the E-Verify program. DHS agrees to provide the Web Services Employer names, titles,
addresses, and telephone numbers of DHS representatives to be contacted during the
E-Verify process.

3. DHS agrees to make available to the Web Services Employer at the E-Verify Web
site (www.dhs.gov/E-Verify) and on the E-Verify Web browser (https://e-
verify.uscis.gov/emp/), instructional materials on E-Verify policies, procedures and
requirements for both SSA and DHS, including restrictions on the use of E-Verify. DHS
agrees to provide training materials on E-Verify.
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4. DHS agrees to provide to the Web Services Employer a notice that indicates the Web
Services Employer's participation in the E-Verify program. DHS also agrees to provide to
the Web Services Employer anti-discrimination notices issued by the Office of Special
Counsel for Immigration-Related Unfair Employment Practices (OSC), Civil Rights
Division, U.S. Department of Justice.

5. DHS agrees to issue the Web Services Employer a user identification number and
password that permits the Employer to verify information provided by its employees with
DHS.

6. DHS agrees to safeguard the information provided to DHS by the Web Services
Employer, and to limit access to such information to individuals responsible for the
verification of employees’ employment eligibility and for evaluation of the E-Verify
program, or to such other persons or entities as may be authorized by applicable law.
Information will be used only to verify the accuracy of Social Security Numbers and
employment eligibility, to enforce the Immigration and Nationality Act (INA) and Federal
criminal or anti-discrimination laws, and to administer Federal contracting requirements.

7. DHS agrees to provide a means of automated verification that is designed (in
conjunction with SSA verification procedures) to provide confirmation or tentative
nonconfirmation of employees' employment eligibility within three Federal Government
work days of the initial inquiry.

8. DHS agrees to provide a means of secondary verification (including updating DHS
records as necessary) for employees who contest DHS tentative nonconfirmations and
photo non-match tentative nonconfirmations that is designed to provide final confirmation
or nonconfirmation of the employees' employment eligibility within 10 Federal
Government work days of the date of referral to DHS, unless DHS determines that more
than 10 days may be necessary. In such cases, DHS will provide additional verification
instructions.

9. DHS agrees to provide the Web Services Employer with an Interface Control
Agreement (ICA). This document will provide technical requirements that the Web
Services Employer must meet to create and maintain a Web Services interface to the
Verification Information System (VIS). VIS is a composite information system that
provides immigration status verification for government agencies and verification of
employment authorization for employers participating in E-Verify.

10. DHS agrees to provide periodic system enhancements to improve the ease and
accuracy of E-Verify, as needed. DHS will also provide E-Verify enhancements to
comply with applicable laws and regulations. As enhancements occur, Web Services
Employers must update their Web Services interface to reflect system changes within
the timelines specified in Article V.A.1. DHS will provide the Web Services Employer with
an ICA to support the E-Verify release whenever system enhancements are required.

11. DHS agrees to provide to the Web Services Employer guidance on breach
notification and a means by which the Web Services Employer can report any and all
suspected or confirmed breaches of owned or used systems or data spills related to E-
Verify cases. At this time, if the Employer encounters a suspected or confirmed breach
or data spill, it should contact E-Verify at 1-888-464-4218.

12. In the event the Web Services Employer is subject to penalties, DHS will issue a
Notice of Adverse Action that describes the specific violations if it intends to suspend or
terminate the employer's Web Services interface access. The Web Services Employer
agrees that DHS shall not be liable for any financial losses to the Web Services
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Employer, its employees, or any other party as a result of your account suspension or
termination and agrees to hold DHS harmless from any such claims.

ARTICLE 111
REFERRAL OF INDIVIDUALS TO SSA AND DHS

A. REFERRAL TO SSA

1. If the Web Services Employer receives a tentative nonconfirmation issued by SSA,
the Web Services Employer must print the notice and promptly provide it to the
employee so that the employee may determine whether he or she will contest the
tentative nonconfirmation. The Web Services Employer must review the tentative
nonconfirmation with the employee in private. After the notice has been signed, the Web
Services Employer must give a copy of the signed notice to the employee and attach a
copy to the employee’s Form 1-9.

2. The Web Services Employer will refer employees to SSA field offices only as directed
by the automated system based on a tentative nonconfirmation, and only after the Web
Services Employer records the case verification number, reviews the input to detect any
transaction errors, and determines that the employee contests the tentative
nonconfirmation. The Web Services Employer will transmit the Social Security Number
to SSA for verification again if this review indicates a need to do so. The Web Services
Employer will determine whether the employee contests the tentative nonconfirmation as
soon as possible after the Employer receives it.

3. If the employee contests an SSA tentative nonconfirmation, the Web Services
Employer will provide the employee with a system-generated referral letter and instruct
the employee to visit an SSA office within eight Federal Government work days. SSA will
electronically transmit the result of the referral to the Web Services Employer within 10
Federal Government work days of the referral unless it determines that more than 10
days is necessary. The Employer agrees to check the E-Verify system regularly for case
updates.

4. The Web Services Employer agrees not to ask the employee to obtain a printout from
the Social Security Number database (the Numident) or other written verification of the
Social Security Number from the SSA.

B. REFERRAL TO DHS

1. If the Web Services Employer receives a tentative nonconfirmation issued by DHS,
the Web Services Employer must promptly notify employees in private of the finding and
provide them with the notice and letter containing information specific to the employee’s
E-Verify case. The Web Services Employer also agrees to provide both the English and
the translated notice and letter for employees with limited English proficiency to
employees. The Web Services Employer must allow employees to contest the finding,
and not take adverse action against employees if they choose to contest the finding,
while their case is still pending.

2. The Web Services Employer agrees to obtain the employee’s response about
whether he or she will contest the tentative nonconfirmation as soon as possible after
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the Web Services Employer receives the tentative nonconfirmation. Only the employee
may determine whether he or she will contest the tentative nonconfirmation.

3. The Web Services Employer agrees to refer individuals to DHS only when the
employee chooses to contest a tentative nonconfirmation.

4. If the employee contests a tentative nonconfirmation issued by DHS, the Web
Services Employer will instruct the employee to contact DHS through its toll-free hotline
(as found on the referral letter) within eight Federal Government work days.

5. If the Web Services Employer finds a photo mismatch, the Web Services Employer
must provide the photo mismatch tentative nonconfirmation notice and follow the
instructions outlined in paragraph 1 of this section for tentative nonconfirmations,
generally.

6. The Web Services Employer agrees that if an employee contests a tentative
nonconfirmation based upon a photo mismatch, the Web Services Employer will send a
copy of the employee’s Form I-551, Form I-766, U.S. Passport, or passport card to DHS
for review by:

a. Scanning and uploading the document, or

b. Sending a photocopy of the document by express mail (furnished and paid for by
the employer).

7. The Web Services Employer understands that if it cannot determine whether there is
a photo match/mismatch, the Employer must forward the employee’s documentation to
DHS as described in the preceding paragraph. The Employer agrees to resolve the
case as specified by the DHS representative who will determine the photo match or
mismatch.

8. DHS will electronically transmit the result of the referral to the Web Services
Employer within 10 Federal Government work days of the referral unless it determines
that more than 10 days is necessary.

9. While waiting for case results, the Web Services Employer agrees to check the E-
Verify system regularly for case updates.

10. DHS agrees to provide the Web Services Employer with an Interface Control
Agreement (ICA). This document will provide technical requirements that the Web
Services Employer must meet to create and maintain a Web Services interface to the
Verification Information System (VIS). VIS is a composite information system that
provides immigration status verification for government agencies and verification of
employment authorization for employers participating in E-Verify.

11. DHS agrees to provide periodic system enhancements to improve the ease and
accuracy of E-Verify, as needed. DHS will also provide E-Verify enhancements to
comply with applicable laws and regulations. As enhancements occur, Web Services
Employers must update their Web Services interface to reflect system changes within
the timelines specified in Article V.A.1. DHS will provide the Web Services Employer with
an ICA to support the E-Verify release whenever system enhancements are required.
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ARTICLE 1V
SERVICE PROVISIONS

A. NO SERVICE FEES

1. SSA and DHS will not charge the Employer or the Web Services E-Verify Employer

Agent for verification services performed under this MOU. The Employer is responsible

for providing equipment needed to make inquiries. To access E-Verify, an Employer will
need a personal computer with Internet access.

ARTICLE V

SYSTEM SECURITY AND MAINTENANCE

A. DEVELOPMENT REQUIREMENTS

1. Software developed by Web Services Employers must comply with federally-
mandated information security policies and industry security standards to include but not
limited to:

a. Public Law 107-347, "E-Government Act of 2002, Title Ill, Federal Information
Security Management Act (FISMA)," December 2002.

b. Office of Management and Budget (OMB) Memorandum (M-10-15), "FY 2010
Reporting Instructions for the Federal Information Security Management Act and
Agency Privacy Management," April 2010.

c. National Institute of Standards and Technology (NIST) Special Publication (SP)
and Federal Information Processing Standards Publication (FIPS).

d. International Organization for Standardization/International Electrotechnical
Commission (ISO/IEC) 27002, Information Technology — Security Techniques —
Code of Practice for Information Security Management.

2. The Web Services Employer agrees to update its Web Services interface to the
satisfaction of DHS or its assignees to reflect system enhancements within six months
from the date DHS notifies the Web Services User of the system update. The Web
Services User will receive notice from DHS in the form of an Interface Control
Agreement (ICA). The Web Services Employer agrees to institute changes to its
interface as identified in the ICA, including all functionality identified and all data
elements detailed therein.

3. The Web Services Employer agrees to demonstrate progress of its efforts to update
its Web Services interface if and when DHS requests such progress reports.

4. The Web Services Employer acknowledges that if its system enhancements are not
completed to the satisfaction of DHS or its assignees within six months from the date
DHS notifies the Web Services Employer of the system update, then the Web Services
Employer’s E-Verify account may be suspended, and support for previous releases of E-
Verify may no longer be available to the Web Services Employer. The Web Services
Employer also acknowledges that DHS may suspend its account after the six-month
period has elapsed.
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5. The Web Services Employer agrees to incorporate error handling logic into its
development or software to accommodate and act in a timely fashion should an error
code be returned.

6. The Web Services Employer agrees to complete the technical requirements testing
which is confirmed upon receiving approval of test data and connectivity between the
Web Services Employer and DHS.

7. DHS will not reimburse any Web Services Employer or software developer who has
expended resources in the development or maintenance of a Web Services interface if
that party is unable, or becomes unable, to meet any of the requirements set forth in this
MOU.

8. Housing, development, infrastructure, maintenance, and testing of the Web Services
applications may take place outside the United States and its territories, but testing must
be conducted to ensure that the code is correct and secure.

9. If the Web Services Employer includes an electronic Form 1-9 as part of its interface,
then it must comply with the standards for electronic retention of Form I-9 found in 8
CFR 274a.2(e).

B. INFORMATION SECURITY REQUIREMENTS

Web Services Employers performing verification services under this MOU must ensure
that information that is shared between the Web Services Employer and DHS is
appropriately protected comparable to the protection provided when the information is
within the DHS environment [OMB Circular A-130 Appendix II1].

To achieve this level of information security, the Web Services Employer agrees to
institute the following procedures:

1. Conduct periodic assessments of risk, including the magnitude of harm that could
result from the unauthorized access, use, disclosure, disruption, modification, or
destruction of information and information systems that support the operations and
assets of the DHS, SSA, and the Web Services Employer;

2. Develop policies and procedures that are based on risk assessments, cost-effectively
reduce information security risks to an acceptable level, and ensure that information
security is addressed throughout the life cycle of each organizational information system;

3. Implement subordinate plans for providing adequate information security for networks,
facilities, information systems, or groups of information systems, as appropriate;

4. Conduct security awareness training to inform the Web Services Employer’s
personnel (including contractors and other users of information systems that support the
operations and assets of the organization) of the information security risks associated
with their activities and their responsibilities in complying with organizational policies and
procedures designed to reduce these risks;

5. Develop periodic testing and evaluation of the effectiveness of information security
policies, procedures, practices, and security controls to be performed with a frequency
depending on risk, but no less than once per year;

6. Develop a process for planning, implementing, evaluating, and documenting remedial
actions to address any deficiencies in the information security policies, procedures, and
practices of the organization;
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7. Implement procedures for detecting, reporting, and responding to security incidents;

8. Create plans and procedures to ensure continuity of operations for information
systems that support the operations and assets of the organization;

9. In information-sharing environments, the information owner is responsible for
establishing the rules for appropriate use and protection of the subject information and
retains that responsibility even when the information is shared with or provided to other
organizations [NIST SP 800-37].

10. DHS reserves the right to restrict Web Services calls from certain IP addresses.
11. DHS reserves the right to audit the Web Services Employer’s application.

12. Web Services Employers agree to cooperate willingly with the DHS assessment of
information security and privacy practices used by the company to develop and maintain
the software.

C. DATA PROTECTION AND PRIVACY REQUIREMENTS

1. Web Services Employers must practice proper Internet security; this means
using HTTP over SSL/TLS (also known as HTTPS) when accessing DHS information
resources such as E-Verify [NIST SP 800-95]. Internet security practices like this are
necessary because Simple Object Access Protocol (SOAP), which provides a basic
messaging framework on which Web Services can be built, allows messages to be
viewed or modified by attackers as messages traverse the Internet and is not
independently designed with all the necessary security protocols for E-Verify use.

2. In accordance with DHS standards, the Web Services Employer agrees to
maintain physical, electronic, and procedural safeguards to appropriately protect the
information shared under this MOU against loss, theft, misuse, unauthorized access,
and improper disclosure, copying use, modification or deletion.

3. Any data transmission requiring encryption shall comply with the following
standards:

e Products using FIPS 197 Advanced Encryption Standard (AES) algorithms with
at least 256-bit encryption that has been validated under FIPS 140-2.

e NSA Type 2 or Type 1 encryption.

4. User ID Management (Set Standard): All information exchanged between the
parties under this MOU will be done only through authorized Web Services Employer
representatives identified above.

5. The Web Services Employer agrees to use the E-Verify browser instead of its
own interface if it has not yet upgraded its interface to comply with the Federal
Acquisition Regulation (FAR) system changes. In addition, Web Services Employers
whose interfaces do not support the Form 1-9 from 2/2/2009 or 8/7/2009 agree to use the
E-Verify browser until the system upgrade is completed.

6. The Web Services Employer agrees to use the E-Verify browser instead of its
own interface if it has not completed updates to its system to the satisfaction of DHS or
its assignees within six months from the date DHS notifies the Web Services Employer
of the system update. The Web Services Employer can resume use of its interface once
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it is up-to-date, unless the Web Services Employer has been suspended or terminated
from continued use of the system.

D. COMMUNICATIONS

1. The Web Services Employer agrees to develop an electronic system that is not
subject to any agreement or other requirement that would restrict access and use by an
agency of the United States.

2. The Web Services Employer agrees to develop effective controls to ensure the
integrity, accuracy and reliability of its electronic system.

3. The Web Services Employer agrees to develop an inspection and quality assurance
program that regularly (at least once per year) evaluates the electronic system, and
includes periodic checks of electronically stored information. The Web Services
Employer agrees to share the results of its regular inspection and quality assurance
program with DHS upon request.

4. The Web Services Employer agrees to develop an electronic system with the ability
to produce legible copies of applicable notices, letters, and other written, photographic
and graphic materials.

5. All information exchanged between the parties under this MOU will be in accordance
with applicable laws, regulations, and policies, including but not limited to, information
security guidelines of the sending party with respect to any information that is deemed
Personally Identifiable Information (PIl), including but not limited to the employee or
applicant’s Social Security number, alien number, date of birth, or other information that
may be used to identify the individual.

6. Suspected and confirmed information security breaches must be reported to DHS
according to Article V.C.1. Reporting such breaches does not relieve the Web Services
Employer from further requirements as directed by state and local law. The Web
Services Employer is subject to applicable state laws regarding data protection and
incident reporting in addition to the requirements herein.

E. SOFTWARE DEVELOPMENT RESTRICTIONS

1. DHS reserves the right to terminate the access of any software developer with or
without notice who creates or uses an interface that does not comply with E-Verify
procedures.

2. Employers are prohibited from Web Services Software development unless they also
create cases in E-Verify to verify their new hires’ work authorization. Those pursuing
software development without intending to use E-Verify are not eligible to receive an
ICA. At this time, E-Verify does not permit Web Services software development without
also being a Web Services Employer or Web Services E-Verify Employer Agent.

F. PENALTIES

1. The Web Services Employer agrees that any failure on its part to comply with the
terms of the MOU may result in account suspension, termination, or other adverse
action.
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2. DHS is not liable for any financial losses to Web Services Employer, its clients, or any
other party as a result of account suspension or termination.

ARTICLE VI
MODIFICATION AND TERMINATION

A. MODIFICATION

1. This MOU is effective upon the signature of all parties and shall continue in effect for
as long as the SSA and DHS operates the E-Verify program unless modified in writing
by the mutual consent of all parties.

2. Any and all E-Verify system enhancements by DHS or SSA, including but not limited
to E-Verify checking against additional data sources and instituting new verification
policies or procedures, will be covered under this MOU and will not cause the need for a
supplemental MOU that outlines these changes.

B. TERMINATION

1. The Web Services Employer may terminate this MOU and its participation in E-Verify
at any time upon 30 days prior written notice to the other parties.

2. Notwithstanding Article V, part A of this MOU, DHS may terminate this MOU, and
thereby the Web Services Employer’s participation in E-Verify, with or without notice at
any time if deemed necessary because of the requirements of law or policy, or upon a
determination by SSA or DHS that there has been a breach of system integrity or
security by the Web Services Employer, or a failure on the part of either party to comply
with established E-Verify procedures and/or legal requirements. The Web Services
Employer understands that if it is a Federal contractor, termination of this MOU by any
party for any reason may negatively affect the performance of its contractual
responsibilities. Similarly, the Web Services Employer understands that if it is in a state
where E-Verify is mandatory, termination of this by any party MOU may negatively affect
the Web Services Employer’s business.

3. AWeb Services Employer that is a Federal contractor may terminate this MOU when
the Federal contract that requires its participation in E-Verify is terminated or completed.
In such cases, the Web Services Employer must provide written notice to DHS. If the
Web Services Employer fails to provide such notice, then that Web Services Employer
will remain an E-Verify participant, will remain bound by the terms of this MOU that apply
to non-Federal contractor participants, and will be required to use the E-Verify
procedures to verify the employment eligibility of all newly hired employees.

4. The Web Services Employer agrees that E-Verify is not liable for any losses, financial
or otherwise, if the Web Services Employer or the Employer is terminated from E-Verify.

ARTICLE VII
PARTIES

A. Some or all SSA and DHS responsibilities under this MOU may be performed by
contractor(s), and SSA and DHS may adjust verification responsibilities between
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each other as necessary. By separate agreement with DHS, SSA has agreed to
perform its responsibilities as described in this MOU.

. Nothing in this MOU is intended, or should be construed, to create any right or
benefit, substantive or procedural, enforceable at law by any third party against the
United States, its agencies, officers, or employees, or against the Web Services
Employer, its agents, officers, or employees.

. The Web Services Employer may not assign, directly or indirectly, whether by
operation of law, change of control or merger, all or any part of its rights or
obligations under this MOU without the prior written consent of DHS, which consent
shall not be unreasonably withheld or delayed. Any attempt to sublicense, assign, or
transfer any of the rights, duties, or obligations herein is void.

. Each party shall be solely responsible for defending any claim or action against it
arising out of or related to E-Verify or this MOU, whether civil or criminal, and for any
liability wherefrom, including (but not limited to) any dispute between the Web
Services Employer and any other person or entity regarding the applicability of
Section 403(d) of IIRIRA to any action taken or allegedly taken by the Web Services
Employer.

. The Web Services Employer understands that its participation in E-Verify is not
confidential information and may be disclosed as authorized or required by law and
DHS or SSA policy, including but not limited to, Congressional oversight, E-Verify
publicity and media inquiries, determinations of compliance with Federal contractual
requirements, and responses to inquiries under the Freedom of Information Act
(FOIA).

. The individuals whose signatures appear below represent that they are authorized to
enter into this MOU on behalf of the Web Services Employer and DHS respectively.
The Web Services Employer understands that any inaccurate statement,
representation, data or other information provided to DHS may subject the Web
Services Employer, its subcontractors, its employees, or its representatives to: (1)
prosecution for false statements pursuant to 18 U.S.C. 1001 and/or; (2) immediate
termination of its MOU and/or; (3) possible debarment or suspension.

. The foregoing constitutes the full agreement on this subject between DHS and the
Web Services Employer.

Approved by:

Web Services Employer

Name (Please Type or Print)

Title

Signature

Date
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Department of Homeland Security — Verification Division

Name (Please Type or Print) Title

Signature Date

Information Required for the E-Verify Program

Information relating to your Company:

Company Name

Company Facility Address

Company Alternate Address

County or Parish

Employer Identification Number

North American Industry
Classification Systems Code

Parent Company

Number of Employees

Number of Sites Verified for

Are you verifying for more than 1 site? If yes, please provide the number of sites
verified for in each State:
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Information relating to the Program Administrator(s) for your Company on policy
questions or operational problems:
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	1.1 Background and Overview
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	1.6 Privacy and Security Statement

	Welcome to the ‘E-Verify User Manual for Employers.’ This manual provides guidance on E-Verify processes and outlines the rules and responsibilities for employers enrolled in EVerify. All users must follow the guidelines set forth in the ‘E-Verify Memorandum of Understanding for Employers (MOU)’ and the rules and responsibilities outlined in this manual.
	For purposes of this manual, the term ‘employer’ means any person, company, or other entity that is required to complete Form I-9, Employment Eligibility Verification (Form I-9) including any individual with an E-Verify user account.
	This section provides a background and overview and an introduction to basic website navigation, participation, user roles, rules and responsibilities, and the privacy and security guidelines of EVerify.
	In 1996, Congress passed the Illegal Immigration Reform and Immigrant Responsibility Act (IIRIRA), which required the Social Security Administration (SSA) and U.S. Citizenship and Immigration Services (USCIS), formerly the Immigration and Naturalization Service, to conduct an employment verification pilot program. Under the U.S. Department of Homeland Security (DHS), USCIS operates the EVerify program, previously referred to as the Basic Pilot program. E-Verify is an internet-based system that implements the requirements of IIRIRA by allowing any U.S. employer to electronically verify the employment eligibility of its newly hired employees.  
	E-Verify is a voluntary program for most employers, but mandatory for some, such as employers with federal contracts or subcontracts that contain the Federal Acquisition Regulation (FAR) E-Verify clause. 
	NOTE: E-Verify cannot provide you with guidance on state or local laws that require your participation in E-Verify. For help, you should contact the appropriate state officials, or you may also receive assistance through a local Chamber of Commerce.
	Apart from any state or local law that requires participation in E-Verify, employers are fully responsible for complying with sections 274A (which addresses the requirements of the Form I-9 process) and 274B (which addresses unfair immigration-related employment practices) of the Immigration and Nationality Act. Employers who fail to comply with either section, may be subject to penalties.
	E-Verify works by electronically comparing the information from an employee’s Form I9 with records available to SSA and/or DHS to verify the identity and employment eligibility of each newly hired employee and/or employee assigned to a covered federal contract. 
	At this time, employers can verify the employment eligibility of only one person at a time within E-Verify. All new, temporary, seasonal, and rehired employees must be entered into E-Verify individually. 
	E-Verify is free and the best means available to determine the employment eligibility of new hires. E-Verify is available in all 50 states, the District of Columbia, Puerto Rico, Guam and the U.S. Virgin Islands. 
	NOTE: E-Verify Self Check, referred to as Self Check, is a free, fast, secure and voluntary online service that allows individuals to perform employment eligibility checks on themselves. Employers may not ask current or prospective employees to use Self Check to prove employment eligibility. The service is designed to provide visibility into government records, and if necessary, guidance on how to correct those records. Self Check is separate from the E-Verify user interface. For more information and specific rules visit www.uscis.gov/E-Verifyselfcheck.Self Check does not satisfy or supersede the requirements of federal contractors subject to the FAR E-Verify clause, or any other employers, to use E-Verify.
	For more information on E-Verify procedures, rules and responsibilities for federal contractors with the FAR E-Verify clause, refer to the ‘E-Verify Supplemental Guide for Federal Contractors.’ 
	(
	All E-Verify users need to be familiar with the website navigation links. The figure below provides a screen shot of the employer user Web page. The navigation links within each area vary depending upon the type of user.
	/
	Area 1 displays the E-Verify logo and the telephone number for Customer Support: 888-464-4218. Area 1 also includes a quick shortcut to begin the verification process. By clicking the green ‘Verify Employee’ button, you will begin the verification process.
	Area 2 contains ‘E-Verify News’ which includes important updates on E-Verify, information affecting employment verification, best practices and current events. 
	Area 3 contains E-Verify navigation options which are identified in the ‘Area 3 Navigation Overview.’ Selecting a navigation menu link is the first step in accessing a task or function in EVerify. Choosing an option displays the first active page where a user enters information. Each user’s menu option is based on his or her assigned user role. For more information on user roles, see Section 1.4.
	AREA 3 NAVIGATION OVERVIEW
	INFORMATION
	LINK
	 New Case 
	My Cases
	 View Cases
	 Search Cases
	 Edit Profile
	My Profile
	 Change Password
	 Change Security Questions
	 Edit Company Profile
	My Company
	 Add New User
	(Only program administrators have these options)
	 View Existing Users
	 Close Company Account
	My Reports
	 View Reports
	 View Essential Resources
	My Resources
	 Take Tutorial
	 View User Manual
	 Contact Us
	Area 4 displays ‘Case Alerts’ for cases requiring action. Case alerts inform employers when an action is required. For more information on case alerts, see Section 4.3.
	‘View Essential Resources’ under ‘My Resources’ contains links to important documents and tools for employers that participate in E-Verify. The ‘Essential Resources Overview’ provides specific information on the resources available to users. 
	 E-Verify Participation Poster
	E-Verify Posters
	 Right to Work Poster
	 E-Verify User Manual
	Manuals and Guides
	 E-Verify Quick Reference Guides
	 Sample DHS TNC Further Action Notice and SSA TNC Further Action Notice available in several foreign languages 
	E-Verify Further Action Notices
	 Guidance on select drivers licenses and state ID cards
	Document Reference Library
	 The latest version of Form I-9 in English and Spanish
	Form I-9 Resources
	 The ‘Handbook for Employers: Guidance for Completing Form I-9 (M-274)’
	ESSENTIAL RESOURCES OVERVIEW
	INFORMATION
	LINK
	 Sample copy of the most recent version of the MOU
	Memorandums of Understanding (MOU)
	 Websites and links to Web pages of particular interest to employers participating in E-Verify 
	Other Resources 
	It is important to understand the difference between enrollment and registration, which is outlined in the ‘Enrollment vs. Registration Overview.’ For additional information on enrollment, visit www.dhs.gov/E-Verify.
	Employers who wish to check their enrollment status or access method should contact:
	(
	E-Verify Customer Support Monday through Friday 8 a.m. – 5 p.m. local time  
	Telephone: 888-464-4218 Email: E-Verify@dhs.gov
	Employers who have enrolled and need information about registering additional users or about their functions, should see Section 6.0. 
	ENROLLMENT VS. REGISTRATION OVERVIEW
	REGISTRATION
	ENROLLMENT
	Program administrators register new users in E-Verify who are then able to create cases.
	Employers enroll in E-Verify to participate in the program.
	Who
	Program administrators may register general users and additional program administrators at any time after completing the E-Verify tutorial and passing the knowledge test. For more information on adding new users, see Section 7.1.
	Visit the E-Verify enrollment website at https://e-verify.uscis.gov/enroll
	How
	Most enrolled employers register users to create cases in E-Verify. There is no limit on the number of users an enrolled employer can register.
	Employers enroll to verify employment eligibility of employees. 
	Why
	To participate in E-Verify, employers must enroll online via any Internet-capable computer using a Web browser of Internet Explorer (6.0 and above), Firefox (3.0 and above), Chrome (7.0 and above) and Safari (4.0 and above). 
	Employers must read and accept the electronic ‘E-Verify Memorandum of Understanding for Employers (MOU)’ which details the responsibilities of the SSA, the DHS and the employer. The MOU is signed electronically by the employer during enrollment. However, all E-Verify users must agree to and follow the guidelines and user responsibilities outlined in the MOU and this manual. It is the employer’s responsibility to ensure that users are prepared and capable of using EVerify properly. Misuse of E-Verify may lead to legal liability for both employers and users.
	To enroll in E-Verify, employers visit the enrollment website. This website guides employers through the enrollment process. Additional information regarding enrollment is found at www.dhs.gov/E-Verify. 
	Participating employers use E-Verify through an access method that is determined during the enrollment process. An access method is a type of E-Verify account that offers different features for specific types of organizations. The four access methods include: employer, E-Verify employer agent, corporate administrator and Web services. 
	The access methods are explained in the ‘Access Method Overview.’ For more information, visit the Getting Started section at www.dhs.gov/E-Verify.
	ACCESS METHOD OVERVIEW
	EXPLANATION
	ACCESS METHOD
	Employer plans to use E-Verify to verify its employees.
	Employer Access
	Most E-Verify participants, regardless of their business size or structure, are enrolled under the employer access method. This access method allows an employer to create cases in E-Verify for its newly hired employees and/or employees assigned to a covered federal contract.
	Employer agent plans to use E-Verify on behalf of its clients to verify their clients’ employees. 
	E-Verify Employer Agent Access
	The E-Verify employer agent access method allows an individual or company to act on behalf of other employers to create cases in E-Verify for other employers’ newly hired employees and/or employees assigned to a covered federal contract. 
	Employer has a central office that needs to manage E-Verify use for all of its locations that access E-Verify.
	Corporate Administrator Access
	Corporate administrator access is used only to manage multiple employer accounts and does not allow corporate administrator users to create and manage E-Verify cases. 
	Employer plans to develop its own software to access E-Verify. 
	Web Services  Access for Employers
	The Web services access method requires an employer to develop software that interfaces with E-Verify to verify the employment eligibility of newly hired employees and/or employees assigned to a covered federal contract. The employer’s software will extract data from its existing system or an electronic Form I-9 and transmit the information to E-Verify. If a company chooses this option, it is sent the Web services Interface Control Document. The Interface Control Document contains the information used to develop and test the software interface. Both employers and E-Verify employer agents are eligible to use this access method.
	-or- 
	Web Services Access for EVerify Employer Agents
	REMINDER
	 Follow E-Verify procedures for ALL new hires while enrolled in E-Verify.
	Enrolled employers can provide their users with access to E-Verify by assigning them a user role. Permissions and functions in E-Verify granted to the user depend upon the user role. There are two types of users: general users and program administrators. Review the permissions of each user role in the ‘User Role Overview’ below. 
	General users and program administrators must successfully complete the online EVerify tutorial before they can create or manage cases. For more information on the specific functions of each user role, see Section 6.1. 
	USER ROLE OVERVIEW
	PERMISSIONS
	USER ROLE
	An employer must have at least one program administrator. The program administrator role includes functions of a general user.  
	Program Administrator
	Permissions include:
	(at least one required)
	 Registering new users 
	 Creating user accounts for other program administrators and general users 
	 Creating and managing cases  
	 Viewing reports
	 Updating profile information for other program administrators and general users
	 Unlocking user accounts
	 Closing company and user accounts
	An employer can have as many general users as it desires but is not required to have general users. The general user is responsible for following all EVerify program rules and staying informed of changes to EVerify policies and procedures. 
	General User
	(optional)
	Permissions include:
	 Creating and managing own cases 
	 Viewing reports
	 Updating his/her own user profile 
	All E-Verify users are bound by the guidelines in the MOU and the rules and responsibilities outlined in this manual. 
	It is the employer’s responsibility to ensure that all users understand program rules. Review these rules and responsibilities periodically with your users to ensure proper use of E-Verify and protection of employee workplace rights. 
	For information on E-Verify rules and responsibilities for federal contractors with the FAR E-Verify clause, refer to the ‘E-Verify Supplemental Guide for Federal Contractors.’ 
	(
	All E-Verify users must follow the guidelines specified in the ‘Rules and Responsibilities Overview.’
	Employers who participate in E-Verify MUST:
	 Follow E-Verify procedures for each newly hired employee while enrolled and participating in EVerify. 
	 Notify each job applicant of E-Verify participation.
	 Clearly display the ‘Notice of E-Verify Participation’ and the ‘Right to Work’ posters in all languages supplied by DHS.
	 Complete Form I-9 for each newly hired employee before creating a case in EVerify. 
	 Obtain a Social Security number (SSN) from each newly hired employee on Form I-9.
	 Ensure that Form I-9 ‘List B’ identity documents have a photo (Section 2.1).
	 Create a case for each newly hired employee no later than the third business day after he or she starts work for pay.
	 Provide each employee with notice of and the opportunity to contest a Tentative Nonconfirmation (TNC). 
	 Ensure that all personally identifiable information is safeguarded.
	Employers participating in E-Verify MUST NOT:
	 Use E-Verify to pre-screen an applicant for employment. 
	 Create an E-Verify case for an employee who was hired before the employer signed the E-Verify MOU. 
	 Take adverse action against an employee based on a case result unless EVerify issues a Final Nonconfirmation. 
	 Terminate an employee during the EVerify verification process, because he or she receives a TNC.
	RULES AND RESPONSIBLITIES OVERVIEW
	 Specify or request which Form I-9 documentation a newly hired employee must use. 
	 Use E-Verify to discriminate against ANY job applicant or new hire on the basis of his or her national origin, citizenship or immigration status. 
	 Selectively verify the employment eligibility of a newly hired employee. 
	 Share any user ID and/or password.
	Upon enrollment, employers are required to clearly display the ‘Notice of E-Verify Participation’ and ‘Right to Work’ posters in all languages provided by DHS; both are displayed below. Display the notices in a prominent place that is clearly visible to prospective employees and all employees that will have his or her employment eligibility verified with E-Verify. After logging in to E-Verify, both notices are found under ‘View Essential Resources,’ see Section 1.2. In addition, E-Verify recommends providing a copy of these posters with job application materials, either online or in hard copy.
	/
	The use of E-Verify requires the collection of personally identifiable information. Employers must protect the privacy of employees who submit information to be processed through E-Verify. It is your responsibility to ensure that all personal information collected is safeguarded and used only for the purposes outlined in the MOU between E-Verify and the employer/user. 
	Failure to properly protect employee information can result in identity theft or fraud and can cause considerable inconvenience, harm or embarrassment to the employees or employer affected. 
	At a minimum, follow the steps in the ‘Privacy Guidelines Overview’ to protect personal information and comply with the appropriate regulations.
	PRIVACY GUIDELINES OVERVIEW
	 Allow ONLY authorized users to use E-Verify. Ensure that only appropriate users handle information and create cases.
	 SECURE access to E-Verify. Protect passwords used to access E-Verify and ensure that unauthorized persons do not gain access to E-Verify.
	 PROTECT and STORE individuals’ information properly. Ensure that employee information is stored in a safe and secure location and that only authorized users have access to this information.
	 Discuss E-Verify results in PRIVATE.Ensure that all case results including Tentative Nonconfirmation (TNC) and Final Nonconfirmation results are discussed in private with the employee. 
	REMINDER
	 Ensure that all personally identifiable information is safeguarded. 
	2.0 INITIAL VERIFICATION
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	2.5 DHS Verification in Process

	The E-Verify verification process begins with a completed Form I-9. E-Verify makes employment eligibility determinations by comparing the employee’s Form I-9 information entered in E-Verify by the employer, with the information in records available to SSA and/or DHS. 
	When E-Verify checks the employee’s information with records available to SSA and/or DHS, a case result is provided. Case results can be initial, interim or final. Proper use of E-Verify requires users to close all cases when they receive final case results. 
	This section outlines the steps required to create a case in E-Verify and the initial case results provided by E-Verify. 
	All employers are required to ensure timely and proper completion of Form I-9 when the employee starts work for pay and to keep records of the forms on file. The Form I-9 requirements do not change for employers who are enrolled in E-Verify. With the goal of ensuring a legal workforce, employers enrolled in E-Verify have chosen to take the additional step of confirming that their employees’ Form I-9 information matches government records. 
	To view or download Form I-9, go to the following website:
	For more information on Form I-9 procedures, refer to the ‘View Essential Resources’ link on the left navigation menu; you will find the ‘Handbook for Employers: Guidance for Completing Form I-9 (M-274).’ 
	(
	To view or download the ‘Handbook for Employers: Guidance for Completing Form I-9 (M-274),’ go to the following website:
	http://www.uscis.gov/files/form/m-274.pdf
	For additional assistance on Form I-9, contact E-Verify Customer Support Monday through Friday 8 a.m. – 5 p.m. at 888-4644218.
	Newly hired employees must complete Section 1 of Form I-9 in its entirety on the first day of work for pay. They may complete Section 1 before this date, but only after the employee accepts an offer of employment. Under general Form I-9 practice, an employee can voluntarily provide his or her Social Security number (SSN) on Form I-9. However, because SSNs are required for employers to create E-Verify cases, all newly hired employees, including seasonal, temporary and rehires, of E-Verify employers MUST provide their SSN. 
	If a newly hired employee has applied for, but has not yet received an SSN (i.e., the employee is a newly arrived immigrant), attach an explanation to the employee’s Form I-9 and set it aside. Allow the employee to continue to work and create a case in E-Verify using the employee’s SSN as soon as it is available. If the case was not created by the third business day after the employee started work for pay, indicate the reason for this delay in E-Verify. You may choose a reason from the drop-down list or state a specific reason in the field provided.
	Employers must complete Section 2 of Form I-9 in its entirety within three days of the employee’s date of hire (the hire date means the first day of work for pay). To complete Section 2, examine documents presented by the employee that establish his or her identity and employment authorization. Do not specify which documents from the “List of Acceptable Documents” on Form I-9 an employee may choose to present. Employers may reject a document if it does not reasonably appear to be genuine or to relate to the person presenting it.
	http://www.uscis.gov/I-9
	Some documentation establishes both identity and employment eligibility (List A). Other documentation establishes identity only (List B) or employment eligibility only (List C). Employers may accept one document from List A, or a combination of one document from List B and one document from List C. 
	Any ‘List B’ document presented to employers participating in EVerify MUST contain a photo. However, if an employee objects to photo document requirements for religious reasons, call E-Verify at 888-464-4218. If the employee presents a U.S. Passport, Passport Card, a Permanent Resident Card (Form I-551) or an Employment Authorization Document (Form I-766) you must obtain a copy of it and retain it with Form I9. For more information on Form I-9 retention guidelines, refer to the ‘Handbook for Employers: Guidance for Completing Form I-9 (M-274).’
	If the employee presents an acceptable receipt for Form I-9 showing that he or she applied to replace a document that was lost, stolen or damaged, the employer must wait to create a case in E-Verify. When the employee provides the actual document for which the receipt was presented, the employer must update the employee’s Form I-9 and then create a case in E-Verify for the employee.       
	Employers must create a case in E-Verify by the third business day after the employee starts work for pay if the employee presents the following receipts:
	 The arrival portion of Form I-94/I-94A with a temporary I-551 stamp and a photograph of the individual.                                       
	 The departure portion of Form I-94/I-94A with a refugee admission stamp.
	For more information on acceptable receipts, see the ‘Handbook for Employers: Guidance for Completing Form I-9 (M-274)’ or visit www.uscis.gov/i-9central.
	While you must use E-Verify for all employees you rehire, E-Verify should never be used to reverify the employment authorization of an existing employee. E-Verify has special rules if you rehire an employee who previously provided a U.S. Passport, U.S. Passport Card, Permanent Resident Card, Alien Registration Receipt Card (Form I-551), Driver’s License or State ID card for Form I-9 and the document is now expired. In these situations, there are two options:
	 If you never created a case in E-Verify for the employee, you must have the employee complete a new Form I-9 and create a case in E-Verify.
	 If you previously created a case in E-Verify for the rehired employee and received an employment authorized result, complete Section 3 of the employee’s previous Form I-9 and do not create a new case for the employee in E-Verify. Alternatively, you may choose to complete a new Form I-9 and create a case for the employee in E-Verify. If you previously created an E-Verify case, but did not receive an employment authorized result, you must have the employee complete a new Form I-9 and create a case in E-Verify.
	REMINDER
	 All newly hired employees must provide a SSN 
	 Do NOT specify or request which document a newly hired employee must use for Form I-9
	 A ‘List B’ document MUST contain a photo (see exception above)
	 If the employee presents a U.S. Passport, Passport Card, a Permanent Resident Card (Form I-551) or an Employment Authorization Document (Form I-766) you must obtain a copy of it and retain it with Form I-9
	The next step is to create a case in E-Verify using the information that the employee completed on his or her Form I-9. E-Verify cases must be created no later than the third business day after the employee starts work for pay. Employers who learn that they inadvertently failed to create a case by the third business day after the employee starts work for pay should bring themselves into compliance immediately by creating a case for the employee. 
	Do not create a case for an employee hired before the effective date of your MOU.
	(
	For more information on E-Verify procedures for federal contractors with the FAR  E-Verify clause, refer to the ‘E-Verify Supplemental Guide for Federal Contractors.’
	In some cases E-Verify prompts you to check the information provided or recreate the case before it can provide a case result. This section reviews each of these scenarios in detail.
	The hire date is the first day of employment in exchange for wages or other remuneration, previously referred to as the date on which the employee began employment. For the hire date in E-Verify, enter the ‘employee’s first day of employment’ date from the ‘Certification’ in Section 2 of the employee’s Form I-9, circled below.
	/
	If you rehired an employee within three years of the date that his or her previous Form I-9 was completed and have completed Section 3 of Form I-9, enter the 'Date of Rehire' from Section 3 of the employee's Form I-9 as the hire date in E-Verify. If the Form I-9 is completed after an offer and acceptance of employment, but before the actual start of work for pay, it may happen that the employee’s hire date recorded on Form I-9 will change after you have created the case in E-Verify. If this happens, no additional action is required in E-Verify as you cannot change the hire date once you’ve created the case. You must, however, make a correction to the Section 2 ‘Certification’ date on the employee’s Form I-9 if the employee’s hire date changes. Consult the ‘Handbook for Employers: Guidance for Completing Form I-9 (M-274)’ for more information.
	Employees hired on or before November 6, 1986 are not subject to Form I-9. Therefore, employers may not create E-Verify cases for these employees based on this employment. Individuals hired for employment in the Commonwealth of the Northern Mariana Islands (CNMI) on or before November 27, 2009 are also not subject to Form I-9 and their employers may not create cases in E-Verify for them based on this employment. 
	To create a case, you will take the information from the employee’s completed Form I9 and enter it into E-Verify. To enter this information into E-Verify, you must first log in with your assigned user ID and password and then follow the steps outlined in ‘How to Create a Case – Process Overview.’
	HOW TO CREATE A CASE – PROCESS OVERVIEW
	From the E-Verify Welcome page find ‘My Cases’ and click:
	 New Case
	1
	From Section 1 of the employee’s Form I-9, choose the correct option. 
	 A citizen of the United States
	 A noncitizen national of the United States
	 A lawful permanent resident
	2
	 An alien authorized to work
	Click ‘Continue’
	Indicate the documents provided to you for Section 2 of the employee’s Form I9. Make the appropriate selection and click ‘Continue.’ 
	If you select ‘List B and C documents,’ E-Verify prompts you to select the documents presented by the employee from Section 2 of Form I-9 for both List B and List C.
	Click ‘Continue’
	IMPORTANT: If you select driver’s license or ID card, E-Verify will prompt you to select the document name and state. Make the appropriate selection and click ‘Continue.’
	3
	A red asterisk (() indicates a required field. Using information from Sections 1 and 2 of Form I-9, enter all required information into each field. 
	When the employee provides an email address on Form I-9, you must enter it into EVerify. E-Verify may send the employee email notifications with information about his or her E-Verify case. 
	4
	IMPORTANT: If you select ‘An alien authorized to work’ you may also be required to indicate that you are entering either the Alien number or I-94 number from the employee’s Form I-9.
	Click ‘Continue’
	Employer Case ID is an optional field for users who wish to assign an internal tracking code to a case. 
	If an E-Verify case is not created by the third business day after the employee begins work for pay, the user must indicate the reason for the delay. Select from one of the following reasons:
	5
	Awaiting Social Security number
	Technical Problems
	Audit Revealed that New Hire Was Not Run
	Other
	If you select “Other,” enter a specific reason in the field provided. 
	Click ‘Continue’
	/  Each screen provides additional information simply by clicking any help text symbol.    /
	REMINDER
	 Complete Form I-9 before creating a case in E-Verify. 
	 Enter the employee’s email address if provided on Form I-9.
	 Create cases for all newly hired employees no later than the third business day after the employee starts work for pay. 
	If the information entered does not immediately match SSA and/or DHS records, the ‘Check Information’ screen appears so that you can confirm that the information was entered correctly. The user may either confirm that the information matches Form I-9 or change the information in certain fields if the information was entered incorrectly. Follow the steps in the ‘Check Information – Process Overview.’ 
	CHECK INFORMATION - PROCESS OVERVIEW
	 E-Verify prompts you to review and confirm that the information entered into E-Verify is correct.
	/
	 Confirm that the information matches Form I-9 or make changes, if needed, and click ‘Continue.’
	 Some fields cannot be updated. If the information entered is not correct and the information cannot be updated, you must close the case by clicking ‘Close Case.’ Select the case closure statement: ‘The case is invalid because data entered is incorrect.’
	NOTE: If you do not click ‘Continue’ or ‘Close Case,’ the case will receive a status of ‘Case Incomplete.’ To search for a case, see Section 4.3 ‘Case Alerts.’
	Any document presented by an employee for Form I-9 must be unexpired on its face (see exception below). If the document entered into E-Verify was expired when the employee was hired, E-Verify will reject the document information and not create a case. The employee will need to present acceptable unexpired document(s) and you will need to update Form I-9 before you can create a case in E-Verify.
	Just because the employee presented an expired document does not mean that the employee is not authorized to work. E-Verify will confirm the employment eligibility of this employee once you obtain an unexpired document and create the case.
	EXCEPTIONS: In limited situations, you may accept for Form I-9 a document that appears expired on its face. When a Temporary Protected Status (TPS) designation for a particular country is extended, DHS sometimes automatically extends the expiration date of Employment Authorization Documents (EAD, Form I-766) issued to affected TPS beneficiaries via notice published in the Federal Register. In this situation, the published notice will state the date to which the EAD has been extended. When such a document is presented for Form I-9, the expiration date is the extended date that appears in the Federal Register Notice. DHS also sometimes extends two-year Permanent Resident Cards (Form I-551) via Notice of Action Form (Form I-797). The Permanent Resident Card with Form I-797 noting the extension can be presented as a List C document for Form I-9. In all other instances, the document presented with Form I-9 must be unexpired at the time the employee is hired. 
	ERROR: UNEXPIRED DOCUMENT REQUIRED – PROCESS OVERVIEW
	 E-Verify prompts an ‘Error: Unexpired Document Required’ case result.
	/
	 Obtain an unexpired document from the employee for Form I-9.
	 Click ‘New Case’ and enter the employee’s unexpired Form I-9 document information.
	IMPORTANT: An expired document presented for Form I-9 does NOT mean that the employee is not authorized to work in the United States. Obtain an unexpired document and then re-enter the case in E-Verify. E-Verify will then return a case result for this employee.
	Photo matching occurs while a case is being created in E-Verify. It prompts users to compare an employee’s List A photo document presented for Form I-9 with a photo displayed on the EVerify screen. This helps ensure that the document provided matches records available to DHS. 
	The photo matching step happens automatically when you create a case for an employee who has presented a U.S. Passport, Passport Card, Permanent Resident Card (Form I-551) or an Employment Authorization Document (Form I-766) for Form I-9 completion. When the employee presents one of these documents, employers must copy the document and retain it with Form I-9. If the employee’s Form I-9 information matches records available to DHS, E-Verify displays the employee’s photo from the document presented. 
	Matching photos is easy—simply compare the photo displayed by E-Verify to the photo on the employee’s actual document or a copy of the employee’s document and determine if the photos are reasonably identical. The photos should be identical with only minor variations in shading and detail between the two photos based upon the age and wear of the employee’s document and the quality of your computer monitor. 
	A watermark has been added to the photo displayed in E-Verify to prevent unauthorized use. The photo on the document presented by the employee will not have a watermark. Absence of a watermark on the document photo does not mean that it is not authentic.
	Do not compare the photo displayed by E-Verify to the actual employee. Direct comparison between the document and the individual should have occurred during Form I-9 completion, prior to using E-Verify. The ‘Photo Matching - Process Overview’ provides a summary.
	PHOTO MATCHING – PROCESS OVERVIEW
	 E-Verify prompts you to compare a photo displayed in E-Verify with the employee’s Form I9 photo document. You must obtain a copy of the employee’s document and retain it with Form I-9.
	 Account for minor variations in shading and detail between the two photos and select Yes or No. 
	/
	 Yes – the photo on the employee’s actual document or a copy matches the photo displayed by E-Verify. Clothing, hair style, facing direction and appearance on the card should be identical to the photo displayed by E-Verify.
	 No – the photo on the employee’s actual document or a copy does not match the photo displayed in EVerify.
	NOTE: If ‘No Photo on this Document’ appears, select Yes.  
	/
	 Click ‘Continue.’
	NOTE: If you do not make a selection and click ‘Continue,’ the case will receive a status of ‘Photo Matching Required.’ To search for a case, see Section 4.3 ‘Case Alerts.’
	IMPORTANT: Compare the photo displayed in E-Verify with the employee’s Form I-9 photo document, not to the actual employee. 
	After a selection is made, one of the following case results will appear: 
	 EMPLOYMENT AUTHORIZED, Section 2.4
	 DHS TENTATIVE NONCONFIRMATION (TNC), Section 3.3
	Each case result requires different actions or steps to continue or close the case. These actions are outlined in each case result section throughout this manual. 
	REMINDER
	 Employees always have a choice of which acceptable documents to present for Form I9; you may NOT require workers to present documents that activate photo matching 
	 Keep copies of all U.S. Passports, Passport Cards, Permanent Resident Cards (Form I-551) and Employment Authorization Documents (Form I766) presented by employees and retain them with Form I-9
	 The photo will display automatically in E-Verify during the verification process
	 Only compare the employee’s Form I-9 photo document to the photo displayed in EVerify 
	E-Verify checks information entered by the employer against records available to SSA and/or DHS. Once a case is created, a result is displayed. Initial case results are displayed in the ‘Initial Case Results – Overview.’ If you make a mistake after creating a case, you must close the case (see Section 4.2).
	INITIAL CASE RESULTS – OVERVIEW
	The employee’s information matched records available to SSA and/or DHS. It’s that easy! 
	Employment Authorized
	Information does not initially match records available to SSA and/or DHS. Additional action is required. 
	SSA or DHS Tentative Nonconfirmation (TNC)
	For more information, see Section 3.0 ‘Interim Case Results.’ 
	This case is referred to DHS for further verification.
	DHS Verification In Process
	An initial case result of ‘Employment Authorized’ is the most common and simple case result in E-Verify. ‘Employment Authorized’ means that the information entered into E-Verify matched records available to SSA and/or DHS and that EVerify confirmed the employment eligibility of the employee whose information was entered. It’s that easy! However, a case that is ‘Employment Authorized’ is still considered incomplete until it is closed. 
	Follow the steps outlined in the ‘Employment Authorized - Process Overview.’
	EMPLOYMENT AUTHORIZED – PROCESS OVERVIEW
	 Receive case result ‘Employment Authorized.’
	/
	 Check the information in E-Verify against the employee’s Form I-9. 
	 Close Case.
	A case result of ‘Employment Authorized’ requires the important step of closing the case. You must close each case; this does not happen automatically. Closing the case removes it from the active cases or the ‘Open Cases to be Closed’ list. To close each case, follow the steps outlined in Section 4.2 ‘Close Case.’ 
	EMPLOYMENT AUTHORIZED SUMMARY
	EMPLOYER ACTION
	 Enter Form I-9 information into E-Verify 
	 Receive ‘Employment Authorized’ case result 
	 Ensure that the information displayed in E-Verify matches the employee’s Form I-9 
	 Close case 
	EMPLOYEE ACTION
	 NONE
	In some cases E-Verify issues a case result of ‘Employment Authorized,’ but the name returned in E-Verify does not match exactly the name on Form I-9. This happens when the information matches, but there are name variations in DHS records. In this case, request a review of the employee’s name so E-Verify can issue a final case result. To request a name review follow the steps outlined in the ‘Request Name Review - Process Overview.’ 
	IMPORTANT: Do not use this functionality in a discriminatory manner (e.g., based on an individual’s race, national origin or ethnicity). 
	REQUEST NAME REVIEW – PROCESS OVERVIEW
	 Compare the name displayed in the yellow box with the name you entered which is shown in the white box.  
	 If the names match, click ‘Close Case.’
	 If the names do not match, request DHS review of the case by clicking ‘Request Name Review.’ 
	/
	 Enter the specific reason for the name review request into the ‘Comments’ field.
	/
	 Click ‘Continue.’
	A case sent to DHS for name review will be updated with one of the following results: 
	 EMPLOYMENT AUTHORIZED, Section 2.4
	 DHS TENTATIVE NONCONFIRMATION (TNC), Section 3.3
	Each case result requires different actions or steps to continue or close the case. These actions are outlined in the case result sections throughout this manual.
	REQUEST NAME REVIEW SUMMARY
	EMPLOYER ACTION
	 Determine if a name review is required (if not, close case)
	 Click ‘Continue’ 
	 Input reason for name review request in ’Comments’ field
	 Click ‘Continue’
	 Follow steps outlined in ‘DHS Verification in Process’
	EMPLOYEE ACTION
	 NONE
	A TNC case result means that the information entered into E-Verify from Form I-9 differs from records available to SSA and/or DHS. EVerify identifies the agency associated with the mismatch when the TNC result is provided.   
	An SSA TNC means that the information entered into E-Verify does not match SSA records. The section below outlines the specific steps required when this case result occurs. Included are descriptions of additional interim case results from SSA and actions the employee will need to take to resolve the TNC.
	A DHS TNC means that the information entered into E-Verify does not match records available to DHS. The section below outlines the specific steps required when this case result occurs. Included are descriptions of additional interim case results from DHS and actions the employee will need to take to resolve the TNC.
	Section 3.0 ‘Interim Case Results’ provides details and actions required of the employer when you receive a TNC. 
	A case result of ‘DHS Verification in Process’ means that the information did not match records available to DHS. The case is automatically referred to DHS for further verification. No action is required by you at this time. DHS will respond to most of these cases within 24 hours, although some responses may take up to 3 Federal Government working days. Check E-Verify daily for a response. Follow the steps outlined in the ‘DHS Verification in Process – Process Overview.’ 
	IMPORTANT: Federal law prohibits employers from taking any adverse action against an employee because his or her case receives a ‘DHS Verification in Process’ case result.
	DHS VERIFICATION IN PROCESS – PROCESS OVERVIEW
	 E-Verify displays ‘DHS Verification in Process’ case result.
	/
	 Check E-Verify for changes to case results. 
	 DHS may take 3 Federal Government working days to respond. 
	 Follow the next step based on the case result provided.
	After the 3 Federal Government working days a ‘DHS Verification in Process’ case result will provide one the following case results: 
	 EMPLOYMENT AUTHORIZED, Section 2.4
	 DHS TENTATIVE NONCONFIRMATION (TNC), Section 3.3
	 DHS CASE IN CONTINUANCE, Section 3.4
	Each case result requires different actions or steps to continue or close the case. These actions are outlined in the case result sections throughout this manual.
	DHS VERIFICATION IN PROCESS SUMMARY
	EMPLOYER ACTION
	 Check E-Verify for case result updates 
	 Follow next steps based on case result provided
	EMPLOYEE ACTION
	 NONE
	3.0 INTERIM CASE Results
	3.1 SSA Tentative Nonconfirmation (TNC)
	Notify Employee of SSA TNC
	Confirm Employee Decision
	Refer Employee to SSA

	3.2 Review and Update Employee Data
	3.3 DHS Tentative Nonconfirmation (TNC)
	Notify Employee of DHS TNC
	Confirm Employee Decision
	Refer Employee to DHS

	3.4 SSA Case in Continuance and DHS Case in Continuance

	An interim case result requires additional action before E-Verify will provide a final case result and you can complete the verification process. Interim case results are displayed in the ‘Interim Case Results – Overview.’ 
	INTERIM CASE RESULTS - OVERVIEW
	Information did not match records available to SSA and/or DHS. Additional action is required. 
	SSA or DHS Tentative Nonconfirmation (TNC)
	Review, update and resubmit the employee’s Form I-9 information.
	Review and Update Employee Data
	This case is referred to DHS for further verification. See Section 2.5 for more information. 
	DHS Verification In Process
	The employee has visited an SSA field office or contacted DHS, but more time is needed to determine a final case result.
	SSA or DHS Case in Continuance 
	IMPORTANT: Federal law prohibits employers from terminating employment of an employee because of an interim case result until the TNC becomes a Final Nonconfirmation.
	An ‘SSA Tentative Nonconfirmation (TNC)’ results when the information submitted in EVerify does not initially match SSA records. An SSA TNC does not necessarily mean that the employee is not authorized to work in the United States; however additional action is required.
	An SSA TNC case result may occur because the employee’s: 
	 Citizenship or immigration status was not updated with SSA
	 Name change was not reported to SSA
	 Name, Social Security number or date of birth is incorrect in SSA records
	 SSA record contains another type of mismatch
	 Information was not entered correctly by the employer
	The employee must be notified of this result as soon as possible by following the steps in the ‘Notify Employee of SSA TNC – Process Overview.’
	You must promptly notify the employee of the ‘SSA Tentative Nonconfirmation (TNC)’ case result. All case results should be discussed with the employee in a private setting.
	When notified of the SSA TNC, the employee chooses to contest or not contest the case result. In either case, the employee acknowledges his or her decision on the SSA TNC Further Action Notice. When an employee chooses to contest an SSA TNC, the employee is required to visit an SSA field office within 8 Federal Government working days to resolve the TNC. 
	IMPORTANT: An employer may not terminate, suspend, delay training, withhold or lower pay, or take any other adverse action against an employee because the employee received a TNC until the TNC becomes a Final Nonconfirmation. 
	If the employee chooses not to contest the SSA TNC, the employer may terminate employment with no civil or criminal liability as noted in Article A, Section II, paragraph 8 – Responsibilities of the Employer in the MOU.  
	If the employee chooses not to contest the SSA TNC, the case automatically becomes a Final Nonconfirmation. The employer may close the case in EVerify and the employer can terminate employment without penalty. For more information, see Section 4.2 ‘Close Case.’
	To notify an employee of the SSA TNC case result, follow the steps outlined in the ‘Notify Employee of SSA TNC - Process Overview.’
	NOTIFY EMPLOYEE OF SSA TNC – PROCESS OVERVIEW
	 Receive SSA TNC case result.
	/
	 Click ‘Continue.’ 
	      /
	 Select either English or Spanish and print the SSA TNC Further Action Notice.
	 Confirm that all information listed on the top of the SSA TNC Further Action Notice is correct. If information is incorrect, close the case and create a new case for the employee. When you close the original case, select the case closure statement, ‘The case is invalid because the data entered is incorrect.’
	 Review the SSA TNC Further Action Notice with the employee in private and follow the instructions found on Page 1 of the SSA TNC Further Action Notice.
	If the employee cannot read, you must read the SSA TNC Further Action Notice to the employee. If the employee does not speak English as his or her primary language and has a limited ability to read or understand the English language, provide the employee with a translated version of the Further Action Notice in the appropriate language, which is available in ‘View Essential Resources.’
	IMPORTANT: You may provide the SSA TNC Further Action Notice to the employee in person, by fax, email, overnight or next-day delivery service, as long as you take proper precautions to ensure the employee’s information is protected. 
	 Indicate that the employee has been notified by selecting the box ‘Confirm Employee Notification.’
	You must confirm whether the employee decided to contest or not contest the SSA TNC by following the steps in the ‘Confirm Employee Decision – Process Overview.’
	NOTIFY EMPLOYEE OF SSA TNC SUMMARY
	EMPLOYER ACTION
	 Privately notify employee of the SSA TNC
	 Print, review, sign and date SSA TNC Further Action Notice 
	EMPLOYEE ACTION
	 Confirm that the information on the SSA TNC Further Action Notice is correct
	After being notified of the ‘SSA Tentative Nonconfirmation (TNC),’ the employee chooses to contest or not contest the case result and acknowledges his or her decision on the SSA TNC Further Action Notice. An employee who chooses to contest an SSA TNC is referred to the SSA. Follow the steps outlined in the ‘Confirm Employee Decision – Process Overview.’ 
	CONFIRM EMPLOYEE DECISION – PROCESS OVERVIEW
	 Instruct the employee to indicate on the SSA TNC Further Action Notice whether he or she will contest the SSA TNC by signing and dating Page 2.
	 Sign and date Page 1 of the SSA TNC Further Action Notice as the employer.
	 Provide the employee a copy of the signed SSA TNC Further Action Notice in English (and a translated version, if appropriate).
	 Attach the original signed SSA TNC Further Action Notice to the employee’s Form I-9.        
	 Take next action in E-Verify based on employee decision to contest or not contest SSA TNC. 
	CONFIRM EMPLOYEE DECISION SUMMARY
	EMPLOYER ACTION
	 Instruct employee to indicate his or her decision to contest or not contest, sign and date SSA TNC Further Action Notice, then sign and date as the employer 
	 Provide to employee a copy of signed SSA TNC Further Action Notice in English (and a translated version, if appropriate) 
	 Keep original signed SSA TNC Further Action Notice on file with Form I-9 
	 Take next action based on employee decision to contest or not contest SSA TNC 
	EMPLOYEE ACTION
	 Decide to contest or not contest and indicate choice on SSA TNC Further Action Notice 
	 Acknowledge SSA TNC case result by signing and dating SSA TNC Further Action Notice 
	 Take next action based on decision to contest or not to contest
	An employee who chooses to contest the SSA TNC must visit an SSA field office within 8 Federal Government working days to begin resolving the TNC. Provide the Referral Date Confirmation from E-Verify to the employee. The Referral Date Confirmation provides the date by which the employee must visit SSA. The employee must bring the SSA TNC Further Action Notice when he or she visits an SSA field office. Federal Government working days are Monday through Friday except for federal holidays. 
	You may not terminate, suspend, delay training, withhold pay, lower pay or take any other adverse action against an employee because of the employee’s decision to contest an SSA TNC until the TNC becomes a Final Nonconfirmation. 
	Follow the steps outlined in the ‘Refer Employee to SSA – Process Overview’ to complete the TNC process. 
	REFER EMPLOYEE TO SSA – PROCESS OVERVIEW
	 If the employee chooses to contest the SSA TNC, click ‘Refer Case.’ 
	NOTE: The employee’s obligation to visit an SSA field office within 8 Federal Government
	working days begins when you click ‘Refer Case.’
	 If the employee chooses not to contest, click ‘Close Case’ and follow steps in Section 4.2 ‘Close Case.’
	/
	 Select the Referral Date Confirmation in either English or Spanish and click ‘Print Confirmation.’
	/
	 Provide the Referral Date Confirmation to the employee.
	If the employee cannot read, you must read the Referral Date Confirmation to the employee. If the employee does not speak English as his or her primary language and has a limited ability to read or understand the English language, provide the employee with a translated version of this confirmation in the appropriate language, which is available in View Essential Resources.
	 Attach a copy of the Referral Date Confirmation to the employee’s Form I-9.
	 Check E-Verify for case updates and follow steps based on next case result. 
	IMPORTANT: You should ONLY close the case when E-Verify provides a final case result or if you no longer need to continue to verify the employment eligibility of the employee. 
	SSA has 10 Federal Government working days to update the case result in E-Verify. You should check E-Verify periodically for an update in case result. A case referred to SSA is updated with one the following results: 
	 EMPLOYMENT AUTHORIZED, Section 2.4
	 SSA FINAL NONCONFIRMATION, Section 4.1
	 SSA CASE IN CONTINUANCE, Section 3.4
	 DHS VERIFICATION IN PROCESS, Section 2.5 
	 REVIEW AND UPDATE EMPLOYEE DATA, Section 3.2
	Each case result requires different actions or steps to continue or close the case. These actions are outlined in the case result sections throughout this manual. 
	REFER EMPLOYEE TO SSA SUMMARY
	EMPLOYER ACTION 
	 Print the Referral Date Confirmation, provide it to the employee and attach a copy to the employee’s Form I-9
	 Check E-Verify for case result updates and follow steps based on case result provided
	EMPLOYEE ACTION
	 Visit an SSA field office within 8 Federal Government working days and present the SSA TNC Further Action Notice and applicable original documents listed on Page 2 of the SSA TNC Further Action Notice
	 SSA instructs employee of next steps
	In some instances, a case result of ‘Review and Update Employee Data’ occurs, and you will receive a prompt to review and update the employee’s information. This means that SSA found a discrepancy in the information it received in the E-Verify referral. 
	A ‘Review and Update Employee Data’ case result occurs for reasons including typographical errors and/or incorrect information provided on Form I-9. This case result does not mean that the employee is not authorized to work.
	This requires you to review Form I-9 with the employee, correct the information and update the case by following the steps provided in the ‘Review and Update Employee Data - Process Overview.’ 
	REVIEW AND UPDATE EMPLOYEE DATA – PROCESS OVERVIEW
	 Review the accuracy of the information provided on Form I-9 with the employee. If the employee made a mistake on Form I-9, correct and update.
	 If necessary, modify the employee’s information in the fields provided. 
	IMPORTANT: You may update a case one time. Ensure that the changes are correct before updating the case.
	/
	 Click ‘Continue.’
	 Follow next steps based on the case result provided.
	A case that is resubmitted to SSA is updated with one of the following case results: 
	 EMPLOYMENT AUTHORIZED, Section 2.4 
	 DHS VERIFICATION IN PROCESS, Section 2.5
	 DHS TENTATIVE NONCONFIRMATION (TNC), Section 3.3
	 SSA FINAL NONCONFIRMATION, Section 4.1
	Each case result requires different actions or steps to continue the case. These actions are outlined in the case result sections throughout this manual. 
	REVIEW AND UPDATE EMPLOYEE DATA SUMMARY
	EMPLOYER ACTION
	 Review the information on Form I-9 and E-Verify with the employee for accuracy
	 Access the employee’s case 
	 If necessary, modify the employee’s information in the fields provided
	 Click ‘Continue’
	 Follow steps based on case result provided
	EMPLOYEE ACTION
	 Ensure that the information found on Form I-9 is accurate
	A ‘DHS Tentative Nonconfirmation (TNC)’ results when the information submitted in E-Verify does not initially match records available to DHS. A DHS TNC does not necessarily mean that the employee is not authorized to work in the United States; however, additional action is required to resolve the TNC. 
	A DHS TNC case result occurs because the employee’s:
	 Name, Alien number, I-94 number and/or foreign passport number are incorrect in DHS records 
	 U.S. Passport, Passport Card, driver’s license, foreign passport or state ID card information could not be verified
	 Information was not updated in the employee’s DHS records 
	 Citizenship or immigration status changed
	 Record contains another type of error
	 Information was not entered correctly by the employer
	The employee must be notified of this result as soon as possible by following the steps in ‘Notify Employee of DHS TNC – Process Overview.’
	You must promptly notify the employee of the ‘DHS Tentative Nonconfirmation (TNC)’ case result. All case results should be discussed with the employee in a private setting.
	When notified of the DHS TNC, the employee chooses to contest or not contest the case result. In either case, the employee acknowledges his or her decision on the DHS TNC Further Action Notice. When an employee chooses to contest a DHS TNC, the employee is responsible for contacting DHS within 8 Federal Government working days. 
	IMPORTANT: An employer may not terminate, suspend, delay training, withhold or lower pay, or take any other adverse action against an employee because the employee received a TNC until the TNC becomes a Final Nonconfirmation.
	If the employee chooses not to contest the DHS TNC, the employer may terminate employment with no civil or criminal liability as noted in Article A, Section II paragraph 8 – Responsibilities of the Employer in the MOU. If the employee chooses not to contest the DHS TNC, the case automatically becomes a Final Nonconfirmation and the employer may close the case in EVerify and the employer can terminate employment without penalty. For more information, see Section 4.2 ‘Close Case.’
	To notify an employee of the DHS TNC case result, follow the steps outlined in the ‘Notify Employee of DHS TNC - Process Overview.’ 
	NOTIFY EMPLOYEE OF DHS TNC – PROCESS OVERVIEW
	 Receive DHS TNC case result.
	/
	 Click ‘Continue.’ 
	    /
	 Select either English or Spanish and print the DHS TNC Further Action Notice.
	 Confirm that all information listed on the top of the DHS TNC Further Action Notice is correct. If information is incorrect, close the case and create a new case for the employee. When you close the original case, select the case closure statement, ‘The case is invalid because the data entered is incorrect.’
	 Review the DHS TNC Further Action Notice with the employee in private and follow the instructions found on Page 1 of the DHS TNC Further Action Notice.
	If the employee cannot read, you must read the DHS TNC Further Action Notice to the employee. If the employee does not speak English as his or her primary language and has a limited ability to read or understand the English language, provide the employee with a translated version of the Further Action Notice in the appropriate language, which is available in ‘View Essential Resources.’
	IMPORTANT: You may provide the DHS TNC Further Action Notice to the employee in person, by fax, email, overnight or next-day delivery service, as long as you take proper precautions to ensure the employee’s information is protected. 
	 Indicate that the employee has been notified by selecting the box ‘Confirm Employee Notification.’
	You must confirm whether the employee decided to contest or not contest the DHS TNC by following the steps in the ‘Confirm Employee Decision – Process Overview.’
	NOTIFY EMPLOYEE OF DHS TNC SUMMARY
	EMPLOYER ACTION
	 Privately notify employee of the DHS TNC
	 Print, review, sign and date DHS TNC Further Action Notice 
	EMPLOYEE ACTION
	 Confirm that the information on the DHS TNC Further Action Notice is correct
	After being notified of the ‘DHS Tentative Nonconfirmation (TNC),’ the employee chooses to contest or not contest the case result and acknowledges his or her decision on the DHS TNC Further Action Notice. An employee who chooses to contest a DHS TNC is referred to DHS. Follow the steps outlined in the ‘Confirm Employee Decision – Process Overview.’ 
	CONFIRM EMPLOYEE DECISION – PROCESS OVERVIEW
	 Instruct the employee to indicate on the DHS TNC Further Action Notice whether he or she will contest the DHS TNC by signing and dating Page 2.
	 Sign and date Page 1 of the DHS TNC Further Action Notice as the employer.
	 Provide the employee a copy of the signed DHS TNC Further Action Notice in English (and a translated version, if appropriate).
	 Attach the original signed DHS TNC Further Action Notice to the employee’s Form I-9.        
	 Take next action in E-Verify based on employee decision to contest or not contest DHS TNC. 
	CONFIRM EMPLOYEE DECISION SUMMARY
	EMPLOYER ACTION
	 Instruct employee to indicate his or her decision to contest or not contest, sign and date DHS TNC Further Action Notice, then sign and date as the employer 
	 Provide to employee a copy of signed DHS TNC Further Action Notice in English (and a translated version, if appropriate) 
	 Keep original signed DHS TNC Further Action Notice on file with Form I-9 
	 Take next action based on employee decision to contest or not contest DHS TNC 
	EMPLOYEE ACTION
	 Decide to contest or not contest and indicate choice on signed DHS TNC Further Action Notice 
	 Acknowledge DHS TNC case result by signing and dating DHS TNC Further Action Notice 
	 Take next action based on decision to contest or not to contest
	An employee who chooses to contest the DHS TNC must contact DHS within 8 Federal Government working days to begin resolving the TNC. You must provide the Referral Date Confirmation from E-Verify to the employee. The Referral Date Confirmation provides the date by which the employee must call DHS. The employee must have the DHS TNC Further Action Notice when he or she calls DHS. Federal Government working days are Monday through Friday except for federal holidays. 
	You may not terminate, suspend, delay training, withhold pay, lower pay or take any other adverse action against an employee because of the employee’s decision to contest a TNC until the TNC becomes a Final Nonconfirmation.
	Follow the steps outlined in the ‘Refer Employee to DHS – Process Overview’ to complete the TNC process. 
	REFER EMPLOYEE TO DHS – PROCESS OVERVIEW
	 If the employee chooses to contest the DHS TNC, click ‘Refer Case.’ 
	NOTE: The employee’s obligation to call DHS within 8 Federal Government
	working days begins when you click ‘Refer Case.’
	 If the employee chooses not to contest, click ‘Close Case’ and follow steps in Section 4.2 ‘Close Case.’ 
	/
	In some cases, E-Verify prompts you to submit a copy of the employee’s photo document to DHS. Follow the steps below to complete this step when prompted. 
	 First, obtain a copy of the employee’s Form I-9 photo document. 
	 Then determine how you will submit a copy of this document to DHS. You may submit an electronic copy or send a paper copy by selecting one of the following:  
	 Attach and Submit Copy of Employee’s Photo Document 
	OR
	 Mail Copy of Employee’s Photo Document  
	If you chose to mail a paper copy, send it through express mail to the address below: 
	U.S. Department of Homeland Security (USCIS)10 Fountain Plaza, 3rd FloorBuffalo, NY 14202
	Attn: Status Verification Unit – Photo Matching
	DHS will not pay for any shipping costs. Participants are free to choose an express shipping carrier at their own expense. Inform all hiring sites of the DHS shipping information.
	/
	  Select the Referral Date Confirmation in either English or Spanish and Click ‘Print Confirmation.’ 
	 Provide the Referral Date Confirmation to the employee.
	If the employee cannot read, you must read the Referral Date Confirmation to the employee. If the employee does not speak English as his or her primary language and has a limited ability to read or understand the English language, provide the employee with a translated version of this confirmation in the appropriate language, which is available in View Essential Resources.
	 Attach a copy of the Referral Date Confirmation to the employee’s Form I-9.
	/
	 Check E-Verify for case updates and follow steps based on next case result. 
	IMPORTANT: You should ONLY close the case when E-Verify provides a final case result or if you no longer need to continue to verify the employment eligibility of the employee.
	After 10 Federal Government working days, E-Verify will provide one of the following case results: 
	 EMPLOYMENT AUTHORIZED, Section 2.4
	 DHS FINAL NONCONFIRMATION, Section 4.1
	 DHS CASE IN CONTINUANCE, Section 3.4
	 DHS NO SHOW, Section 4.1
	Each case result requires different actions or steps to continue or close the case. These actions are outlined in the case result sections throughout this manual.
	REFER EMPLOYEE TO DHS SUMMARY
	EMPLOYER ACTION
	 Refer the employee to DHS if he or she decides to contest or close the case
	 If the employee decides to contest:
	 Attach and submit or express mail a copy of employee’s photo document to DHS if the TNC is due to photo mismatch
	 Print Referral Date Confirmation, provide it to the employee and attach a copy to the employee’s Form I-9
	 Check E-Verify for case result updates and follow steps based on case result provided
	EMPLOYEE ACTION
	 Contact DHS within 8 Federal Government working days 
	 DHS instructs employee on the next steps
	An ‘SSA or DHS Case in Continuance’ indicates that the employee has visited a SSA field office and/or contacted DHS, but more time is needed to determine a final case result. The reason SSA or DHS needs more time varies with each situation. You should check E-Verify periodically for an update in case result. The employer may not terminate or take adverse action against an employee while SSA or DHS is reviewing the employee’s case. 
	/
	Once SSA or DHS has updated E-Verify, one of the following case results shows: 
	For DHS CASE IN CONTINUANCE: 
	 EMPLOYMENT AUTHORIZED, Section 2.4
	 DHS FINAL NONCONFIRMATION, Section 4.1
	For SSA CASE IN CONTINUANCE:
	 EMPLOYMENT AUTHORIZED, Section 2.4
	 SSA FINAL NONCONFIRMATION, Section 4.1
	 REVIEW AND UPDATE EMPLOYEE DATA, Section 3.2
	 DHS VERIFICATION IN PROCESS, Section 2.5
	Each case result requires different actions or steps to continue or close the case. These actions are outlined in each case result section throughout this manual.
	NOTE: If a case has had a ‘SSA or DHS Case in Continuance’ result for more than 60 Federal Government working days, contact E-Verify Customer Support at 888-464-4218 or E-Verify@dhs.gov.
	CASE IN CONTINUANCE SUMMARY
	EMPLOYER ACTION
	 Check E-Verify for case result updates and follow steps based on case result provided
	EMPLOYEE ACTION
	 NONE 
	4.0 FINAL CASE RESOLUTION
	4.1 Final Case Results
	SSA Final Nonconfirmation and DHS Final Nonconfirmation
	DHS No Show
	Error: Close Case and Resubmit

	4.2 Close Case
	Case Closure Statements

	4.3  Case Alerts
	Open cases to be closed
	Cases with New updates
	Work Authorization Documents Expiring


	To complete the E-Verify process, every case must receive a final case result and then be closed. Closing a case is easy; E-Verify guides you through the process after you receive a final case result.
	Final case results are displayed in the ‘Final Case Results – Overview.’
	FINAL CASE RESULTS – OVERVIEW
	The employee’s information matched records available to SSA and/or DHS. It’s that easy! See section 2.4. 
	Employment Authorized
	E-Verify cannot verify an employee’s employment eligibility after the employee has visited SSA or contacted DHS.
	SSA or DHS Final Nonconfirmation
	The employee did not contact DHS within 8 Federal Government working days.
	DHS No Show
	This case cannot continue because the expiration date entered for the employee’s U.S. Passport, Passport Card or driver’s license is incorrect. This case must be resubmitted in E-Verify.
	Error: Close Case and Resubmit 
	An ‘SSA or DHS Final Nonconfirmation’ case result is received when E-Verify cannot verify an employee’s employment eligibility after an employee has visited a SSA field office or contacted DHS during the TNC referral process. Once an ‘SSA or DHS Final Nonconfirmation’ has been provided, you must close the case.
	The employer may terminate employment based on a case result of ‘SSA or DHS Final Nonconfirmation’ with no civil or criminal liability as noted in Article A, Section II, paragraph 8 – Responsibilities of the Employer in MOU.
	/
	SSA/DHS FINAL NONCONFIRMATION SUMMARY
	EMPLOYER ACTION
	 Receive ‘SSA or DHS Final Nonconfirmation’ case result  
	 Close case
	EMPLOYEE ACTION
	 NONE 
	A ‘DHS No Show’ indicates that the employee did not contact DHS within  8 Federal Government working days. A ‘DHS No Show’ case result is considered a Final Nonconfirmation. A Final Nonconfirmation means that the case must be closed in EVerify.
	 Employer may terminate employment based on a case result of ‘DHS No Show’ with no civil or criminal liability as noted in Article A, Section II, paragraph 8 – Responsibilities of the Employer in the MOU.
	DHS NO SHOW SUMMARY
	EMPLOYER ACTION
	 Receive ‘DHS No Show’ case result  
	 Close case
	EMPLOYEE ACTION
	 NONE 
	If the expiration date you entered for the employee’s U.S. Passport, Passport Card or driver’s license is incorrect, E-Verify prompts an ‘Error: Close Case and Resubmit’ case result and you will not be able to continue the case. 
	Because document information for a case that has already been submitted cannot be changed, you must close this case and create a new one with correct information. Select the closure statement option: ‘The case is invalid because the data entered is incorrect’ and close this case. Now you can create a new case for this employee using the correct document expiration date.
	IMPORTANT: This does not mean that the employee is not authorized to work. EVerify will confirm the employment eligibility of this employee once you create a new case and enter the correct document expiration date.
	ERROR: CLOSE CASE AND RESUBMIT SUMMARY
	EMPLOYER ACTION
	 Receive ‘Error: Close Case and Resubmit’ case result
	 Close case using closure statement option: ‘The case is invalid because the data entered is incorrect’ 
	 Resubmit case using the correct document expiration date for the U.S. Passport, Passport Card or driver’s license 
	EMPLOYEE ACTION
	 If necessary, provide employer with unexpired U.S. Passport, Passport Card or driver’s license 
	To properly complete the E-Verify process, employers must close EVERY case created in E-Verify. There are 11 possible case closure statements. To assist you in making the correct choice and to reduce the number of options, E-Verify requires you to state whether the employee is still employed. To close a case, employers follow the steps outlined in the ‘Close Case – Process Overview.’ 
	CLOSE CASE – PROCESS OVERVIEW
	 Click ‘Close Case.’  
	/
	 Next, indicate whether the employee is still employed with the company; select yes or no and click ‘Continue.’ Your response to the question: “Is (employee’s name) currently employed with this company?” will determine which case closure statement options will appear on the next screen.
	/
	 Next, select the most appropriate statement and click ‘Continue.’ 
	/
	 Record the case verification number on the employee’s Form I-9, or print the case details and file it with the employee’s Form I-9.
	/
	 This completes the E-Verify verification process.
	Every case created in E-Verify MUST be closed. To close a case, select one of the case closure statements. E-Verify will present only those statements that are relevant to each case. In some scenarios, not all of the case closure statements are available.
	NOTE – CLOSE CASE
	When answering the question, “Is the employee currently employed with this company?” it is important to consider the following:
	 If you have an employee who didn’t contest a Tentative Nonconfirmation (TNC), or who received a Final Nonconfirmation or ‘DHS No Show,’ the employer will decide if the employee will continue working. If :
	 Employee’s employment is continued, select ‘Yes.’
	 Employee’s employment is to be terminated, do so, select ‘No.’
	 If you have an employee who has accepted a job offer, but hasn’t yet started work but received a TNC and decided not to contest, or who received a Final Nonconfirmation, decide whether you will allow the employee to start work. If you decide to:
	 Allow the employee to start work as planned, select ‘Yes.’
	 Terminate the employee’s employment offer, do so, select ‘No.’ 
	 The employee continues to work for the employer after receiving an Employment Authorized result.
	E-Verify has verified that the employee is eligible to work in the United States and the employee continues to work for the employer.
	 The employee continues to work for the employer after receiving a Final Nonconfirmation result.
	E-Verify cannot verify that this employee is authorized to work in the United States. The employee had contested the tentative nonconfirmation (TNC), but was unable to resolve it. The employer chooses to exercise its legal right to allow the employee to continue to work.
	 The employee continues to work for the employer after receiving a No Show result.
	E-Verify cannot verify that this employee is authorized to work in the United States. The employee had contested the tentative nonconfirmation (TNC), but did not take action to resolve it. The employer chooses to exercise its legal right to allow the employee to continue to work.
	 The employee continues to work for the employer after choosing not to contest a Tentative Nonconfirmation.
	E-Verify cannot verify that this employee is authorized to work in the United States. The employee chose not to contest the tentative nonconfirmation. The employer chooses to exercise its legal right to allow the employee to continue to work.
	 The employee was terminated by the employer for receiving a Final Nonconfirmation result.
	E-Verify cannot verify that this employee is authorized to work in the United States. The employee had contested the tentative nonconfirmation, but was unable to resolve it. The employer terminated the employee because of the final nonconfirmation result.
	 The employee was terminated by the employer for receiving a No Show result.
	E-Verify cannot verify that this employee is authorized to work in the United States. The employee had contested the tentative nonconfirmation (TNC), but did not take action to resolve it. The employer terminated the employee because of the ‘no show’ result.
	 The employee was terminated by the employer for choosing not to contest a Tentative Nonconfirmation.
	E-Verify cannot verify that this employee is authorized to work in the United States. The employee chose not to contest the tentative nonconfirmation (TNC). The employer terminated the employee because the employee chose not to contest the TNC.
	 The employee voluntarily quit working for the employer.
	The employee chose to stop working for the employer.
	 The employee was terminated by the employer for reasons other than EVerify.
	The employer terminated the employee for reasons unrelated to E-Verify.
	 The case is invalid because another case with the same data already exists.
	An E-Verify case with the same data was already created for this employee. This is a duplicate case.
	NOTE: If a case is closed as invalid, it does not void the case or change the case result. A case closed as invalid will still display the last case result even though it has been closed.
	 The case is invalid because the data entered is incorrect.
	The data entered for this employee was not correct.
	NOTE: If a case is closed as invalid, it does not void the case or change the case result. A case closed as invalid will still display the last case result even though it has been closed.
	CLOSE CASE SUMMARY
	EMPLOYER ACTION
	 Click ‘Close Case’
	 Indicate whether the employee is still employed
	 Select the appropriate case closure statement 
	 Record case verification number on Form I-9 or print screen and file it with Form I-9
	 The E-Verify process is now completed 
	EMPLOYEE ACTION
	 NONE 
	E-Verify case alerts are found at the bottom of the user home page. The purpose of this feature is to bring your attention to cases that need your action. When you log in to E-Verify, case alerts inform you of one of the following: 
	 Open Cases to be Closed
	 Cases with New Updates
	 Work Authorization Documents Expiring
	The E-Verify home page indicates the number of cases that require your attention by a number in a red circle on the alert. Each case alert can be accessed by clicking on the alert. Cases can also be accessed through ‘View Cases’ and ‘Search Cases’ from the left navigation menu in E-Verify. Review the ‘Case Alerts – Overview.’ 
	CASE ALERTS – PROCESS OVERVIEW 
	 E-Verify user home page display with no case alerts.
	/
	 E-Verify user home page display with case alerts.
	 Click on the alert requiring your attention to access your case alert(s). 
	/
	Case alerts can also be accessed:
	 From ‘My Cases,’ select ‘Search Cases.’ 
	/
	 Determine your search criteria and click ‘Search.’
	Any case created in E-Verify and assigned a case verification number must be closed. The ‘Open Cases to be Closed’ case alert provides quick access to all cases that need to be closed. Features of this tab include: 
	 Sort cases by: status, last name, first name, case number or hire date
	 A quick link to each case by clicking on the case number
	The ‘Cases with New Updates’ case alert is a quick link to all cases that have had a change in case result. All interim case results must receive a final case result and be closed. This case alert is an easy way to manage these cases. 
	/
	The 'Work Authorization Docs Expiring' case alert is a notification that an employee's Employment Authorization Document (Form I-766) or an Arrival-Departure Record (Form I94) document is expiring. This alert is intended to remind you to reverify the employee by completing Section 3 of Form I-9. Do not use E-Verify to create a new case.
	This is simply a reminder; no action is required or permitted in E-Verify. You may dismiss each alert by clicking ‘Dismiss Alert.’
	This alert will only appear if the document the employee presented for the original EVerify case was either an Employment Authorization Document (Form I-766) or an Arrival-Departure Record (Form I-94). Also, the alert only appears the first time the document expires—subsequent expirations will not activate this case alert.
	5.0 Case Reports
	5.1 Corporate Overview of Pilot Usage
	5.2 Quick Audit Report
	5.3 User Audit Report
	5.4 User Report

	There are four types of case reports available in E-Verify for persons or entities who are enrolled as employers. These include: ‘Corporate Overview Pilot of Usage,’ ‘Quick Audit Report,’ ‘User Audit Report,’ and ‘User Report.’ This section provides direction on how to create each of these reports in E-Verify. 
	All reports are accessed from ‘My Reports’ by selecting ‘View Reports.’ 
	/
	NOTE: All reports display only the last four digits of an employee’s Social Security number for added security and to protect employees’ privacy.
	This report displays the number of cases created by the employer within a federal government fiscal year, which begins October 1 and ends September 30 of the following calendar year. If the employer has not created any cases during the fiscal year, a report will still appear with a total of zero. The report is available to corporate administrators and program administrators, but not general users.
	To create a ‘Corporate Overview of Pilot Usage Report,’ see the ‘Corporate Overview of Pilot Usage – Report Overview.’
	CORPORATE OVERVIEW OF PILOT USAGE – REPORT OVERVIEW
	 Select ‘Corporate Overview of Pilot Usage.’ 
	/
	 Click ‘Next.’ 
	 Determine and select which report format, Portable Document Format (PDF) or Microsoft Excel, you would like to view.
	/
	 Use the drop-down list to select the fiscal year for which you want a report.
	 Click ‘Run Report.’
	 Use report as needed.
	This report provides case data about each case that matches the user-entered search criteria in Excel format. The case data includes basic company and case identifiers and case resolution information. The case data does not include sensitive employee information such as SSNs, or document numbers. This report was designed to satisfy the requirement of employers to report their E-Verify activity to Federal, State, or local government entities. Users should note that this report may contain up to 5000 rows and is populated with the city and state that is associated with their account.   
	To create a ‘Quick Audit Report,’ see the ‘Quick Audit Report – Report Overview.’
	QUICK AUDIT REPORT – REPORT OVERVIEW
	 Select ‘Quick Audit Report.’ 
	/
	 Click ‘Next.’
	/
	 Enter the date range for which you want the report.
	 Click ‘Run Report.’
	 Use report as needed.
	NOTE: This report is available as a Microsoft Excel document only. It is not available as a PDF file. 
	This report provides summary case information about each case that matches the user criteria entered. The case information includes the case verification number, the date the case was submitted, the last four digits of the employee’s SSN, alien number, I-94 number, last name, first name, case result, referral information and case closure statement. The report is available to program administrators and general users.
	To create a ‘User Audit Report,’ see the ‘User Audit Report - Report Overview.’
	USER AUDIT REPORT – REPORT OVERVIEW
	 Select ‘User Audit Report.’ 
	/
	 Click ‘Next.’
	/
	 Use the drop-down list to select the E-Verify user for whom you want a report.
	 Enter the date range for which you want a report.
	 Click ‘Run Report.’
	 Use report as needed.
	NOTE: This report is available as a Microsoft Excel document only. It is not available as a PDF file. 
	This report displays a detailed list of the employer's users. It includes each user’s name, user role, contact telephone number and the last date he or she logged in to EVerify. The report is available to corporate administrators, program administrators and general users, but a general user cannot view user information for other users.
	To create a ‘User Report,’ see the ‘User Report - Report Overview.’
	USER REPORT – REPORT OVERVIEW
	 Click ‘User Report.’ 
	/
	 Click ‘Next.’ 
	 Determine and select which report format, PDF or Microsoft Excel, you would like to view.
	/
	 Use the drop-down list to the select user role for which you want a report.
	 Click ‘Run Report.’
	 Use report as needed.
	6.0 Account Administration
	6.1 User Roles
	6.2 User ID and Password Creation
	Change Your Password
	Change Security Questions

	6.3 Update User Profile Information

	User account administration provides individual users specific functions and permissions to update their accounts, change their passwords and perform other functions explained in this section. 
	It is important to distinguish that the user account functions are different for each user role. 
	Permissions and functions in E-Verify granted to the user differ for each user role. There are two user roles: program administrator and general user. 
	Every employer account must have at least one program administrator who provides support for the general user and manages the company profile. Employers can choose to have general users who will only be able to create and manage their own cases. General users and program administrators must successfully complete the online EVerify tutorial before they can create or manage cases. 
	The ‘User Role Functions Overview’ provides an explanation of the functions of each user role.
	USER ROLE FUNCTIONS  -  OVERVIEW
	VERIFY EMPLOYEES
	UNLOCK USERS
	UPDATE CASES
	ADD USERS
	VIEW CASES
	ROLE
	Program Administrator
	x
	x
	x
	x
	X
	(at least one required)
	General User
	x
	x
	x
	(optional)
	Program administrator can add users in E-Verify. All users are assigned a user ID and initial password. Upon being initially registered by the program administrator, users receive an email with a user ID and password. E-Verify will prompt users to change the initial password for security purposes. Do not share a password with other users. Each user must have his or her own user ID and password. 
	Passwords are case-sensitive and must be between 8-14 characters, different from the assigned user ID, changed every 90 days and have the following characteristics:
	 At least one uppercase or lowercase letter 
	 At least one number and at least one special character - special characters include: ! @ $ % * ( ) < > ? : ; { } + - ~ 
	 Contain no more than two identical and consecutive characters in any position from the previous password 
	 Contain a non-numeric in the first and last positions 
	 Not identical to the user ID 
	Additionally, password policy recommends that passwords should not:
	 Contain any dictionary word 
	 Contain any proper noun or the name of any person, pet, child or fictional character, nor any employee ID number, Social Security number, birth date, phone number or any information that could be readily guessed about the creator of the password 
	 Contain any simple pattern of letters or numbers, such as ‘qwerty’ or ‘xyz123’ 
	 Contain any word, noun or name spelled backwards
	An example of an acceptable password is found in the ‘Password Example.’ 
	PASSWORD EXAMPLE
	This is an acceptable password: 
	IL!keH2o
	At least 8 characters in length
	An uppercase letter
	A lowercase letter
	A special character
	A number
	E-Verify automatically prompts you to create a new password every 90 days. However, if you think your password has been compromised, change it immediately. 
	If a user attempts to log in with an incorrect password 3 consecutive times the user is locked out of EVerify. Password help contact information is listed in the information box.  
	If you are locked out of your user account, first try to reset your password using the ‘Forgot your password?’ link. 
	(
	If you forget your user ID, you may retrieve it by using the ‘Forgot your User ID?’ link and providing your email address when prompted. However, if you have more than one user ID associated with your email address, you must contact E-Verify Customer Support at 888-464-4218 for assistance.
	/
	If you are unsuccessful at resetting your password with the automatic system, contact your program administrator. If your program administrator is not available contact E-Verify Customer Support at 888-464-4218.
	If your password has been compromised, change it immediately. To change a password, follow the steps in ‘Change Password – Process Overview.’  
	CHANGE PASSWORD – PROCESS OVERVIEW
	 From ‘My Profile,’ select ‘Change Password.’ 
	/
	 ’Enter Old and New Passwords’ page will display.
	 Type current password in the ‘Old Password’ field.
	 Type new password in the ‘New Password’ field.
	 Retype new password in the ‘Re-Type New Password’ field. The new password cannot be the same as any of the last six passwords. 
	 Enter password challenge questions and answers.
	/
	 Click ‘Submit Password Change.’ 
	Users can set security questions to allow them to reset their passwords. When you log into your E-Verify account for the first time, E-Verify will automatically prompt you to complete these questions. If you need to change your security questions, follow the steps in ‘Change Security Questions – Process Overview.’
	CHANGE SECURITY QUESTIONS – PROCESS OVERVIEW
	 From ‘My Profile,’ select ‘Change Security Questions.’ 
	/
	 Select a question from the drop down list and enter the answer in the field below. Fields with a red asterisk (*) are required fields.
	/
	 Click ‘Submit.’ A confirmation message will be displayed.
	Every E-Verify user has a profile that includes his or her name, telephone number, fax number and email address. Users should update this information whenever necessary using the ‘Edit Profile’ link. To update this information follow the steps outlined in ‘Edit Profile – Process Overview.’ 
	EDIT PROFILE – PROCESS OVERVIEW
	 From ‘My Profile,’ select ‘Edit Profile.’ 
	/
	 Add information or edit fields as necessary. Fields with a red asterisk (*) are required fields.
	 Click ‘Submit User Profile Changes.’ A confirmation message and your profile information will be displayed.
	/
	 Review the confirmation message to see whether the request for profile updates was successful. If E-Verify is unable to process the user profile updates, try again later. 
	7.0 My Company – Program Administrators
	7.1 Add New User
	7.2 View Existing Users
	Reset User’s Password
	Delete User Account

	7.3 Edit company profile
	Company Information Fields
	Update Points of Contact
	Update North American Industry Classification System (NAICS) Information
	Add New Hiring Site(s)
	View Memorandum of Understanding (MOU)

	7.4 Close Company Account

	Program administrators also manage the site administration of their E-Verify employer agent account. Program administrators use the ‘My Company’ menu to:
	 Add general users
	 Add other program administrators
	 Change or update company profile information
	 Terminate the E-Verify employer agent’s access to E-Verify 
	Only program administrators can add E-Verify users. To add an additional user, the program administrator must provide the user’s name, phone number, fax number (optional) and email address.
	If a user leaves the employer or no longer needs access to E-Verify, a program administrator must delete the user’s account. To delete a user’s account, see ‘Delete User Account – Process Overview’ in Section 7.2. 
	If you are a program administrator and you need to add a new E-Verify user, follow the ‘Add New User - Process Overview.’
	ADD NEW USER – PROCESS OVERVIEW
	 From ‘My Company,’ select ‘Add New User.’ 
	/
	 Choose general user or program administrator and provide the person’s name, phone number, fax number (optional) and email address and click ‘Next.’
	/
	 Accept the system-generated user ID or create a new user ID.
	/
	 Review the information submitted and then click ‘Submit New User.’
	 The new user will receive his or her user ID and password by email.
	NOTE: Most people receive our confirmation email within a few minutes. Instruct your new user to check his or her email inbox as well as spam or junk mail folders. If the email is not received within 48 hours, call E-Verify Customer Support at 888-464-4218 for assistance.
	Only program administrators can view user information and reset passwords. ‘View Existing Users’ allows you to view, search and maintain the general users and program administrators assigned to your company, as demonstrated in the ‘View Existing Users – Process Overview.’ 
	VIEW EXISTING USERS – PROCESS OVERVIEW
	 From, ‘My Company,’ select ‘View Existing Users.’
	/
	 Search for a user using the criteria displayed in each field. You can enter a partial name and a percent sign (%) as a wildcard character. 
	/
	 Click ‘Display User Summary List.’
	 A list of user accounts displays. You can view or modify a user account by selecting the user ID. 
	RESET USER’S PASSWORD – PROCESS OVERVIEW
	 Follow the steps in ‘View Existing Users – Process Overview’ to find the user who needs his or her password changed.
	 Select the appropriate user by selecting his or her user ID. 
	 Assign a temporary password by completing both fields under ‘Reset User Password.’ 
	 Click ‘Submit User Modifications.’
	Program administrators may delete user accounts by following the steps in ‘Delete Users – Process Overview.’ 
	DELETE USERS – PROCESS OVERVIEW
	 First, follow the steps in ‘View Existing Users – Process Overview’ above to find the user who needs to be deleted.
	 Click ‘Delete’ in the row of the user’s account you wish to delete on the ‘User Summary List’ page. 
	OR 
	 Click ‘Delete User’ on the ‘View/Modify User Information’ page.
	/
	In both instances, the ‘User Deletion Information’ page will open, displaying the information for the user whom you want to delete. Click ‘Delete User’ to delete the user’s account.  
	After you click ‘Delete User,’ changes will be permanent.  
	To update employer information in E-Verify, complete the steps in the ‘Edit Company Profile – Process Overview.’ Users may also view the MOU between E-Verify and the employer.
	EDIT COMPANY PROFILE – PROCESS OVERVIEW
	 From ‘My Company,’ select ‘Edit Company Profile.’ 
	/
	 To modify any section of the ‘Company Information’ page, click ‘View/Edit’ in the section you want to modify (e.g., company name and physical location, points of contact, North American Industry Classification System (NAICS) code, total hiring sites and total points of contact).
	/
	 Make the required changes and click ‘Submit.’
	 Click ‘View MOU’ to view the MOU between E-Verify and the employer. If you have trouble viewing your MOU, make sure you have disabled any pop-up blockers and are using the latest version of your PDF viewer software.
	IMPORTANT: After clicking ‘Submit,’ the program administrator cannot undo any changes that have been entered without manually re-entering the original information.
	(
	The E-Verify company ID number is located at top of the ‘Company Information’ page.
	Many fields can be updated in the ‘Company Information’ page. For additional information on each field, see ‘Company Information – Overview.’ 
	NOTE: Any information you update will not change the employer’s original electronically signed MOU.
	COMPANY INFORMATION – OVERVIEW
	DESCRIPTION
	FIELD NAME
	Name of employer enrolled in E-Verify.
	Company Name
	Location where the employer creates E-Verify cases. 
	Physical Location
	Employer’s mailing address. If this address is different from the physical location, use this field to make the necessary changes.
	Mailing Address
	Additional information about the size of the employer and any associated corporate parent company information, if applicable. 
	Additional Information
	Also known as federal tax identification number. Generally, most employers are required to have an employer identification number and any employer that has employees is required to have one for wage and tax reporting purposes.
	Employer Identification Number 
	Parent Organization
	An organization that owns or controls other organizations (sometimes called subsidiaries). For corporations, a parent corporation is often defined as a corporation that owns more than 50 percent of another corporation. 
	Employers may link their employer accounts to a corporate administrator account (also called an E-Verify corporate account). This gives your corporate administrator access to your employer or E-Verify employer agent account profile, user administration and reports that contain case information. You should link your account only if you have been instructed to do so by your corporate administrator.
	Administrator 
	The category that identifies the employer as a Federal, State or local government organization or a federal contractor with the FAR EVerify clause in their federal contract, if applicable.
	Organization Designation
	Every employer must have at least one person assigned as a point of contact for EVerify issues. The program administrator is automatically assigned as the point of contact unless it is changed. To update the point of contact, see ‘Update Points of Contact – Process Overview.’ 
	UPDATE POINTS OF CONTACT – PROCESS OVERVIEW
	 From ‘My Company,’ select ‘Edit Company Profile.’ 
	o /
	 Click ‘View/Edit’ in the ‘Total Points of Contact’ section of the ‘Company Information’ page to modify this information. The ‘Points of Contact Summary’ page opens.
	/
	 Click ‘Add’ to add a new point of contact. 
	 Click ‘Edit’ after adding the new point of contact's information or modifying an existing point of contact's information. The updated ‘Points of Contact Summary List’ page will appear. 
	 Click ‘Delete’ to delete a point of contact. The updated ‘Points of Contact Summary List’ page will appear. 
	/
	 Click ‘Save and Continue’ when finished updating the point(s) of contact. This brings the program administrator back to the ‘Company Information’ page.
	The NAICS code classifies employers by industry. During enrollment the employer selects the NAICS code. If the employer’s industry classification has changed, this should be updated in the EVerify company profile. 
	To update the NAICS code, follow the ‘Update NAICS Code - Process Overview.’
	UPDATE NAICS CODE – PROCESS OVERVIEW
	 From ‘My Company,’ select ‘Edit Company Profile.’ 
	/
	 Click ‘View/Edit’ in the NAICS section of the ‘Company Information’ page.  
	/
	 The ‘NAICS Code’ page displays the NAICS code entered when your employer enrolled in EVerify.
	To modify the ‘NAICS Code’ field:
	 Enter the new three digit NAICS code. If the new number is not known, a program administrator can search available codes. 
	To determine the employer's NAICS code:
	 Click ‘Generate NAICS Code.’ 
	 Select the appropriate sector and subsector from the drop-down list. As the program administrator proceeds from page to page, the corresponding NAICS code appears in the ‘NAICS Code’ field. 
	 Select the appropriate category for the employer from each list that appears.
	 Click ‘Accept NAICS Code and Continue.’ Once you have accepted the final subsector, the ‘Company Information’ page appears. 
	Program administrators can modify the number of hiring sites that participate in E-Verify in each state. A participating hiring site means that your employer will create an E-Verify case for every newly hired employee who works at that site.
	The ‘Company Hiring Sites’ page shows the states where the employer has hiring sites and the number of hiring sites for each state. Program administrators have the option to add hiring sites for a new state, edit the number of hiring sites in a state where the employer currently has participating hiring sites, or delete a state from the hiring site list.
	To add a new state where the employer will have participating hiring sites, follow the ‘Add New State Hiring Site - Process Overview.’ 
	ADD NEW STATE HIRING SITE – PROCESS OVERVIEW
	 From ‘My Company,’ select ‘Edit Company Profile.’ 
	/
	 Click ‘View/Edit’ in the ‘Total Hiring Sites’ section of the ‘Company Information’ page.
	/
	 Click ‘Add’ to add participting hiring sites for a new state. Select the state from the drop-down list. Enter the number of hiring sites, then click ‘Update.’ 
	 To edit the number of participating hiring sites in a state where the employer currently has hiring sites, click ‘Edit’ next to the state whose number of hiring sites you wish to edit. Change the number of hiring sites, and then click ‘Update.’ 
	 To delete a state from the company’s hiring site list, click ‘Delete’ next to the state you want to remove. Confirm that you want to remove the state and all of its hiring sites by selecting ‘Delete Site.’ 
	 Click ‘Next’ to submit modifications and return to the ‘Company Information’ page.
	Program administrators may view the MOU between E-Verify and the employer. To view the MOU, follow the steps outlined in the ‘View MOU - Process Overview.’
	VIEW MOU – PROCESS OVERVIEW
	 From ‘My Company,’ select ‘Edit Company Profile.’ 
	/
	 From the ‘Company Information’ page, click ‘View MOU’ at the bottom of the screen.
	/
	 The MOU that was electronically signed for that employer will appear in a new window. If the MOU does not load, ensure that your pop-up blocker is disabled. 
	IMPORTANT: Once the MOU is submitted during enrollment, the information that appears on the MOU cannot be changed. However, you can update the employer’s information in E-Verify to reflect any changes. If you need to provide proof of your employer’s enrollment in E-Verify, you may print a copy of your company’s information page as proof of the employer’s updated information.
	REMINDER
	 Be sure to update your E-Verify account information to reflect any changes.
	Any E-Verify account may be closed voluntarily. To close an account, a program administrator, corporate administrator, the signatory of the MOU, or an authorized employer representative must submit a request no later than 30 days in advance of the date the employer would like to close its account. Employers must request termination electronically through E-Verify (see ‘Close Company Account – Process Overview’) or by submitting a written termination notice to E-Verify@dhs.gov or fax to 202-443-0215. 
	Employers must continue to use E-Verify in accordance with the MOU during this 30 day period or until they receive an email confirming that the account is closed, whichever is sooner. All open E-Verify cases will need to be closed, even if the request to close the E-Verify account was made.
	IMPORTANT: Once an account is closed, all access to the account and its associated records is lost. To preserve the records from an E-Verify account, see Section 5.3 to create and retain a user audit report. E-Verify case information and documentation must be retained for your employees for the same length of time as their Forms I-9.
	To request termination of employer participation in E-Verify, perform the steps outlined in ‘Close Company Account – Process Overview.’ 
	CLOSE COMPANY ACCOUNT – PROCESS OVERVIEW 
	 From ‘My Company,’ select ‘Close Company Account.’ 
	/
	 Type the reason for closing the account in the ‘Termination Request Reason’ field. 
	/
	 Click ‘Request Termination.’
	 A message will appear informing you that E-Verify will be notified of your request to terminate participation in the program.
	REMINDER
	 If the employer has more than one E-Verify employer account and the entire employer is requesting termination, each employer account must be closed.
	(
	If you submitted a termination request by mistake, contact E-Verify Customer Support at 888-464-4218 for assistance.
	8.0 RESOURCE AND CONTACT INFORMATION
	The EVerify public website is the primary resource for all EVerify information, but do not hesitate to contact us via phone or email. For easy access to online resources, we suggest that you bookmark or save the websites as ‘favorites’ so you’ll have easy access to them in the future.
	E-VERIFY RESOURCES
	URL
	E-Verify Public Website
	www.dhs.gov/E-Verify
	 General information about E-Verify
	 Program information and statistics
	 Frequently asked questions
	 E-Verify user manuals
	 E-Verify quick reference guides
	 Information about employee rights and employer obligations
	E-Verify Enrollment Application
	https://e-verify.uscis.gov/enroll
	 Website for initial employer enrollment
	E-Verify Access for Employers and Corporate Administrators
	https://e-verify.uscis.gov/emp
	 User access to E-Verify
	E-Verify Access for E-Verify Employer Agents
	https://e-verify.uscis.gov/esp
	 User access to E-Verify
	E-VERIFY CONTACT INFORMATION
	E-Verify Customer Support
	E-Verify Customer Support is available to assist you with using E-Verify, password resets, cases and technical support. We can also answer your questions about EVerify policies and procedures, Form I-9 and employment eligibility. We are available Monday through Friday, from 8 a.m. Eastern Time to 5 p.m. Pacific Time, except on federal holidays
	888-464-4218
	For E-Verify Employer Agents:
	877-875-6028 (TTY)
	E-VerifyEmployerAgent@dhs.gov
	888-464-4218
	For Clients:
	877-875-6028 (TTY)
	E-Verify@dhs.gov
	For Employees:
	888-897-7781
	877-875-6028 (TTY)
	E-Verify@dhs.gov
	Department of Justice, Civil Rights Division, Office of Special Counsel for Immigration- Related Unfair Employment Practices (OSC)
	OSC is available to answer your questions about immigration-related employment discrimination, including discrimination based on citizenship status, immigration status or national origin in the Form I-9 and E-Verify processes.
	Appendix A: Acronyms
	Definition
	Acronym
	DHS
	U.S. Department of Homeland Security
	DOS
	U.S. Department of State
	FAR
	Federal Acquisition Regulation
	FNC
	Final Nonconfirmation
	IIRIRA
	Illegal Immigration Reform and Immigrant Responsibility Act
	INA
	Immigration and Nationality Act of 1952
	IRCA
	Immigration Reform and Control Act of 1986
	MOU
	Memorandum of Understanding
	NAICS
	North American Industry Classification System
	OSC
	Office of Special Counsel for Immigration Related Unfair Employment Practices
	Portable Document Format
	PDF
	Social Security Administration
	SSA
	Social Security number
	SSN
	Tentative Nonconfirmation
	TNC
	U.S. Citizenship and Immigration Services
	USCIS
	Appendix B: Glossary
	A
	Acceptable Documents for Verifying Identity and Employment Eligibility
	Documents designated for determining employment eligibility and identity under the Immigration and Nationality Act (INA) are listed on Form I-9 and in the ‘Handbook for Employers: Guidance for Completing Form I-9 (M-274)’ found at http://www.uscis.gov/files/form/m-274.pdf. Employees have the right to choose which document or combination of documents to present. Any ‘List B’ document presented to an employer participating in E-Verify must contain a photograph.
	Admission Number or I-94 Number
	An 11-digit number that is found on the Arrival-Departure Record (Form I-94 or Form I-94A).
	Alien (Noncitizen)
	An individual who is not a citizen or national of the United States.
	Alien Authorized to Work
	A noncitizen who is allowed to work because of his or her immigration status or a noncitizen who is granted work authorization byU.S. Citizenship and Immigration Services. 
	Alien Registration Number or Alien Number (A-number)
	A unique seven-, eight- or nine-digit number assigned to a noncitizen at the time his or her Afile is created. The nine-digit U.S. Citizenship and Immigration Services number listed on the front of Permanent Resident Cards (Form I-551) issued after May 10, 2010, is the same as the Alien Registration Number. The A-number can also be found on the back of the Permanent Resident Card.
	Anti-Discrimination Notice
	The anti-discrimination notice is published by the Office of Special Counsel for Immigration-Related Unfair Employment Practices, Department of Justice (OSC), and provides information to employees concerning discrimination in the workplace. The E-Verify memorandum of understanding (MOU) requires participating employers to display the notice in a prominent place that is clearly visible to prospective employees in all languages supplied by the U.S. Department of Homeland Security (DHS). This notice is available in the ‘Essential Resources’ section of E-Verify. For questions about discrimination during the employment eligibility verification process, employers may contact OSC at 800-255-8155 or 800-237-2515 (TTY) or visit OSC’s website at http://www.justice.gov/crt/about/osc.
	Arrival/Departure Record (Form I-94 or I-94A)
	A document issued to some noncitizens admitted to the United States. Some of these forms are stamped to indicate work-authorized status. Form I-94 or I-94A contains an 11-digit admission number that may be used as part of the initial EVerify case if the noncitizen employee does not have an Alien Registration Number.
	B
	C
	Case in Continuance
	This response is given if the Social Security Administration (SSA) or the U.S. Department of Homeland Security (DHS) needs more than 10 Federal Government working days to provide a final case result. The employee continues to work until a final case result is provided in E-Verify from SSA or DHS.
	Case Incomplete
	This response is given if the user abandons a case after the ‘Check Information’ screen or the photo matching screen appears. The user will need to continue the case or close the case.
	Case Verification Number
	A unique number assigned to each E-Verify case that is created when an employer submits an initial verification. Employers participating in E-Verify are required to record the case verification number on the employee’s Form I-9 or to print the screen containing the case verification number and attach it to the employee’s Form I-9.
	Client 
	An individual or employer that hires an E-Verify employer agent to create E-Verify cases on its behalf. 
	Close Case
	The step in the verification process when either a final result has been provided or the user no longer needs to continue the verification and the case is ready to be closed.
	Company ID Number
	The E-Verify company ID number consists of 4 to 6 numerical characters and is located on the first page of the memorandum of understanding (MOU), directly below the E-Verify logo. Program administrators may also obtain the company ID number from the Company Information page in E-Verify under ‘Edit Company Profile.’
	Corporate Administrator
	Corporate administrator access is used only for managing multiple employer accounts and does not allow corporate administrator users to create and manage EVerify cases. 
	D
	DHS No Show
	A response received when the employee did not contact the U.S. Department of Homeland Security (DHS) to resolve his or her case and 10 Federal Government working days have passed since the date of referral. The ‘DHS No Show’ result is considered a Final Nonconfirmation.
	DHS Verification in Process
	A case result of ‘DHS Verification in Process’ means that the employee’s information did not match U.S. Department of Homeland Security (DHS) records. The case is automatically referred to DHS for further verification. DHS responds to most of these cases within 24 hours, but has up to 3 Federal Government working days to respond. Employers should check E-Verify periodically for a response.
	Document Type
	Type of document(s) presented by a newly hired employee to verify identity and employment eligibility.
	E
	Employment Authorized
	This is a case result received in E-Verify when the information entered for an employee matches records available to the Social Security Administration (SSA) and/or the U.S. Department of Homeland Security (DHS). This case result indicates that employment eligibility has been verified.
	Employment Authorization Document (Form I-766)
	A document issued to noncitizens who are authorized to work in the United States. The most recent version of the Employment Authorization Document (Form I-766) has been issued since January 1997.
	Form I-9, Employment Eligibility Verification
	The form employers and employees are required to complete when a new employee is hired to perform labor or services in return for wages or other remuneration. This requirement applies to all employees hired after November 6, 1986. For employers in the Commonwealth of the Northern Mariana Islands (CNMI), this requirement applies to all employees hired after Nov. 27, 2009. In the CNMI, employers had to complete Form I-9 CNMI for every employee hired for employment in the CNMI from November 28, 2009 to November 27, 2011 and use the standard Form I-9 for those hired on or after November 28, 2011.
	E-Verify Employer Agent
	An individual or entity that creates E-Verify cases on behalf of employers, formerly referred to as a designated agent.
	E-Verify
	E-Verify is an Internet-based program which electronically confirms the employment eligibility of newly hired employees and existing employees assigned to a covered federal contract after Form I-9 has been completed. This involves separate verification checks of records available to the Social Security Administration (SSA) and/or the U.S. Department of Homeland Security (DHS).
	E-Verify Participation Notice
	The E-Verify Participation Notice informs prospective employees that an employer is participating in E-Verify. The memorandum of understanding (MOU) requires participating employers to display the notice in a prominent place that is clearly visible to prospective employees and all employees who are to be verified with E-Verify.  
	F
	Final Nonconfirmation
	If an employee’s employment eligibility cannot be verified, the employer will receive a Final Nonconfirmation case result in E-Verify. An employer receiving an ‘SSA or DHS Final Nonconfirmation’ response may terminate the employee and will not be civilly or criminally liable under any law for the termination, as long as the action was taken in good faith reliance on the information provided through EVerify as noted in Article A, Section II, paragraph 8 – Responsibilities of the Employer in the memorandum of understanding (MOU).
	Further Action Notice
	A notice generated from E-Verify that is to be given to an employee after his or her E-Verify case receives an SSA or DHS Tentative Nonconfirmation (TNC). If an employee decides to contest the TNC, he or she must contact or visit the appropriate agency within 8 Federal Government working days with this notice to initiate resolution of his or her EVerify case.
	G
	General Users
	This user type creates cases, views reports and can update his or her user profile.
	H
	Handbook for Employers: Guidance for Completing Form I-9 (M-274)
	Provides detailed instructions on how to complete and retain Form I-9. 
	Hire Date 
	The hire date is the first day of employment in exchange for wages or other remuneration, previously referred to as the date on which the employee began employment. For the hire date in E-Verify, enter the ‘employee’s first day of employment’ date from the ‘Certification’ in Section 2 of the employee’s Form I-9. If you rehired an employee within three years of the date that his or her previous Form I-9 was completed and have completed Section 3 of Form I-9, enter the 'Date of Rehire' from Section 3 of the employee's Form I-9 as the hire date in E-Verify.
	Hiring Site
	A hiring site is the location where your employees are hired and they complete Form I-9. If cases are created in E-Verify at the same location, it is a verification location AND a hiring site. 
	I
	Illegal Immigration Reform and Immigrant Responsibility Act of 1996 (IIRIRA)
	Public Law 104-208 enacted on September 30, 1996 required the Immigration and Naturalization Service to conduct three types of employment authorization verification pilot programs. The ‘basic pilot program’ was one of the three programs and is the only program still in existence. The ‘basic pilot program’ exists today as EVerify. 
	Immigration and Nationality Act of 1952 (INA)
	Public Law 82-414 enacted on June 27, 1952 which, along with other immigration laws, treaties and conventions of the United States, relates to the immigration, temporary admission, naturalization and removal of noncitizens.
	Immigration Reform and Control Act of 1986 (IRCA)
	Public Law 99-603 enacted on November 6, 1986 sought to eliminate employment opportunity as a key incentive for illegal migration to the United States. IRCA mandates that all U.S. employers verify the employment eligibility and identify of all new hires through completion of the Form I-9. It provides remedies to employees and sanctions against employers who knowingly hire unauthorized workers or discriminate against employees based on citizenship or immigration status or based on national origin.
	Initial Case Result
	The results displayed in E-Verify once an employee’s information has been submitted as part of a verification case. Initial case results include ‘Employment Authorized,’ ‘Tentative Nonconfirmation (TNC)’ and ‘DHS Verification in Process.’
	Interim Case Status
	Certain initial E-Verify results that require additional action before E-Verify can provide a final case result. Interim case results include ‘SSA or DHS Tentative Nonconfirmation,’ ‘Review and Update Employee Data,’ ‘DHS Verification in Process,’ ‘SSA or DHS Case in Continuance.’
	J
	K
	L
	Lawful Permanent Resident
	A noncitizen or alien who has been lawfully granted the privilege of residing and working permanently in the United States.
	M
	Memorandum of Understanding (MOU)
	A legal document describing a bilateral or multilateral agreement between/among parties. It constitutes a legally binding contract when properly executed (i.e., signed) by all the parties. Employers who participate in E-Verify must sign the E-Verify MOU between the employer, the U.S. Department of Homeland Security (DHS) and the Social Security Administration (SSA).
	N
	Noncitizen National of the United States
	Persons born in American Samoa, certain former citizens of the former Trust Territory of the Pacific Islands who relinquished their U.S. citizenship acquired under section 301 of Public Law 94-241 (establishing the Commonwealth of the Northern Mariana Islands) by executing a declaration before an appropriate court that they intended to be noncitizen nationals rather than U.S. citizens, and certain children of noncitizen nationals born abroad. Generally, noncitizen nationals are American Samoans.
	O
	Office of Special Counsel (OSC)
	Created by the Immigration Reform and Control Act of 1986 (IRCA), the Office of Special Counsel for Immigration Related Unfair Employment Practices (OSC) is part of the Civil Rights Division of the U.S. Department of Justice and enforces the anti-discrimination provision of the Immigration and Nationality Act, 8 USC 1324b, which prohibits discrimination in hiring and discharging based upon citizenship or immigration status and national origin and discrimination during the employment eligibility verification process, which includes Form I-9 and E-Verify.  
	P
	Passport (Foreign)
	Any travel document issued by a competent authority showing the bearer’s origin, identity and nationality, if any, which is valid for the entry of the bearer into a foreign country.  
	Passport (United States)
	Document issued by the U.S. Department of State to U.S. citizens and noncitizen nationals.
	Password
	A unique identifier that allows registered E-Verify users access to E-Verify. 
	Permanent Resident or Lawful Permanent Resident
	A noncitizen who has been lawfully granted the privilege of residing and working permanently in the United States.
	Permanent Resident Card (Form I-551)
	First issued by the former Immigration and Naturalization Service beginning in December 1997 and now issued by U.S. Citizenship and Immigration Services (USCIS), this card is the current version of the document given to permanent residents. The document is issued either 2 years or 10 years. In the current version of the Permanent Resident Card (Form I-551), the name of the document was changed from Resident Alien Card to Permanent Resident Card.
	Photo Matching
	During the verification process, employers match the photos on certain documents provided by employees when completing Form I-9 with the photo that appears in EVerify. Photo matching is activated only when an employee provided a U.S. Passport, Passport Card, Permanent Resident Card (Form I-551) or an Employment Authorization Document (Form I-766) as his or her Form I-9 document.
	Photo Match
	The photo on the employee’s document matches the photo supplied by EVerify. The photo transmitted by E-Verify should be the same (identical) photo that appears on an employee’s U.S. Department of Homeland Security (DHS) issued document. Employers should be able to determine whether the photos match.
	Photo Mismatch
	The photo on the employee’s document does not match the photo supplied by EVerify. The photo transmitted by E-Verify should be the same (identical) photo that appears on an employee’s U.S. Department of Homeland Security (DHS) issued document. If the employer determines that it does not match, a ‘DHS Tentative Nonconfirmation (TNC)’ case result is issued and the employee must be given the opportunity to contest.
	Point of Contact
	An individual assigned by the employer who can be contacted about E-Verify issues. This person does not have to be one of the two user types.
	Pre-screening
	The prohibited practice of creating a case in E-Verify before a job offer has been accepted and Form I-9 is complete.
	Program Administrator
	This user type creates user accounts at his or her site. This user can view reports, create cases, update account information and unlock user accounts.
	Q
	R
	Referral Date Confirmation
	A one-page document provided to an employee who has chosen to contest an SSA or DHS Tentative Nonconfirmation (TNC) when the case is referred in E-Verify. This document provides the employee with the date by which he or she must visit SSA or contact DHS. 
	Request Name Review
	In some cases E-Verify returns a case result of ‘Employment Authorized,’ but the name shown as authorized does not match exactly the name entered into EVerify from the employee’s Form I-9. This can happen because of name variations in records available to the U.S. Department of Homeland Security (DHS). 
	If the names do not match, the case must be sent to DHS for review. Taking this step ensures that the record associated with the ‘Employment Authorized’ case result belongs to the employee whose information was entered into E-Verify.
	Review and Update Employee Data
	In some instances, a case status of ‘Review and Update Employee Data’ may occur. This means that the Social Security Administration (SSA) found a discrepancy in the information it received in the EVerify referral. This may occur because of typographical errors and/or incorrect information on Form I-9. The Form I-9 will need to be reviewed with the employee, the information corrected as applicable and then the case may be resubmitted.
	S
	Social Security Administration (SSA)
	The federal government agency that administers a national program of contributory social insurance. SSA and the U.S. Department of Homeland Security (DHS) jointly manage the E-Verify program.
	Social Security Administration (SSA) Referral 
	After an employee is advised of an ‘SSA Tentative Nonconfirmation (TNC)’ and has signed the SSA TNC Further Action Notice, the employee is referred to SSA to resolve the TNC.  
	T
	Tentative Nonconfirmation (TNC)
	The employee information was compared to government records and could not be verified. This does not necessarily mean that the employee is not authorized to work, or that the information provided was incorrect. The employee must either visit the Social Security Administration (SSA) or contact the U.S. Department of Homeland Security (DHS) to resolve the discrepancy and continue employment.
	U
	U.S. Department of State (DOS)
	The federal government department that is responsible for international relations. DOS issues U.S. Passports and Passport Cards. U.S. Passport and Passport Card records are available to the U.S. Department of Homeland Security (DHS) for confirmation of employment eligibility with E-Verify.
	USCIS Number
	A nine-digit number listed on the front of Permanent Resident Cards (Form I-551) issued after May 10, 2010 that is the same as the Alien number (A-number). The Anumber can also be found on the back of these Permanent Resident Cards.
	User ID
	The user ID is an assigned ID with letters and numbers that identifies the user of a computer system or network. All users who create cases in E-Verify must have their own user IDs. The user ID must be 8 characters and may be letters, numbers or a combination of both. A user ID is not case sensitive.
	V
	Verification location
	A verification location is where the employer’s users take the information from an employee’s Form I-9 and create a case in E-Verify.
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	Appendix c: E-Verify memorandum of understanding for employers
	ARTICLE I
	PURPOSE AND AUTHORITY
	ARTICLE II
	RESPONSIBILITIES
	A. RESPONSIBILITIES OF THE EMPLOYER
	B. RESPONSIBILITIES OF FEDERAL CONTRACTORS
	C. RESPONSIBILITIES OF SSA
	D. RESPONSIBILITIES OF DHS
	ARTICLE III
	REFERRAL OF INDIVIDUALS TO SSA AND DHS
	A.  REFERRAL TO SSA
	B. REFERRAL TO DHS
	ARTICLE IV
	SERVICE PROVISIONS
	A.  NO SERVICE FEES
	ARTICLE V
	MODIFICATION AND TERMINATION
	A.  MODIFICATION
	B.  TERMINATION

	The parties to this agreement are the Department of Homeland Security (DHS) and the <employer_name> (Employer).  The purpose of this agreement is to set forth terms and conditions which the Employer will follow while participating in E-Verify.
	E-Verify is a program that electronically confirms an employee’s eligibility to work in the United States after completion of Form I-9, Employment Eligibility Verification (Form I-9). This Memorandum of Understanding (MOU) explains certain features of the E-Verify program and describes specific responsibilities of the Employer, the Social Security Administration (SSA), and DHS.  
	Authority for the E-Verify program is found in Title IV, Subtitle A, of the Illegal Immigration Reform and Immigrant Responsibility Act of 1996 (IIRIRA), Pub. L. 104-208, 110 Stat. 3009, as amended (8 U.S.C. § 1324a note). The Federal Acquisition Regulation (FAR) Subpart 22.18, “Employment Eligibility Verification” and Executive Order 12989, as amended, provide authority for Federal contractors and subcontractors (Federal contractor) to use E-Verify to verify the employment eligibility of certain employees working on Federal contracts. 
	1.   The Employer agrees to display the following notices supplied by DHS in a prominent place that is clearly visible to prospective employees and all employees who are to be verified through the system:
	a. Notice of E-Verify Participation 
	b. Notice of Right to Work
	2.   The Employer agrees to provide to the SSA and DHS the names, titles, addresses, and telephone numbers of the Employer representatives to be contacted about E-Verify.  The Employer also agrees to keep such information current by providing updated information to SSA and DHS whenever the representatives’ contact information changes. 
	3.   The Employer agrees to grant E-Verify access only to current employees who need E-Verify access.  Employers must promptly terminate an employee’s E-Verify access if the employer is separated from the company or no longer needs access to E-Verify.  
	4.   The Employer agrees to become familiar with and comply with the most recent version of the E-Verify User Manual. 
	5.   The Employer agrees that any Employer Representative who will create E-Verify cases will complete the E-Verify Tutorial before that individual creates any cases. 
	a. The Employer agrees that all Employer representatives will take the refresher tutorials when prompted by E-Verify in order to continue using E-Verify.  Failure to complete a refresher tutorial will prevent the Employer Representative from continued use of E-Verify.  
	6.  The Employer agrees to comply with current Form I-9 procedures, with two exceptions: 
	a.    If an employee presents a "List B" identity document, the Employer agrees to only accept "List B" documents that contain a photo. (List B documents identified in 8 C.F.R. § 274a.2(b)(1)(B)) can be presented during the Form I-9 process to establish identity.) If an employee objects to the photo requirement for religious reasons, the Employer should contact E-Verify at 888-464-4218. 
	b. If an employee presents a DHS Form I-551 (Permanent Resident Card), Form I-766 (Employment Authorization Document), or U.S. Passport or Passport Card to complete Form I-9, the Employer agrees to make a photocopy of the document and to retain the photocopy with the employee’s Form I-9. The Employer will use the photocopy to verify the photo and to assist DHS with its review of photo mismatches that employees contest.  DHS may in the future designate other documents that activate the photo screening tool.
	Note: Subject only to the exceptions noted previously in this paragraph, employees still retain the right to present any List A, or List B and List C, document(s) to complete the Form I-9. 
	7.   The Employer agrees to record the case verification number on the employee's Form I-9 or to print the screen containing the case verification number and attach it to the employee's Form I-9. 
	8.   The Employer agrees that, although it participates in E-Verify, the Employer has a responsibility to complete, retain, and make available for inspection Forms I-9 that relate to its employees, or from other requirements of applicable regulations or laws, including the obligation to comply with the antidiscrimination requirements of section 274B of the INA with respect to Form I-9 procedures. 
	a. The following modified requirements are the only exceptions to an Employer’s obligation to not employ unauthorized workers and comply with the anti-discrimination provision of the INA: (1) List B identity documents must have photos, as described in paragraph 6 above; (2) When an Employer confirms the identity and employment eligibility of newly hired employee using E-Verify procedures, the Employer establishes a rebuttable presumption that it has not violated section 274A(a)(1)(A) of the Immigration and Nationality Act (INA) with respect to the hiring of that employee; (3) If the Employer receives a final nonconfirmation for an employee, but continues to employ that person, the Employer must notify DHS and the Employer is subject to a civil money penalty between $550 and $1,100 for each failure to notify DHS of continued employment following a final nonconfirmation; (4) If the Employer continues to employ an employee after receiving a final nonconfirmation, then the Employer is subject to a rebuttable presumption that it has knowingly employed an unauthorized alien in violation of section 274A(a)(1)(A); and (5) no E-Verify participant is civilly or criminally liable under any law for any action taken in good faith based on information provided through the E-Verify. 
	b. DHS reserves the right to conduct Form I-9 compliance inspections, as well as any other enforcement or compliance activity authorized by law, including site visits, to ensure proper use of E-Verify. 
	9.   The Employer is strictly prohibited from creating an E-Verify case before the employee has been hired, meaning that a firm offer of employment was extended and accepted and Form I-9 was completed.  The Employer agrees to create an E-Verify case for new employees within three Employer business days after each employee has been hired (after both Sections 1 and 2 of Form I-9 have been completed), and to complete as many steps of the E-Verify process as are necessary according to the E-Verify User Manual. If E-Verify is temporarily unavailable, the three-day time period will be extended until it is again operational in order to accommodate the Employer's attempting, in good faith, to make inquiries during the period of unavailability. 
	10.   The Employer agrees not to use E-Verify for pre-employment screening of job applicants, in support of any unlawful employment practice, or for any other use that this MOU or the E-Verify User Manual does not authorize.
	11.  The Employer must use E-Verify for all new employees.  The Employer will not verify selectively and will not verify employees hired before the effective date of this MOU.  Employers who are Federal contractors may qualify for exceptions to this requirement as described in Article II.B of this MOU.
	12.   The Employer agrees to follow appropriate procedures (see Article III below) regarding tentative nonconfirmations.  The Employer must promptly notify employees in private of the finding and provide them with the notice and letter containing information specific to the employee’s E-Verify case.   The Employer agrees to provide both the English and the translated notice and letter for employees with limited English proficiency to employees.  The Employer agrees to provide written referral instructions to employees and instruct affected employees to bring the English copy of the letter to the SSA.  The Employer must allow employees to contest the finding, and not take adverse action against employees if they choose to contest the finding, while their case is still pending. Further, when employees contest a tentative nonconfirmation based upon a photo mismatch, the Employer must take additional steps (see Article III.B. below) to contact DHS with information necessary to resolve the challenge. 
	13.   The Employer agrees not to take any adverse action against an employee based upon the employee's perceived employment eligibility status while SSA or DHS is processing the verification request unless the Employer obtains knowledge (as defined in 8 C.F.R. § 274a.1(l)) that the employee is not work authorized. The Employer understands that an initial inability of the SSA or DHS automated verification system to verify work authorization, a tentative nonconfirmation, a case in continuance (indicating the need for additional time for the government to resolve a case), or the finding of a photo mismatch, does not establish, and should not be interpreted as, evidence that the employee is not work authorized. In any of such cases, the employee must be provided a full and fair opportunity to contest the finding, and if he or she does so, the employee may not be terminated or suffer any adverse employment consequences based upon the employee’s perceived employment eligibility status (including denying, reducing, or extending work hours, delaying or preventing training, requiring an employee to work in poorer conditions, withholding pay, refusing to assign the employee to a Federal contract or other assignment, or otherwise assuming that he or she is unauthorized to work) until and unless secondary verification by SSA or DHS has been completed and a final nonconfirmation has been issued. If the employee does not choose to contest a tentative nonconfirmation or a photo mismatch or if a secondary verification is completed and a final nonconfirmation is issued, then the Employer can find the employee is not work authorized and terminate the employee’s employment. Employers or employees with questions about a final nonconfirmation may call E-Verify at 1-888-464-4218 (customer service) or 1-888-897-7781 (worker hotline). 
	14.   The Employer agrees to comply with Title VII of the Civil Rights Act of 1964 and section 274B of the INA as applicable by not discriminating unlawfully against any individual in hiring, firing, employment eligibility verification, or recruitment or referral practices because of his or her national origin or citizenship status, or by committing discriminatory documentary practices. The Employer understands that such illegal practices can include selective verification or use of E-Verify except as provided in part D below, or discharging or refusing to hire employees because they appear or sound “foreign” or have received tentative nonconfirmations. The Employer further understands that any violation of the immigration-related unfair employment practices provisions in section 274B of the INA could subject the Employer to civil penalties, back pay awards, and other sanctions, and violations of Title VII could subject the Employer to back pay awards, compensatory and punitive damages. Violations of either section 274B of the INA or Title VII may also lead to the termination of its participation in E-Verify. If the Employer has any questions relating to the anti-discrimination provision, it should contact OSC at 1-800-255-8155 or 1-800-237-2515 (TDD). 
	15.   The Employer agrees that it will use the information it receives from E-Verify only to confirm the employment eligibility of employees as authorized by this MOU. The Employer agrees that it will safeguard this information, and means of access to it (such as PINS and passwords), to ensure that it is not used for any other purpose and as necessary to protect its confidentiality, including ensuring that it is not disseminated to any person other than employees of the Employer who are authorized to perform the Employer's responsibilities under this MOU, except for such dissemination as may be authorized in advance by SSA or DHS for legitimate purposes. 
	16.   The Employer agrees to notify DHS immediately in the event of a breach of personal information.  Breaches are defined as loss of control or unauthorized access to E-Verify personal data.  All suspected or confirmed breaches should be reported by calling 1-888-464-4218 or via email at  E-Verify@dhs.gov.  Please use “Privacy Incident – Password” in the subject line of your email when sending a breach report to E-Verify.
	17.   The Employer acknowledges that the information it receives from SSA is governed by the Privacy Act (5 U.S.C. § 552a(i)(1) and (3)) and the Social Security Act (42 U.S.C. 1306(a)). Any person who obtains this information under false pretenses or uses it for any purpose other than as provided for in this MOU may be subject to criminal penalties. 
	18.   The Employer agrees to cooperate with DHS and SSA in their compliance monitoring and evaluation of E-Verify, which includes permitting DHS, SSA, their contractors and other agents, upon reasonable notice, to review Forms I-9 and other employment records and to interview it and its employees regarding the Employer’s use of E-Verify, and to respond in a prompt and accurate manner to DHS requests for information relating to their participation in E-Verify. 
	19.   The Employer shall not make any false or unauthorized claims or references about its participation in E-Verify on its website, in advertising materials, or other media.  The Employer shall not describe its services as federally-approved, federally-certified, or federally-recognized, or use language with a similar intent on its website or other materials provided to the public.  Entering into this MOU does not mean that E-Verify endorses or authorizes your E-Verify services and any claim to that effect is false.
	20.   The Employer shall not state in its website or other public documents that any language used therein has been provided or approved by DHS, USCIS or the Verification Division, without first obtaining the prior written consent of DHS.
	21.   The Employer agrees that E-Verify trademarks and logos may be used only under license by DHS/USCIS (see M-795 (Web)) and, other than pursuant to the specific terms of such license, may not be used in any manner that might imply that the Employer’s services, products, websites, or publications are sponsored by, endorsed by, licensed by, or affiliated with DHS, USCIS, or E-Verify.
	22.   The Employer understands that if it uses E-Verify procedures for any purpose other than as authorized by this MOU, the Employer may be subject to appropriate legal action and termination of its participation in E-Verify according to this MOU. 
	1.   If the Employer is a Federal contractor with the FAR E-Verify clause subject to the employment verification terms in Subpart 22.18 of the FAR, it will become familiar with and comply with the most current version of the E-Verify User Manual for Federal Contractors as well as the E-Verify Supplemental Guide for Federal Contractors.
	2.   In addition to the responsibilities of every employer outlined in this MOU, the Employer understands that if it is a Federal contractor subject to the employment verification terms in Subpart 22.18 of the FAR it must verify the employment eligibility of any “employee assigned to the contract” (as defined in FAR 22.1801). Once an employee has been verified through E-Verify by the Employer, the Employer may not create a second case for the employee through E-Verify. 
	a. An Employer that is not enrolled in E-Verify as a Federal contractor at the time of a contract award must enroll as a Federal contractor in the E-Verify program within 30 calendar days of contract award and, within 90 days of enrollment, begin to verify employment eligibility of new hires using E-Verify.  The Employer must verify those employees who are working in the United States, whether or not they are assigned to the contract. Once the Employer begins verifying new hires, such verification of new hires must be initiated within three business days after the hire date. Once enrolled in E-Verify as a Federal contractor, the Employer must begin verification of employees assigned to the contract within 90 calendar days after the date of enrollment or within 30 days of an employee’s assignment to the contract, whichever date is later.
	b. Employers enrolled in E-Verify as a Federal contractor for 90 days or more at the time of a contract award must use E-Verify to begin verification of employment eligibility for new hires of the Employer who are working in the United States, whether or not assigned to the contract, within three business days after the date of hire. If the Employer is enrolled in E-Verify as a Federal contractor for 90 calendar days or less at the time of contract award, the Employer must, within 90 days of enrollment, begin to use E-Verify to initiate verification of new hires of the contractor who are working in the United States, whether or not assigned to the contract. Such verification of new hires must be initiated within three business days after the date of hire. An Employer enrolled as a Federal contractor in E-Verify must begin verification of each employee assigned to the contract within 90 calendar days after date of contract award or within 30 days after assignment to the contract, whichever is later. 
	c. Federal contractors that are institutions of higher education (as defined at 20 U.S.C. 1001(a)), state or local governments, governments of Federally recognized Indian tribes, or sureties performing under a takeover agreement entered into with a Federal agency under a performance bond may choose to only verify new and existing employees assigned to the Federal contract. Such Federal contractors may, however, elect to verify all new hires, and/or all existing employees hired after November 6, 1986.  Employers in this category must begin verification of employees assigned to the contract within 90 calendar days after the date of enrollment or within 30 days of an employee’s assignment to the contract, whichever date is later. 
	d. Upon enrollment, Employers who are Federal contractors may elect to verify employment eligibility of all existing employees working in the United States who were hired after November 6, 1986, instead of verifying only those employees assigned to a covered Federal contract. After enrollment, Employers must elect to verify existing staff following DHS procedures and begin E-Verify verification of all existing employees within 180 days after the election. 
	e. The Employer may use a previously completed Form I-9 as the basis for creating an E-Verify case for an employee assigned to a contract as long as:
	i. That Form I-9 is complete (including the SSN) and complies with Article II.A.6, 
	ii. The employee’s work authorization has not expired, and 
	iii. The Employer has reviewed the Form I-9 information either in person or in communications with the employee to ensure that the employee’s Section 1, Form I-9 attestation has not changed (including, but not limited to, a lawful permanent resident alien having become a naturalized U.S. citizen). 
	f.    The Employer shall complete a new Form I-9 consistent with Article II.A.6 or update the previous Form I-9 to provide the necessary information if:
	i. The Employer cannot determine that Form I-9 complies with Article II.A.6, 
	ii. The employee’s basis for work authorization as attested in Section 1 has expired or changed, or 
	iii. The Form I-9 contains no SSN or is otherwise incomplete. 
	Note:  If Section 1 of Form I-9 is otherwise valid and up-to-date and the form otherwise complies with Article II.C.5, but reflects documentation (such as a U.S. passport or Form I-551) that expired after completing Form I-9, the Employer shall not require the production of additional documentation, or use the photo screening tool described in Article II.A.5, subject to any additional or superseding instructions that may be provided on this subject in the E-Verify User Manual. 
	g.   The Employer agrees not to require a second verification using E-Verify of any assigned employee who has previously been verified as a newly hired employee under this MOU or to authorize verification of any existing employee by any Employer that is not a Federal contractor based on this Article.
	3.   The Employer understands that if it is a Federal contractor, its compliance with this MOU is a performance requirement under the terms of the Federal contract or subcontract, and the Employer consents to the release of information relating to compliance with its verification responsibilities under this MOU to contracting officers or other officials authorized to review the Employer’s compliance with Federal contracting requirements. 
	1.   SSA agrees to allow DHS to compare data provided by the Employer against SSA’s database.  SSA sends DHS confirmation that the data sent either matches or does not match the information in SSA’s database.
	2.   SSA agrees to safeguard the information the Employer provides through E-Verify procedures.  SSA also agrees to limit access to such information, as is appropriate by law, to individuals responsible for the verification of Social Security numbers or responsible for evaluation of E-Verify or such other persons or entities who may be authorized by SSA as governed by the Privacy Act (5 U.S.C. § 552a), the Social Security Act (42 U.S.C. 1306(a)), and SSA regulations (20 CFR Part 401).   
	3.   SSA agrees to provide case results from its database within three Federal Government work days of the initial inquiry.  E-Verify provides the information to the Employer.  
	4.   SSA agrees to update SSA records as necessary if the employee who contests the SSA tentative nonconfirmation visits an SSA field office and provides the required evidence.  If the employee visits an SSA field office within the eight Federal Government work days from the date of referral to SSA, SSA agrees to update SSA records, if appropriate, within the eight-day period unless SSA determines that more than eight days may be necessary.  In such cases, SSA will provide additional instructions to the employee.  If the employee does not visit SSA in the time allowed, E-Verify may provide a final nonconfirmation to the employer.  
	Note: If an Employer experiences technical problems, or has a policy question, the employer should contact E-Verify at 1-888-464-4218.
	1.   DHS agrees to provide the Employer with selected data from DHS databases to enable the Employer to conduct, to the extent authorized by this MOU: 
	a. Automated verification checks on alien employees by electronic means, and
	b. Photo verification checks (when available) on employees. 
	2.   DHS agrees to assist the Employer with operational problems associated with the Employer's participation in E-Verify. DHS agrees to provide the Employer names, titles, addresses, and telephone numbers of DHS representatives to be contacted during the E-Verify process. 
	3.   DHS agrees to provide to the Employer with access to E-Verify training materials as well as an  E-Verify User Manual that contain instructions on E-Verify policies, procedures, and requirements for both SSA and DHS, including restrictions on the use of E-Verify. 
	4.   DHS agrees to train Employers on all important changes made to E-Verify through the use of mandatory refresher tutorials and updates to the E-Verify User Manual. Even without changes to  E-Verify, DHS reserves the right to require employers to take mandatory refresher tutorials.
	5.   DHS agrees to provide to the Employer a notice, which indicates the Employer's participation in E-Verify. DHS also agrees to provide to the Employer anti-discrimination notices issued by the Office of Special Counsel for Immigration-Related Unfair Employment Practices (OSC), Civil Rights Division, U.S. Department of Justice. 
	6.   DHS agrees to issue each of the Employer’s E-Verify users a unique user identification number and password that permits them to log in to E-Verify.    
	7.   DHS agrees to safeguard the information the Employer provides, and to limit access to such information to individuals responsible for the verification process, for evaluation of E-Verify, or to such other persons or entities as may be authorized by applicable law. Information will be used only to verify the accuracy of Social Security numbers and employment eligibility, to enforce the INA and Federal criminal laws, and to administer Federal contracting requirements. 
	8.   DHS agrees to provide a means of automated verification that provides (in conjunction with SSA verification procedures) confirmation or tentative nonconfirmation of employees' employment eligibility within three Federal Government work days of the initial inquiry. 
	9.   DHS agrees to provide a means of secondary verification (including updating DHS records) for employees who contest DHS tentative nonconfirmations and photo mismatch tentative nonconfirmations. This provides final confirmation or nonconfirmation of the employees' employment eligibility within 10 Federal Government work days of the date of referral to DHS, unless DHS determines that more than 10 days may be necessary. In such cases, DHS will provide additional verification instructions. 
	1.   If the Employer receives a tentative nonconfirmation issued by SSA, the Employer must print the notice as directed by E-Verify.  The Employer must promptly notify employees in private of the finding and provide them with the notice and letter containing information specific to the employee’s E-Verify case.  The Employer also agrees to provide both the English and the translated notice and letter for employees with limited English proficiency to employees.  The Employer agrees to provide written referral instructions to employees and instruct affected employees to bring the English copy of the letter to the SSA.  The Employer must allow employees to contest the finding, and not take adverse action against employees if they choose to contest the finding, while their case is still pending. 
	2.   The Employer agrees to obtain the employee’s response about whether he or she will contest the tentative nonconfirmation as soon as possible after the Employer receives the tentative nonconfirmation.  Only the employee may determine whether he or she will contest the tentative nonconfirmation. 
	3.   After a tentative nonconfirmation, the Employer will refer employees to SSA field offices only as directed by E-Verify.  The Employer must record the case verification number, review the employee information submitted to E-Verify to identify any errors, and find out whether the employee contests the tentative nonconfirmation. The Employer will transmit the Social Security number, or any other corrected employee information that SSA requests, to SSA for verification again if this review indicates a need to do so. 
	4.   The Employer will instruct the employee to visit an SSA office within eight Federal Government work days. SSA will electronically transmit the result of the referral to the Employer within 10 Federal Government work days of the referral unless it determines that more than 10 days is necessary. 
	5.   While waiting for case results, the Employer agrees to check the E-Verify system regularly for case updates. 
	6.   The Employer agrees not to ask the employee to obtain a printout from the Social Security Administration number database (the Numident) or other written verification of the SSN from the SSA. 
	1.   If the Employer receives a tentative nonconfirmation issued by DHS, the Employer must promptly notify employees in private of the finding and provide them with the notice and letter containing information specific to the employee’s E-Verify case.  The Employer also agrees to provide both the English and the translated notice and letter for employees with limited English proficiency to employees. The Employer must allow employees to contest the finding, and not take adverse action against employees if they choose to contest the finding, while their case is still pending.
	2.   The Employer agrees to obtain the employee’s response about whether he or she will contest the tentative nonconfirmation as soon as possible after the Employer receives the tentative nonconfirmation.  Only the employee may determine whether he or she will contest the tentative nonconfirmation.
	3.   The Employer agrees to refer individuals to DHS only when the employee chooses to contest a tentative nonconfirmation. 
	4.   If the employee contests a tentative nonconfirmation issued by DHS, the Employer will instruct the employee to contact DHS through its toll-free hotline (as found on the referral letter) within eight Federal Government work days. 
	5.   If the Employer finds a photo mismatch, the Employer must provide the photo mismatch tentative nonconfirmation notice and follow the instructions outlined in paragraph 1 of this section for tentative nonconfirmations, generally.   
	6.   The Employer agrees that if an employee contests a tentative nonconfirmation based upon a photo mismatch, the Employer will send a copy of the employee’s Form I-551, Form I-766, U.S. Passport, or passport card to DHS for review by: 
	a. Scanning and uploading the document, or 
	b. Sending a photocopy of the document by express mail (furnished and paid for by the employer). 
	7.   The Employer understands that if it cannot determine whether there is a photo match/mismatch, the Employer must forward the employee’s documentation to DHS as described in the preceding paragraph.  The Employer agrees to resolve the case as specified by the DHS representative who will determine the photo match or mismatch. 
	8.   DHS will electronically transmit the result of the referral to the Employer within 10 Federal Government work days of the referral unless it determines that more than 10 days is necessary.
	9.   While waiting for case results, the Employer agrees to check the E-Verify system regularly for case updates.
	1.   SSA and DHS will not charge the Employer for verification services performed under this MOU. The Employer is responsible for providing equipment needed to make inquiries. To access E-Verify, an Employer will need a personal computer with Internet access. 
	1.   This MOU is effective upon the signature of all parties and shall continue in effect for as long as the SSA and DHS operates the E-Verify program unless modified in writing by the mutual consent of all parties. 
	2.   Any and all E-Verify system enhancements by DHS or SSA, including but not limited to E-Verify checking against additional data sources and instituting new verification policies or procedures, will be covered under this MOU and will not cause the need for a supplemental MOU that outlines these changes.
	1.   The Employer may terminate this MOU and its participation in E-Verify at any time upon 30 days prior written notice to the other parties. 
	2.   Notwithstanding Article V, part A of this MOU, DHS may terminate this MOU, and thereby the Employer’s participation in E-Verify, with or without notice at any time if deemed necessary because of the requirements of law or policy, or upon a determination by SSA or DHS that there has been a breach of system integrity or security by the Employer, or a failure on the part of the Employer to comply with established E-Verify procedures and/or legal requirements. The Employer understands that if it is a Federal contractor, termination of this MOU by any party for any reason may negatively affect the performance of its contractual responsibilities.  Similarly, the Employer understands that if it is in a state where E-Verify is mandatory, termination of this by any party MOU may negatively affect the Employer’s business.  
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	3.   An Employer that is a Federal contractor may terminate this MOU when the Federal contract that requires its participation in E-Verify is terminated or completed. In such cases, the Federal contractor must provide written notice to DHS. If an Employer that is a Federal contractor fails to provide such notice, then that Employer will remain an E-Verify participant, will remain bound by the terms of this MOU that apply to non-Federal contractor participants, and will be required to use the E-Verify procedures to verify the employment eligibility of all newly hired employees.
	4.  The Employer agrees that E-Verify is not liable for any losses, financial or otherwise, if the Employer is terminated from E-Verify.
	A. Some or all SSA and DHS responsibilities under this MOU may be performed by contractor(s), and SSA and DHS may adjust verification responsibilities between each other as necessary. By separate agreement with DHS, SSA has agreed to perform its responsibilities as described in this MOU. 
	B. Nothing in this MOU is intended, or should be construed, to create any right or benefit, substantive or procedural, enforceable at law by any third party against the United States, its agencies, officers, or employees, or against the Employer, its agents, officers, or employees. 
	C. The Employer may not assign, directly or indirectly, whether by operation of law, change of control or merger, all or any part of its rights or obligations under this MOU without the prior written consent of DHS, which consent shall not be unreasonably withheld or delayed.  Any attempt to sublicense, assign, or transfer any of the rights, duties, or obligations herein is void.
	D. Each party shall be solely responsible for defending any claim or action against it arising out of or related to E-Verify or this MOU, whether civil or criminal, and for any liability wherefrom, including (but not limited to) any dispute between the Employer and any other person or entity regarding the applicability of Section 403(d) of IIRIRA to any action taken or allegedly taken by the Employer. 
	E. The Employer understands that its participation in E-Verify is not confidential information and may be disclosed as authorized or required by law and DHS or SSA policy, including but not limited to, Congressional oversight, E-Verify publicity and media inquiries, determinations of compliance with Federal contractual requirements, and responses to inquiries under the Freedom of Information Act (FOIA). 
	F.  The individuals whose signatures appear below represent that they are authorized to enter into this MOU on behalf of the Employer and DHS respectively. The Employer understands that any inaccurate statement, representation, data or other information provided to DHS may subject the Employer, its subcontractors, its employees, or its representatives to: (1) prosecution for false statements pursuant to 18 U.S.C. 1001 and/or; (2) immediate termination of its MOU and/or; (3) possible debarment or suspension.
	G. The foregoing constitutes the full agreement on this subject between DHS and the Employer. 
	To be accepted as an E-Verify participant, you should only sign the Employer’s Section of the signature page. If you have any questions, contact E-Verify at 1-888-464-4218.
	Approved by:
	E-Verify Employer Agent Employer
	Title
	Name (Please Type or Print)
	Date
	Signature
	Company Name
	Information Required for the E-Verify Program
	Information relating to your Company:
	Company Facility Address
	Company Alternate Address
	County or Parish
	Employer Identification Number
	North American Industry Classification Systems Code
	Parent Company
	Number of Employees
	Number of Sites Verified for
	Are you verifying for more than 1 site? If yes, please provide the number of sites verified for in each State:
	Information relating to the Program Administrator(s) for your Company on policy questions or operational problems: 
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	The parties to this Agreement are the Department of Homeland Security (DHS) and <employer_name> (Web Services Employer).  The purpose of this agreement is to set forth terms and conditions which the Web Services Employer will follow while participating in E-Verify. 
	 A Web Services Employer is an Employer who verifies employment authorization for its newly hired employees using a Web Services interface.   
	E-Verify is a program that electronically confirms a newly hired employee’s authorization to work in the United States after completion of the Form I-9, Employment Eligibility Verification (Form I-9).  This MOU explains certain features of the E-Verify program and describes specific responsibilities of the Web Services Employer, DHS, and the Social Security Administration (SSA).  
	For purposes of this MOU, the “E-Verify browser” refers to the website that provides direct access to the E-Verify system:  https://e-verify.uscis.gov/emp/.  You may access E-Verify directly free of charge via the E-Verify browser.  
	Authority for the E-Verify program is found in Title IV, Subtitle A, of the Illegal Immigration Reform and Immigrant Responsibility Act of 1996 (IIRIRA), Pub. L. 104-208, 110 Stat. 3009, as amended (8 U.S.C. § 1324a note). The Federal Acquisition Regulation (FAR) Subpart 22.18, “Employment Eligibility Verification” and Executive Order 12989, as amended, provide authority for Federal contractors and subcontractors (Federal contractor) to use E-Verify to verify the employment eligibility of certain employees working on Federal contracts. 
	Before accessing E-Verify using Web Services access, the Web Services Employer must meet certain technical requirements.  This will require the investment of significant amounts of resources and time.  If the Web Services Employer is required to use E-Verify prior to completion and acceptance of its Web Services interface, then it must use the E-Verify browser until it is able to use its Web Services interface.  The Web Services Employer must also maintain ongoing technical compatibility with
	E-Verify.
	DHS accepts no liability relating to the Web Services Employer’s development or maintenance of any Web Services access system.  
	1.  By enrolling in E-Verify and signing the applicable MOU, the Web Services Employer asserts that it is a legitimate company which intends to use E-Verify for legitimate purposes only and in accordance with the laws, regulations, and DHS policies and procedures relating to the use of E-Verify.     
	2.  The Web Services Employer agrees to display the following notices supplied by DHS in a prominent place that is clearly visible to prospective employees and all employees who are to be verified through the system:
	a. Notice of E-Verify Participation 
	b. Notice of Right to Work
	3.  The Web Services Employer agrees to provide to the SSA and DHS the names, titles, addresses, and telephone numbers of the Web Services Employer representatives to be contacted about E-Verify.  The Web Services Employer also agrees to keep such information current by providing updated information to SSA and DHS whenever the representatives’ contact information changes. 
	4.  The Web Services Employer agrees to grant E-Verify access only to current employees who need E-Verify access.  Web Services Employers must promptly terminate an employee’s E-Verify access if the employer is separated from the company or no longer needs access to E-Verify.  
	5.  The Web Services Employer agrees to become familiar with and comply with the most recent version of the E-Verify User Manual.  The Web Services Employer will ensure that outdated manuals are promptly replaced with the new version of the E-Verify User Manual when it becomes available.  
	6.  The Web Services Employer agrees that any person accessing E-Verify on its behalf is trained on the most recent E-Verify policy and procedures.
	7.  The Web Services Employer agrees that any of its representatives who will create E-Verify cases will complete the E-Verify Tutorial before creating any cases. 
	a. The Web Services Employer agrees that all of its representatives will take the refresher tutorials when prompted by E-Verify in order to continue using E-Verify.  Failure to complete a refresher tutorial will prevent the Employer Representative from continued use of E-Verify.  
	8.  The Web Services E-Verify Employer Agent agrees to obtain the necessary equipment to use
	E- Verify as required by the E-Verify rules and regulations as modified from time to time.
	9.  The Web Services E-Verify Employer Agent agrees to, consistent with applicable laws, regulations, and policies, commit sufficient personnel and resources to meet the requirements of this MOU.
	10.  The Web Services Employer agrees to comply with current Form I-9 procedures, with two exceptions: 
	a. If an employee presents a "List B" identity document, the Web Services Employer agrees to only accept "List B" documents that contain a photo. (List B documents identified in 8 C.F.R. § 274a.2(b)(1)(B)) can be presented during the Form I-9 process to establish identity.) If an employee objects to the photo requirement for religious reasons, the Web Services Employer should contact E-Verify at 888-464-4218. 
	b. If an employee presents a DHS Form I-551 (Permanent Resident Card), Form I-766 (Employment Authorization Document), or U.S. Passport or Passport Card to complete Form I-9, the Web Services Employer agrees to make a photocopy of the document and to retain the photocopy with the employee’s Form I-9. The Web Services Employer will use the photocopy to verify the photo and to assist DHS with its review of photo mismatches that employees contest.  DHS may in the future designate other documents that activate the photo screening tool.
	Note: Subject only to the exceptions noted previously in this paragraph, employees still retain the right to present any List A, or List B and List C, document(s) to complete the Form I-9. 
	11.  The Web Services Employer agrees to record the case verification number on the employee's Form I-9 or to print the screen containing the case verification number and attach it to the employee's Form I-9. 
	12.  The Web Services Employer agrees that, although it participates in E-Verify, the Web Services Employer has a responsibility to complete, retain, and make available for inspection Forms I-9 that relate to its employees, or from other requirements of applicable regulations or laws, including the obligation to comply with the antidiscrimination requirements of section 274B of the INA with respect to Form I-9 procedures. 
	a. The following modified requirements are the only exceptions to a Web Services Employer’s obligation to not employ unauthorized workers and comply with the anti-discrimination provision of the INA: (1) List B identity documents must have photos, as described in paragraph 6 above; (2) When a Web Services Employer confirms the identity and employment eligibility of newly hired employee using E-Verify procedures, it establishes a rebuttable presumption that it has not violated section 274A(a)(1)(A) of the Immigration and Nationality Act (INA) with respect to the hiring of that employee; (3) If the Web Services Employer receives a final nonconfirmation for an employee, but continues to employ that person, the Web Services Employer must notify DHS and the Web Services Employer is subject to a civil money penalty between $550 and $1,100 for each failure to notify DHS of continued employment following a final nonconfirmation; (4) If the Web Services Employer continues to employ an employee after receiving a final nonconfirmation, then the Web Services Employer is subject to a rebuttable presumption that it has knowingly employed an unauthorized alien in violation of section 274A(a)(1)(A); and (5) no E-Verify participant is civilly or criminally liable under any law for any action taken in good faith based on information provided through the E-Verify. 
	b. DHS reserves the right to conduct Form I-9 compliance inspections, as well as any other enforcement or compliance activity authorized by law, including site visits, to ensure proper use of E-Verify. 
	13.  The Web Services Employer is strictly prohibited from creating an E-Verify case before the employee has been hired, meaning that a firm offer of employment was extended and accepted and Form I-9 was completed.  The Employer agrees to create an E-Verify case for new employees within three Employer business days after each employee has been hired (after both Sections 1 and 2 of Form I-9 have been completed), and to complete as many steps of the E-Verify process as are necessary according to the E-Verify User Manual. If E-Verify is temporarily unavailable, the three-day time period will be extended until it is again operational in order to accommodate the Employer's attempting, in good faith, to make inquiries during the period of unavailability. If, however, the Web Services interface is unavailable due to no fault of E-Verify, then the three day time period is not extended.  In such a case, the Web Services Employer must use the E-Verify browser during the outage.
	14.  The Web Services Employer agrees not to use E-Verify for pre-employment screening of job applicants, in support of any unlawful employment practice, or for any other use that this MOU or the   E-Verify User Manual does not authorize.
	15.  The Web Services Employer must use E-Verify for all new employees.  The Web Services Employer will not verify selectively and will not verify employees hired before the effective date of this MOU.  Employers who are Federal contractors may qualify for exceptions to this requirement as described in Article II.B of this MOU.
	16.  The Web Services Employer agrees to follow appropriate procedures (see Article III below) regarding tentative nonconfirmations.  The Web Services Employer must promptly notify employees in private of the finding and provide them with the notice and letter containing information specific to the employee’s E-Verify case.   The Web Services Employer agrees to provide both the English and the translated notice and letter for employees with limited English proficiency to employees.  The Web Services Employer agrees to provide written referral instructions to employees and instruct affected employees to bring the English copy of the letter to the SSA.  The Web Services Employer must allow employees to contest the finding, and not take adverse action against employees if they choose to contest the finding, while their case is still pending. Further, when employees contest a tentative nonconfirmation based upon a photo mismatch, the Employer must take additional steps (see Article III.B below) to contact DHS with information necessary to resolve the challenge. 
	17.  The Web Services Employer agrees not to take any adverse action against an employee based upon the employee's perceived employment eligibility status while SSA or DHS is processing the verification request unless the Employer obtains knowledge (as defined in 8 C.F.R. § 274a.1(l)) that the employee is not work authorized. The Web Services Employer understands that an initial inability of the SSA or DHS automated verification system to verify work authorization, a tentative nonconfirmation, a case in continuance (indicating the need for additional time for the government to resolve a case), or the finding of a photo mismatch, does not establish, and should not be interpreted as, evidence that the employee is not work authorized. In any of such cases, the employee must be provided a full and fair opportunity to contest the finding, and if he or she does so, the employee may not be terminated or suffer any adverse employment consequences based upon the employee’s perceived employment eligibility status (including denying, reducing, or extending work hours, delaying or preventing training, requiring an employee to work in poorer conditions, withholding pay, refusing to assign the employee to a Federal contract or other assignment, or otherwise assuming that he or she is unauthorized to work) until and unless secondary verification by SSA or DHS has been completed and a final nonconfirmation has been issued. If the employee does not choose to contest a tentative nonconfirmation or a photo mismatch or if a secondary verification is completed and a final nonconfirmation is issued, then the Web Services Employer can find the employee is not work authorized and terminate the employee’s employment. Employers or employees with questions about a final nonconfirmation may call E-Verify at 1-888-464-4218 (customer service) or 1-888-897-7781 (worker hotline). 
	18.  The Web Services Employer agrees to comply with Title VII of the Civil Rights Act of 1964 and section 274B of the INA as applicable by not discriminating unlawfully against any individual in hiring, firing, employment eligibility verification, or recruitment or referral practices because of his or her national origin or citizenship status, or by committing discriminatory documentary practices. The Web Services Employer understands that such illegal practices can include selective verification or use of  E-Verify except as provided in part D below, or discharging or refusing to hire employees because they appear or sound “foreign” or have received tentative nonconfirmations. The Web Services Employer further understands that any violation of the immigration-related unfair employment practices provisions in section 274B of the INA could subject the Web Services Employer to civil penalties, back pay awards, and other sanctions, and violations of Title VII could subject the Web Services Employer to back pay awards, compensatory and punitive damages. Violations of either section 274B of the INA or Title VII may also lead to the termination of its participation in E-Verify. If the Web Services Employer has any questions relating to the anti-discrimination provision, it should contact OSC at 1-800-255-8155 or 1-800-237-2515 (TDD). 
	19.  The Web Services Employer agrees that it will use the information it receives from E-Verify only to confirm the employment eligibility of employees as authorized by this MOU. The Web Services Employer agrees that it will safeguard this information, and means of access to it (such as PINS and passwords), to ensure that it is not used for any other purpose and as necessary to protect its confidentiality, including ensuring that it is not disseminated to any person other than employees of the Web Services Employer who are authorized to perform the Web Services Employer's responsibilities under this MOU, except for such dissemination as may be authorized in advance by SSA or DHS for legitimate purposes. 
	20.  The Web Services Employer agrees to notify DHS immediately in the event of a breach of personal information.  Breaches are defined as loss of control or unauthorized access to E-Verify personal data. All suspected or confirmed breaches should be reported by calling 1-888-464-4218 or via email at E-Verify@dhs.gov.  Please use “Privacy Incident – Password” in the subject line of your email when sending a breach report to E-Verify.
	21.  The Web Services Employer acknowledges that the information it receives from SSA is governed by the Privacy Act (5 U.S.C. § 552a(i)(1) and (3)) and the Social Security Act (42 U.S.C. 1306(a)). Any person who obtains this information under false pretenses or uses it for any purpose other than as provided for in this MOU may be subject to criminal penalties. 
	22.  The Web Services Employer agrees to cooperate with DHS and SSA in their compliance monitoring and evaluation of E-Verify, which includes permitting DHS, SSA, their contractors and other agents, upon reasonable notice, to review Forms I-9 and other employment records and to interview it and its employees regarding the Employer’s use of E-Verify, and to respond in a prompt and accurate manner to DHS requests for information relating to their participation in E-Verify. 
	a. The Web Services Employer agrees to cooperate with DHS if DHS requests information about the Web Services Employer’s interface, including requests by DHS to view the actual interface operated by the Web Services Employer as well as related business documents.  The Web Services Employer agrees to demonstrate for DHS the functionality of its interface to E-Verify upon request.
	23.  The Web Services Employer shall not make any false or unauthorized claims or references about its participation in E-Verify on its website, in advertising materials, or other media.  The Employer shall not describe its services as federally-approved, federally-certified, or federally-recognized, or use language with a similar intent on its website or other materials provided to the public.  Entering into this MOU does not mean that E-Verify endorses or authorizes your E-Verify services and any claim to that effect is false.
	24.  The Web Services Employer shall not state in its website or other public documents that any language used therein has been provided or approved by DHS, USCIS or the Verification Division, without first obtaining the prior written consent of DHS.
	25.  The Web Services Employer agrees that E-Verify trademarks and logos may be used only under license by DHS/USCIS (see M-795 (Web)) and, other than pursuant to the specific terms of such license, may not be used in any manner that might imply that the Employer’s services, products, websites, or publications are sponsored by, endorsed by, licensed by, or affiliated with DHS, USCIS, or E-Verify.
	26.  The Web Services Employer agrees to complete its Web Services interface no later than six months after the date the Web Services Employer signs this MOU.  E-Verify considers the interface to be complete once it has been built pursuant to the Interface Control Agreement (ICA), submitted to E-Verify for testing, and approved for system access.  
	27.  The Web Services Employer agrees to perform sufficient maintenance on the Web Services interface in accordance with the requirements listed in the ICA.  These requirements include, but are not limited to, updating the Web Services interface to ensure that any updates or enhancements are incorporated no later than six months after the issuance of an ICA.  Web Services Employers should be aware that this will require the investment of time and resources.  Compliance with the requirements of the ICA must be carried out to the satisfaction of DHS and or its assignees.
	28.  The Web Services Employer agrees that any system or interface it develops will follow the steps for creating E-Verify cases and processing tentative nonconfirmations, as laid out in the ICA, this MOU and the User Manual, including but not limited to allowing an employer to close an invalid case where appropriate, allowing an employer to refer a tentative nonconfirmation only when an employee chooses to contest a tentative nonconfirmation (no automatic referrals), and referring a tentative nonconfirmation to the appropriate agency at the time the employer prints the referral letter and provides the letter to the employee. The Web Services Employer understands that any failure to make its system or interface consistent with proper E-Verify procedures can result in DHS terminating the Web Services Employer’s agreement and access.
	29.  The Web Services Employer understands that if it uses E-Verify procedures for any purpose other than as authorized by this MOU, the Web Services Employer may be subject to appropriate legal action and termination of its participation in E-Verify according to this MOU. 
	NOTE:  If you do not have any Federal contracts at this time, this section does not apply to your company.  In the future, if you are awarded a Federal contract that contains the FAR E-Verify clause, then you must comply with each provision in this Section.  See 48 C.F.R. 52.222.54 for the text of the FAR E-Verify clause and the E-Verify Supplemental Guide for Federal Contractors for complete information. 
	1.  If the Web Services Employer is a Federal contractor with the FAR E-Verify clause subject to the employment verification terms in Subpart 22.18 of the FAR, it will become familiar with and comply with the most current version of the E-Verify User Manual for Federal Contractors as well as the E-Verify Supplemental Guide for Federal Contractors.
	2.  In addition to the responsibilities of every employer outlined in this MOU, the Web Services Employer understands that if it is a Federal contractor subject to the employment verification terms in Subpart 22.18 of the FAR it must verify the employment eligibility of any “employee assigned to the contract” (as defined in FAR 22.1801). Once an employee has been verified through E-Verify by the Web Services Employer, the Employer may not create a second case for the employee through E-Verify. 
	a. A Web Services Employer that is not enrolled in E-Verify as a Federal contractor at the time of a contract award must enroll as a Federal contractor in the E-Verify program within 30 calendar days of contract award and, within 90 days of enrollment, begin to verify employment eligibility of new hires using E-Verify.  The Web Services Employer must verify those employees who are working in the United States, whether or not they are assigned to the contract. Once the Web Services Employer begins verifying new hires, such verification of new hires must be initiated within three business days after the hire date. Once enrolled in E-Verify as a Federal contractor, the Web Services Employer must begin verification of employees assigned to the contract within 90 calendar days after the date of enrollment or within 30 days of an employee’s assignment to the contract, whichever date is later. 
	b. Web Services Employers enrolled in E-Verify as a Federal contractor for 90 days or more at the time of a contract award must use E-Verify to begin verification of employment eligibility for new hires of the Employer who are working in the United States, whether or not assigned to the contract, within three business days after the date of hire. If the Web Services Employer is enrolled in E-Verify as a Federal contractor for 90 calendar days or less at the time of contract award, the Web Services Employer must, within 90 days of enrollment, begin to use E-Verify to initiate verification of new hires of the contractor who are working in the United States, whether or not assigned to the contract. Such verification of new hires must be initiated within three business days after the date of hire. A Web Services Employer enrolled as a Federal contractor in E-Verify must begin verification of each employee assigned to the contract within 90 calendar days after date of contract award or within 30 days after assignment to the contract, whichever is later. 
	c. Federal contractors that are institutions of higher education (as defined at 20 U.S.C. 1001(a)), state or local governments, governments of Federally recognized Indian tribes, or sureties performing under a takeover agreement entered into with a Federal agency under a performance bond may choose to only verify new and existing employees assigned to the Federal contract. Such Federal contractors may, however, elect to verify all new hires, and/or all existing employees hired after November 6, 1986.  Web Services Employers in this category must begin verification of employees assigned to the contract within 90 calendar days after the date of enrollment or within 30 days of an employee’s assignment to the contract, whichever date is later. 
	d. Upon enrollment, Web Services Employers who are Federal contractors may elect to verify employment eligibility of all existing employees working in the United States who were hired after November 6, 1986, instead of verifying only those employees assigned to a covered Federal contract. After enrollment, Web Services Employers must elect to verify existing staff following DHS procedures and begin E-Verify verification of all existing employees within 180 days after the election. 
	e. The Web Services Employer may use a previously completed Form I-9 as the basis for creating an E-Verify case for an employee assigned to a contract as long as:
	i. That Form I-9 is complete (including the SSN) and complies with Article II.A.6, 
	ii. The employee’s work authorization has not expired, and
	iii. The Web Services Employer has reviewed the Form I-9 information either in person or in communications with the employee to ensure that the employee’s Section 1, Form I-9 attestation has not changed (including, but not limited to, a lawful permanent resident alien having become a naturalized U.S. citizen). 
	f. The Web Services Employer shall complete a new Form I-9 consistent with Article II.A.10 or update the previous Form I-9 to provide the necessary information if:
	i. The Web Services Employer cannot determine that Form I-9 complies with Article II.A.10, 
	ii. The employee’s basis for work authorization as attested in Section 1 has expired or changed, or 
	iii. The Form I-9 contains no SSN or is otherwise incomplete. 
	Note:  If Section 1 of Form I-9 is otherwise valid and up-to-date and the form otherwise complies with Article II.A.10, but reflects documentation (such as a U.S. passport or Form I-551) that expired after completing Form I-9, the Web Services Employer shall not require the production of additional documentation, or use the photo screening tool described in Article II.A.5, subject to any additional or superseding instructions that may be provided on this subject in the E-Verify User Manual. 
	g. The Web Services Employer agrees not to require a second verification using E-Verify of any assigned employee who has previously been verified as a newly hired employee under this MOU or to authorize verification of any existing employee by any Web Services Employer that is not a Federal contractor based on this Article.
	3.  The Web Services Employer understands that if it is a Federal contractor, its compliance with this MOU is a performance requirement under the terms of the Federal contract or subcontract, and the Web Services Employer consents to the release of information relating to compliance with its verification responsibilities under this MOU to contracting officers or other officials authorized to review the Employer’s compliance with Federal contracting requirements. 
	1.  SSA agrees to allow DHS to compare data provided by the Web Services Employer against SSA’s database.  SSA sends DHS confirmation that the data sent either matches or does not match the information in SSA’s database.
	2.  SSA agrees to safeguard the information the Web Services Employer provides through E-Verify procedures.  SSA also agrees to limit access to such information, as is appropriate by law, to individuals responsible for the verification of Social Security numbers or responsible for evaluation of
	E-Verify or such other persons or entities who may be authorized by SSA as governed by the Privacy Act (5 U.S.C. § 552a), the Social Security Act (42 U.S.C. 1306(a)), and SSA regulations (20 CFR Part 401).   
	3.  SSA agrees to provide case results from its database within three Federal Government work days of the initial inquiry.  E-Verify provides the information to the Web Services Employer.  
	4.  SSA agrees to update SSA records as necessary if the employee who contests the SSA tentative nonconfirmation visits an SSA field office and provides the required evidence.  If the employee visits an SSA field office within the eight Federal Government work days from the date of referral to SSA, SSA agrees to update SSA records, if appropriate, within the eight-day period unless SSA determines that more than eight days may be necessary.  In such cases, SSA will provide additional instructions to the employee.  If the employee does not visit SSA in the time allowed, E-Verify may provide a final nonconfirmation to the employer.  
	Note: If a Web Services Employer experiences technical problems, or has a policy question, the Web Services Employer should contact E-Verify at 1-888-464-4218.
	1.  After SSA verifies the accuracy of SSA records for employees through E-Verify, DHS agrees to provide the Web Services Employer access to selected data from DHS databases to enable the Web Services Employer to conduct, to the extent authorized by this MOU:   
	a. Automated verification checks on employees by electronic means, and  
	b. Photo verification checks (when available) on employees.   
	2.  DHS agrees to provide to the Web Services Employer appropriate assistance with operational problems that may arise during the Web Services Employer's participation in the E-Verify program. DHS agrees to provide the Web Services Employer names, titles, addresses, and telephone numbers of DHS representatives to be contacted during the E-Verify process.   
	3.  DHS agrees to make available to the Web Services Employer at the E-Verify Web site (www.dhs.gov/E-Verify) and on the E-Verify Web browser (https://e-verify.uscis.gov/emp/), instructional materials on E-Verify policies, procedures and requirements for both SSA and DHS, including restrictions on the use of E-Verify.  DHS agrees to provide training materials on E-Verify.   
	4.  DHS agrees to provide to the Web Services Employer a notice that indicates the Web Services Employer's participation in the E-Verify program. DHS also agrees to provide to the Web Services Employer anti-discrimination notices issued by the Office of Special Counsel for Immigration-Related Unfair Employment Practices (OSC), Civil Rights Division, U.S. Department of Justice.   
	5.  DHS agrees to issue the Web Services Employer a user identification number and password that permits the Employer to verify information provided by its employees with DHS.   
	6.  DHS agrees to safeguard the information provided to DHS by the Web Services Employer, and to limit access to such information to individuals responsible for the verification of employees’ employment eligibility and for evaluation of the E-Verify program, or to such other persons or entities as may be authorized by applicable law. Information will be used only to verify the accuracy of Social Security Numbers and employment eligibility, to enforce the Immigration and Nationality Act (INA) and Federal criminal or anti-discrimination laws, and to administer Federal contracting requirements. 
	7.  DHS agrees to provide a means of automated verification that is designed (in conjunction with SSA verification procedures) to provide confirmation or tentative nonconfirmation of employees' employment eligibility within three Federal Government work days of the initial inquiry.   
	8.  DHS agrees to provide a means of secondary verification (including updating DHS records as necessary) for employees who contest DHS tentative nonconfirmations and photo non-match tentative nonconfirmations that is designed to provide final confirmation or nonconfirmation of the employees' employment eligibility within 10 Federal Government work days of the date of referral to DHS, unless DHS determines that more than 10 days may be necessary.  In such cases, DHS will provide additional verification instructions.   
	9.  DHS agrees to provide the Web Services Employer with an Interface Control Agreement (ICA).  This document will provide technical requirements that the Web Services Employer must meet to create and maintain a Web Services interface to the Verification Information System (VIS). VIS is a composite information system that provides immigration status verification for government agencies and verification of employment authorization for employers participating in E-Verify.
	10.  DHS agrees to provide periodic system enhancements to improve the ease and accuracy of E-Verify, as needed.  DHS will also provide E-Verify enhancements to comply with applicable laws and regulations.  As enhancements occur, Web Services Employers must update their Web Services interface to reflect system changes within the timelines specified in Article V.A.1. DHS will provide the Web Services Employer with an ICA to support the E-Verify release whenever system enhancements are required. 
	11.  DHS agrees to provide to the Web Services Employer guidance on breach notification and a means by which the Web Services Employer can report any and all suspected or confirmed breaches of owned or used systems or data spills related to E-Verify cases.  At this time, if the Employer encounters a suspected or confirmed breach or data spill, it should contact E-Verify at 1-888-464-4218.  
	12.  In the event the Web Services Employer is subject to penalties, DHS will issue a Notice of Adverse Action that describes the specific violations if it intends to suspend or terminate the employer’s Web Services interface access.  The Web Services Employer agrees that DHS shall not be liable for any financial losses to the Web Services Employer, its employees, or any other party as a result of your account suspension or termination and agrees to hold DHS harmless from any such claims.  
	1.  If the Web Services Employer receives a tentative nonconfirmation issued by SSA, the Web Services Employer must print the notice and promptly provide it to the employee so that the employee may determine whether he or she will contest the tentative nonconfirmation.  The Web Services Employer must review the tentative nonconfirmation with the employee in private.  After the notice has been signed, the Web Services Employer must give a copy of the signed notice to the employee and attach a copy to the employee’s Form I-9.  
	2.  The Web Services Employer will refer employees to SSA field offices only as directed by the automated system based on a tentative nonconfirmation, and only after the Web Services Employer records the case verification number, reviews the input to detect any transaction errors, and determines that the employee contests the tentative nonconfirmation.  The Web Services Employer will transmit the Social Security Number to SSA for verification again if this review indicates a need to do so. The Web Services Employer will determine whether the employee contests the tentative nonconfirmation as soon as possible after the Employer receives it.   
	3.  If the employee contests an SSA tentative nonconfirmation, the Web Services Employer will provide the employee with a system-generated referral letter and instruct the employee to visit an SSA office within eight Federal Government work days. SSA will electronically transmit the result of the referral to the Web Services Employer within 10 Federal Government work days of the referral unless it determines that more than 10 days is necessary. The Employer agrees to check the E-Verify system regularly for case updates.   
	4.  The Web Services Employer agrees not to ask the employee to obtain a printout from the Social Security Number database (the Numident) or other written verification of the Social Security Number from the SSA.
	1.  If the Web Services Employer receives a tentative nonconfirmation issued by DHS, the Web Services Employer must promptly notify employees in private of the finding and provide them with the notice and letter containing information specific to the employee’s E-Verify case.  The Web Services Employer also agrees to provide both the English and the translated notice and letter for employees with limited English proficiency to employees. The Web Services Employer must allow employees to contest the finding, and not take adverse action against employees if they choose to contest the finding, while their case is still pending.
	2.  The Web Services Employer agrees to obtain the employee’s response about whether he or she will contest the tentative nonconfirmation as soon as possible after the Web Services Employer receives the tentative nonconfirmation.  Only the employee may determine whether he or she will contest the tentative nonconfirmation.
	3.  The Web Services Employer agrees to refer individuals to DHS only when the employee chooses to contest a tentative nonconfirmation. 
	4.  If the employee contests a tentative nonconfirmation issued by DHS, the Web Services Employer will instruct the employee to contact DHS through its toll-free hotline (as found on the referral letter) within eight Federal Government work days. 
	5.  If the Web Services Employer finds a photo mismatch, the Web Services Employer must provide the photo mismatch tentative nonconfirmation notice and follow the instructions outlined in paragraph 1 of this section for tentative nonconfirmations, generally.   
	6.  The Web Services Employer agrees that if an employee contests a tentative nonconfirmation based upon a photo mismatch, the Web Services Employer will send a copy of the employee’s Form I-551, Form I-766, U.S. Passport, or passport card to DHS for review by: 
	a. Scanning and uploading the document, or 
	b. Sending a photocopy of the document by express mail (furnished and paid for by the employer). 
	7. The Web Services Employer understands that if it cannot determine whether there is a photo match/mismatch, the Employer must forward the employee’s documentation to DHS as described in the preceding paragraph.  The Employer agrees to resolve the case as specified by the DHS representative who will determine the photo match or mismatch. 
	8.  DHS will electronically transmit the result of the referral to the Web Services Employer within 10 Federal Government work days of the referral unless it determines that more than 10 days is necessary.
	9.  While waiting for case results, the Web Services Employer agrees to check the E-Verify system regularly for case updates.
	10.  DHS agrees to provide the Web Services Employer with an Interface Control Agreement (ICA).  This document will provide technical requirements that the Web Services Employer must meet to create and maintain a Web Services interface to the Verification Information System (VIS). VIS is a composite information system that provides immigration status verification for government agencies and verification of employment authorization for employers participating in E-Verify.
	11.  DHS agrees to provide periodic system enhancements to improve the ease and accuracy of E-Verify, as needed.  DHS will also provide E-Verify enhancements to comply with applicable laws and regulations.  As enhancements occur, Web Services Employers must update their Web Services interface to reflect system changes within the timelines specified in Article V.A.1. DHS will provide the Web Services Employer with an ICA to support the E-Verify release whenever system enhancements are required. 
	1.  SSA and DHS will not charge the Employer or the Web Services E-Verify Employer Agent for verification services performed under this MOU. The Employer is responsible for providing equipment needed to make inquiries. To access E-Verify, an Employer will need a personal computer with Internet access. 
	1.  Software developed by Web Services Employers must comply with federally-mandated information security policies and industry security standards to include but not limited to: 
	a. Public Law 107-347, "E-Government Act of 2002, Title III, Federal Information Security Management Act (FISMA)," December 2002. 
	b. Office of Management and Budget (OMB) Memorandum (M-10-15), "FY 2010 Reporting Instructions for the Federal Information Security Management Act and Agency Privacy Management," April 2010. 
	c. National Institute of Standards and Technology (NIST) Special Publication (SP) and Federal Information Processing Standards Publication (FIPS).
	d. International Organization for Standardization/International Electrotechnical Commission (ISO/IEC) 27002, Information Technology — Security Techniques — Code of Practice for Information Security Management. 
	2.  The Web Services Employer agrees to update its Web Services interface to the satisfaction of DHS or its assignees to reflect system enhancements within six months from the date DHS notifies the Web Services User of the system update. The Web Services User will receive notice from DHS in the form of an Interface Control Agreement (ICA).  The Web Services Employer agrees to institute changes to its interface as identified in the ICA, including all functionality identified and all data elements detailed therein.  
	3.  The Web Services Employer agrees to demonstrate progress of its efforts to update its Web Services interface if and when DHS requests such progress reports.  
	4.  The Web Services Employer acknowledges that if its system enhancements are not completed to the satisfaction of DHS or its assignees within six months from the date DHS notifies the Web Services Employer of the system update, then the Web Services Employer’s E-Verify account may be suspended, and support for previous releases of E-Verify may no longer be available to the Web Services Employer.  The Web Services Employer also acknowledges that DHS may suspend its account after the six-month period has elapsed. 
	5.  The Web Services Employer agrees to incorporate error handling logic into its development or software to accommodate and act in a timely fashion should an error code be returned.    
	6.  The Web Services Employer agrees to complete the technical requirements testing which is confirmed upon receiving approval of test data and connectivity between the Web Services Employer and DHS.
	7.  DHS will not reimburse any Web Services Employer or software developer who has expended resources in the development or maintenance of a Web Services interface if that party is unable, or becomes unable, to meet any of the requirements set forth in this MOU. 
	8.  Housing, development, infrastructure, maintenance, and testing of the Web Services applications may take place outside the United States and its territories, but testing must be conducted to ensure that the code is correct and secure. 
	9.  If the Web Services Employer includes an electronic Form I-9 as part of its interface, then it must comply with the standards for electronic retention of Form I-9 found in 8 CFR 274a.2(e).  
	Web Services Employers performing verification services under this MOU must ensure that information that is shared between the Web Services Employer and DHS is appropriately protected comparable to the protection provided when the information is within the DHS environment [OMB Circular A-130 Appendix III].
	To achieve this level of information security, the Web Services Employer agrees to institute the following procedures: 
	1. Conduct periodic assessments of risk, including the magnitude of harm that could result from the unauthorized access, use, disclosure, disruption, modification, or destruction of information and information systems that support the operations and assets of the DHS, SSA, and the Web Services Employer;
	2. Develop policies and procedures that are based on risk assessments, cost-effectively reduce information security risks to an acceptable level, and ensure that information security is addressed throughout the life cycle of each organizational information system;
	3. Implement subordinate plans for providing adequate information security for networks, facilities, information systems, or groups of information systems, as appropriate;
	4. Conduct security awareness training to inform the Web Services Employer’s personnel (including contractors and other users of information systems that support the operations and assets of the organization) of the information security risks associated with their activities and their responsibilities in complying with organizational policies and procedures designed to reduce these risks;
	5. Develop periodic testing and evaluation of the effectiveness of information security policies, procedures, practices, and security controls to be performed with a frequency depending on risk, but no less than once per year;
	6. Develop a process for planning, implementing, evaluating, and documenting remedial actions to address any deficiencies in the information security policies, procedures, and practices of the organization;
	7.  Implement procedures for detecting, reporting, and responding to security incidents;
	8.  Create plans and procedures to ensure continuity of operations for information systems that support the operations and assets of the organization;
	9.  In information-sharing environments, the information owner is responsible for establishing the rules for appropriate use and protection of the subject information and retains that responsibility even when the information is shared with or provided to other organizations [NIST SP 800-37].
	10.  DHS reserves the right to restrict Web Services calls from certain IP addresses.  
	11.  DHS reserves the right to audit the Web Services Employer’s application.  
	12.  Web Services Employers agree to cooperate willingly with the DHS assessment of information security and privacy practices used by the company to develop and maintain the software. 
	1. Web Services Employers must practice proper Internet security; this means using HTTP over SSL/TLS (also known as HTTPS) when accessing DHS information resources such as E-Verify [NIST SP 800-95].  Internet security practices like this are necessary because Simple Object Access Protocol (SOAP), which provides a basic messaging framework on which Web Services can be built, allows messages to be viewed or modified by attackers as messages traverse the Internet and is not independently designed with all the necessary security protocols for E-Verify use. 
	2. In accordance with DHS standards, the Web Services Employer agrees to maintain physical, electronic, and procedural safeguards to appropriately protect the information shared under this MOU against loss, theft, misuse, unauthorized access, and improper disclosure, copying use, modification or deletion. 
	3. Any data transmission requiring encryption shall comply with the following standards: 
	 Products using FIPS 197 Advanced Encryption Standard (AES) algorithms with at least 256-bit encryption that has been validated under FIPS 140-2. 
	 NSA Type 2 or Type 1 encryption.
	4. User ID Management (Set Standard): All information exchanged between the parties under this MOU will be done only through authorized Web Services Employer representatives identified above.  
	5. The Web Services Employer agrees to use the E-Verify browser instead of its own interface if it has not yet upgraded its interface to comply with the Federal Acquisition Regulation (FAR) system changes.  In addition, Web Services Employers whose interfaces do not support the Form I-9 from 2/2/2009 or 8/7/2009 agree to use the E-Verify browser until the system upgrade is completed.  
	6. The Web Services Employer agrees to use the E-Verify browser instead of its own interface if it has not completed updates to its system to the satisfaction of DHS or its assignees within six months from the date DHS notifies the Web Services Employer of the system update.  The Web Services Employer can resume use of its interface once it is up-to-date, unless the Web Services Employer has been suspended or terminated from continued use of the system.
	1.  The Web Services Employer agrees to develop an electronic system that is not subject to any agreement or other requirement that would restrict access and use by an agency of the United States.  
	2.  The Web Services Employer agrees to develop effective controls to ensure the integrity, accuracy and reliability of its electronic system. 
	3.  The Web Services Employer agrees to develop an inspection and quality assurance program that regularly (at least once per year) evaluates the electronic system, and includes periodic checks of electronically stored information.  The Web Services Employer agrees to share the results of its regular inspection and quality assurance program with DHS upon request.    
	4.  The Web Services Employer agrees to develop an electronic system with the ability to produce legible copies of applicable notices, letters, and other written, photographic and graphic materials.
	5.  All information exchanged between the parties under this MOU will be in accordance with applicable laws, regulations, and policies, including but not limited to, information security guidelines of the sending party with respect to any information that is deemed Personally Identifiable Information (PII), including but not limited to the employee or applicant’s Social Security number, alien number, date of birth, or other information that may be used to identify the individual.
	6.  Suspected and confirmed information security breaches must be reported to DHS according to Article V.C.1.  Reporting such breaches does not relieve the Web Services Employer from further requirements as directed by state and local law.  The Web Services Employer is subject to applicable state laws regarding data protection and incident reporting in addition to the requirements herein.
	1.  DHS reserves the right to terminate the access of any software developer with or without notice who creates or uses an interface that does not comply with E-Verify procedures.  
	2.  Employers are prohibited from Web Services Software development unless they also create cases in E-Verify to verify their new hires’ work authorization. Those pursuing software development without intending to use E-Verify are not eligible to receive an ICA.  At this time, E-Verify does not permit Web Services software development without also being a Web Services Employer or Web Services E-Verify Employer Agent.   
	1.  The Web Services Employer agrees that any failure on its part to comply with the terms of the MOU may result in account suspension, termination, or other adverse action.  
	2.  DHS is not liable for any financial losses to Web Services Employer, its clients, or any other party as a result of account suspension or termination.  
	1.  This MOU is effective upon the signature of all parties and shall continue in effect for as long as the SSA and DHS operates the E-Verify program unless modified in writing by the mutual consent of all parties. 
	2.  Any and all E-Verify system enhancements by DHS or SSA, including but not limited to E-Verify checking against additional data sources and instituting new verification policies or procedures, will be covered under this MOU and will not cause the need for a supplemental MOU that outlines these changes.
	1.  The Web Services Employer may terminate this MOU and its participation in E-Verify at any time upon 30 days prior written notice to the other parties. 
	2.  Notwithstanding Article V, part A of this MOU, DHS may terminate this MOU, and thereby the Web Services Employer’s participation in E-Verify, with or without notice at any time if deemed necessary because of the requirements of law or policy, or upon a determination by SSA or DHS that there has been a breach of system integrity or security by the Web Services Employer, or a failure on the part of either party to comply with established E-Verify procedures and/or legal requirements. The Web Services Employer understands that if it is a Federal contractor, termination of this MOU by any party for any reason may negatively affect the performance of its contractual responsibilities.  Similarly, the Web Services Employer understands that if it is in a state where E-Verify is mandatory, termination of this by any party MOU may negatively affect the Web Services Employer’s business.  
	3.  A Web Services Employer that is a Federal contractor may terminate this MOU when the Federal contract that requires its participation in E-Verify is terminated or completed. In such cases, the Web Services Employer must provide written notice to DHS.  If the Web Services Employer fails to provide such notice, then that Web Services Employer will remain an E-Verify participant, will remain bound by the terms of this MOU that apply to non-Federal contractor participants, and will be required to use the E-Verify procedures to verify the employment eligibility of all newly hired employees.
	4.  The Web Services Employer agrees that E-Verify is not liable for any losses, financial or otherwise, if the Web Services Employer or the Employer is terminated from E-Verify.                                                                            
	A. Some or all SSA and DHS responsibilities under this MOU may be performed by contractor(s), and SSA and DHS may adjust verification responsibilities between each other as necessary. By separate agreement with DHS, SSA has agreed to perform its responsibilities as described in this MOU. 
	B. Nothing in this MOU is intended, or should be construed, to create any right or benefit, substantive or procedural, enforceable at law by any third party against the United States, its agencies, officers, or employees, or against the Web Services Employer, its agents, officers, or employees. 
	C. The Web Services Employer may not assign, directly or indirectly, whether by operation of law, change of control or merger, all or any part of its rights or obligations under this MOU without the prior written consent of DHS, which consent shall not be unreasonably withheld or delayed.  Any attempt to sublicense, assign, or transfer any of the rights, duties, or obligations herein is void.
	D. Each party shall be solely responsible for defending any claim or action against it arising out of or related to E-Verify or this MOU, whether civil or criminal, and for any liability wherefrom, including (but not limited to) any dispute between the Web Services Employer and any other person or entity regarding the applicability of Section 403(d) of IIRIRA to any action taken or allegedly taken by the Web Services Employer. 
	E. The Web Services Employer understands that its participation in E-Verify is not confidential information and may be disclosed as authorized or required by law and DHS or SSA policy, including but not limited to, Congressional oversight, E-Verify publicity and media inquiries, determinations of compliance with Federal contractual requirements, and responses to inquiries under the Freedom of Information Act (FOIA). 
	F. The individuals whose signatures appear below represent that they are authorized to enter into this MOU on behalf of the Web Services Employer and DHS respectively. The Web Services Employer understands that any inaccurate statement, representation, data or other information provided to DHS may subject the Web Services Employer, its subcontractors, its employees, or its representatives to: (1) prosecution for false statements pursuant to 18 U.S.C. 1001 and/or; (2) immediate termination of its MOU and/or; (3) possible debarment or suspension.
	G. The foregoing constitutes the full agreement on this subject between DHS and the Web Services Employer.
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